TRADE SECRETS OUTLINE

FALL 2020—Professor Walton

“Litigation is business by other means”

What is a trade secret? 
· A trade secret is: 

· Information 

· Generally not known to others 

· Economically valuable (actual or potential) 

· Reasonable efforts to maintain secrecy 

· Identifying trade secrets: 

· Need not be novel or unique 

· No registration needed 

· Must not be published 

· Two or more can independently possess the same secret 

· May be made up of things that are not themselves trade secrets, but in aggregate are a trade secret

· Examples of trade secrets: 

· Formulas, manufacturing processes, marketing strategies, business plans, sensitive financial information, pricing/costs information, unique software & source code, knowledge about customers (e.g., requirements, preferences, order history, purchasing trends), negative research results, customer lists, know how

· Identifying trade secrets: 

· Factors that help determine whether information is trade secret: 

· Extent known outside of the company 

· Extent known by employees and others inside company

· Measures taken by company to protect secrecy 

· Value of trade secret to company and competitors

· Time, effort, and money expended in development 

· Ease with which it can be properly acquired or duplicated by others (reverse engineering/independent derivation) 

· Trade Secrets: 6 factor test 

· (1) Substantially secret—not publicly known; breadth of exposure

· (2) as necessary dissemination—reasonable distribution; “need to know” 

· (3) protective measures—appropriate and reasonable 

· (4) commercially and/or competitively valuable—to claimant and competitors; commercial

· (5) degree of investment—more bucks, more investment 

· (6) degree of “Other’s accessibility”—how easy is it for others to acquire or access? 

· The type of situation that gives rise to a trade secret lawsuit 

· Have to look at the relationship between the parties in a litigation

· It’s out of these relationships that duties arise 

· Example: employer/employee

· The importance of relationships as giving rise to duties and liabilities 

· That is always true with the law 

· Does the duty come from statute? From relationships? 

· Elements of the causes of action “surrounding” a trade secret claim (that are pleaded and alleged in trade secret cases)—Be careful of CUTSA preemption. 
· 1. Breach of Contract (in California) 

· 1. Existence of Contract; 

· 2. The Plaintiff’s performance or lack of performance due to an excuse;

· 3. The Defendant’s failure to perform under the contract at a time when the performance was due; and 

· 4. The Plaintiff’s Damages as a result of Defendant’s breach of contract  

· 2. Misappropriation of Trade Secrets (Cal. Civ. Code §3426, et seq.)—CUTSA

· Acquisition, Disclosure, or Use by Improper Means 

· 3. Common Law Misappropriation of Trade Secrets—Restatement of Torts § 757

· One who discloses or uses another’s trade secret, without a privilege to do so, is liable to the other if

· (a) he discovered the secret by improper means, or 

· (b) his disclosure or use constitutes a breach of confidence reposed in him by the other in disclosing the secret to him, or

· (c) he learned the secret from a third person with notice of the facts that it was a secret and that the third person discovered it by improper means or that the third person’s disclosure of it was otherwise a breach of his duty to the other, or

· (d) he learned the secret with notice of the facts that it was a secret and that its disclosure was made to him by mistake 

· 4. Intentional Interference with Contractual Relations (CA) 

· 1. Valid contract between plaintiff and third party; 

· 2. Defendant’s knowledge of this contract; 

· 3. Defendant’s intentional acts designed to induce breach or disruption of contractual relationship; 

· 4. Actual breach or disruption of contractual relationship; and 

· 5. Resulting damage 

· 5. Intentional Interference with Prospective Economic Advantage (CA) 

· 1. An economic relationship between parties containing the probability of future of economic benefit to the plaintiff; 

· 2. Knowledge by the defendant of the existence of the relationship; 

· 3. Intentional acts on the part of the defendant designed to disrupt the relationship; 

· 4. Actual disruption of the relationship; and 

· 5. Damages to the plaintiff proximately caused by the acts of the defendant 

· 6. Unlawful and Unfair Business Practices (Cal. Bus. & Prof. Code §17200, et seq.)—Statutory Unfair Competition 

· Unfair competition shall mean and include any: 

· Unlawful, 

· Unfair, or 

· Fraudulent 

· Business act or practice, and 

· Unfair, 

· Deceptive,

· Untrue, or 

· Misleading 

· Advertising, and 

· Any act prohibited by Chapter 1 (commencing with §17500) of Part 3 of Division 7 of the Business and Professions Code 

· 7. Common Law Unfair Competition 

· A cause of action for common law unfair competition can exist for the following circumstances: 

· Imitation of a trade name or the design or appearance of goods or services so as to deceive customers as to their origin, 

· Misappropriation of another’s property or concepts and selling it as one’s own 

· Interference with contractual relations or prospective business advantage, and 

· Trade libel or defamation 

· 8. Breach of Fiduciary Duty 

· 1. Existence of a fiduciary duty; 

· 2. Breach of the fiduciary duty; and 

· 3. Damage proximately caused by the breach 

· Fiduciary duties arise from a relationship of trust and confidence 

· Fiduciary generally owes the following duties to his/her client of beneficiary 

· Highest good faith and utmost fair dealing 

· Loyalty 

· Put first and foremost the interest of the party to whom the duty is owed 

· Avoid undisclosed and unwaived (by an informed beneficiary) conflicts of interest 

· Must not profit from fiduciary position to the detriment of the principal (unless she consents after full disclosure and legal advice) 

· 9. Breach of Duty of Loyalty 

· A. the Duty of Loyalty requires that: 

· The employee/agent acts solely in the best interest of the employer/principal 

· Free of any self-dealing, conflicts of interest, or other abuse of the principal for personal advantage 

· B. Breach 

· To prevail, the claimant must show the elements of duty, breach, and benefit to the defendant and/or damage to the plaintiff 

· To prevail, the claimant must show that the defendant occupied a position of trust or fiduciary relationship requiring loyalty and that the defendant breached that duty to his or her personal benefit or damage to the claimant. 

· 10. Violation of Cal. Labor Code §2860 (Ownership of Things Acquired by Virtue of Employment) 
· “Everything which an employee acquired by virtue of his employment, except the compensation which is due him from his employment, belongs to the employer, whether acquired lawfully or unlawfully, or during or after the expiration of the term of his employment.” 

· 11. Trespass to Real Property 

· Trespass: wrongful entry on real property occupied or in possession of another 

· Trespasser: anyone who is on real property of another without consent 

· Plaintiff possessing the land must establish: 

· 1. Defendant’s intentional act; 

· 2. Intent to voluntarily enter land, not intent to commit wrongful trespass 

· 3. Caused an interference onto land owned or occupied by another (Defendant entered plaintiff’s property, caused a thing or third person to do so, regardless of time. Interference can be on, above or below the surface) 

· 4. Entry was made without the owner’s permission. 

· There is not damage requirement, though unintentional/indirect trespasses require a showing of damages. 

· 12. Trespass to Chattels 

· The plaintiff must prove that: 

· 1. The defendant acted on his own volition 

· 2. The defendant must have the intent to intermeddle with the chattel. That is—

· A. Conscious purpose or desire or 

· B. Knowledge with substantial certainty 

· 3. Causation 

· 4. Intermeddling or interference with the plaintiff’s use or possession 

· 5. Actual harm. That is—

· A. Plaintiff loses possession for a significant time period, or 

· B. Damage to the chattel or injury to the plaintiff 

· 13. Conversion 

· Plaintiff claims that Defendant wrongfully exercised control over his/ her personal property. To establish this claim, Plaintiff must prove all of the following: 

· 1. That plaintiff owned, possessed, or had a right to possess some particular property; 

· 2. That defendant intentionally and substantially interfered with plaintiff’s property by: 

· A. Taking possession of the property, 

· B. Preventing Plaintiff from having access to the property, 

· C. Destroying the property, 

· D. Refusing to return the property after Plaintiff demanded its return 

· 3. That Plaintiff did not consent; 

· 4. That Plaintiff was harmed; 

· 5. That defendant’s conduct was a substantial factor in causing Plaintiff’s harm. 

· 14. Civil Conspiracy 

· 1. Formation and operation of the conspiracy and 

· 2. Damage resulting to plaintiff 

· 3. From an act done in furtherance of the common design. 

· Cost/benefit analysis—emotionally, opportunity cost, legal cost 
Types of Intellectual Property:  
· What are they? 
· Copyright

· Patent

· Trademark
· Trade Secrets 

· All types of IP are mutually exclusive 

· Copyright Clause of the Constitution (Art. I, Section 8, clause 8) 

· Deals with copyrights and patents 

· Purpose: “to promote the progress of science and useful arts” 

· How? “by securing for limited times” 

· For Whom? “to authors and inventors” 

· What? “the exclusive right to their respective writings and discoveries” 
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· Copyright: 

· US Copyright Act: subject matter and scope of copyright 
· §101: Definitions

· §102: Subject matter of copyright (in general) 
· (a) “ original work of authorship fixed in tangible medium of expression, now known or later developed…” 
· Works of authorship include: (exclusive list)
· 1. Literary works

· 2. Musical works, including any accompanying words

· 3. Dramatic works, including any accompanying music 

· 4. Pantomimes and choreographic works

· 5. Pictorial, graphic, and sculptural works

· 6. Motion pictures and other audiovisual works

· 7. Sound recordings 

· 8. Architectural works 

· (b) In no case does copyright protection for an original work of authorship extend to any idea, procedure, process, system, method of operation, concept, principle, or discovery, regardless of the form in which it is described explained, illustrated, or embodies in such work 

· A work is “fixed” in a tangible medium of expression when its embodiment in a copy or phonorecord, by or under the authority of the author, is sufficiently permanent or stable to permit it to be perceived, reproduced, or otherwise communicated for a period of more than transitory duration… 

· “Literary works” are works, other than audiovisual works, expressed in words, numbers, or other verbal or numerical symbols or indicia, regardless of the nature of the material objects, such as books, periodicals, manuscripts, phonorecords, film, tapes, disks, or cards, in which they are embodied

· A “work made for hire” is—

· (1) a work prepared by an employee within the scope of his or her employment; or 

· (2) a work specifically ordered or commissioned for use […] if the parties expressly agree in a written instrument signed by them that the work shall be considered a work made for hire
· §103: Subject matter of copyright: Compilations and derivate works 

· (a) the subject matter of copyright as specified by section 102 includes compilations and derivative works […]

· (b) the copyright in a compilation or derivate work extends only to the material contributed by the author of such work, as distinguished from the preexisting material employed in the work, and does not imply any exclusive right in the preexisting material.  

· §106: Exclusive rights in copyrighted works

· (1) to reproduce…

· (2) to prepare derivative works…

· (3) to distribute copies… by sale or other transfer of ownership, or by rental, lease, or lending; 

· (4) in the case of literary, musical, [etc] … to perform the copyrighted work publicly 

· (5) in the case of literary, musical, … graphical, or sculptural works, [etc] … to display the copyrighted work publicly; and 

· (6) in the case of sound recordings, to perform the copyrighted work publicly by means of a digital audio transmission 

· §106A: Rights of certain authors to attribution and integrity 

· §107: Limitations on exclusive rights: Fair Use

· A “transfer of copyright ownership” is an assignment, mortgage, exclusive license, or any other conveyance, alienation, or hypothecation of a copyright or of any of the exclusive rights comprised in a copyright, whether or not it is limited in time or place of effect, but not including a nonexclusive license 

· An “international agreement” is—

· 1. The Universal Copyright Convention 

· 2. The Geneva Phonograms Convention 

· 3. The Berne Convention 

· 4. The WTO Agreement 

· 5. The WIPO Copyright Treaty 

· 6. The WIPO Performance and Phonograms Treaty 

· 7. Any other copyright treaty to which the United States is a party 

· Patents: 

· Art I, Section 8, clause 8

· Patents can be enormously valuable 

· Patents are critical to national and industrial policy 

· Patent Act: Sections 101-103 

· §101: inventions patentable 

· “Whoever invents or discovers any new and useful process, machine, manufacture, or composition of matter, or any new and useful improvement therefore, may obtain a patent therefore, subject to the conditions and requirements of this title” 

· §102: Conditions for patentability; novelty and loss of right to patent 

· A person shall be entitled to patent unless—

· (a) the invention was known or used by others in this country, or patented or described in a printed publication in this or a foreign country, before the invention thereof by the applicant for patent, or 

· (b) the invention was patented or described in a printed publication in this or a foreign country or in public use or on sale in this country, more than one year prior to the date of the application for patent in the United Sates, or 

· (c) he has abandoned the invention […]

· (f) he did not himself invent the subject matter sought to be patented, […] 

· §103: Conditions for patentability; non-obvious subject matter 

· A patent may not be obtained if the differences between the subject matter sought to be patented and the prior art are such that the subject matter as a whole would have been obvious at the time the invention was made to a person having ordinary skill in the art to which said subject matter pertains 

· 3 types of patents: 

· Utility patent (dominant form of patent) 

· REQUIREMENTS: 
· (1) Novelty (new or new improvements) 

· (2) non-obvious 

· (would it be non-obvious to a person skilled in that discipline/art?)

· (3) useful 

· For some purpose—can’t be theoretical 

· Procedure: Filed at the right time (Section 102) 

· Who holds patent? 

· Inventor or assignee (that has not abandoned) 

· Term of patent: 20 years 

· Design patent

· REQUIREMENTS: 

· (1) novelty 

· (2) non-obvious 

· (would it be non-obvious to a person skilled in that discipline/art?) 

· (3) ornamentality (for an article of manufacture) 

· Procedure: Filed at the right time (Section 102) 

· Who holds patent? 

· Inventor or assignee (that has not abandoned) 

· Term of patent: 14 years 
· (ARP) Plants 

· REQUIREMENTS: 

· (1) novelty 

· (2) non-obvious 

· (3) “distinct and new variety”; “distinctiveness” 

· Asexually reproduced 

· Procedure: Filed at the right time (Section 102) 

· Who holds patent? 

· Inventor or assignee (that has not abandoned) 

· Term of patent: 20 years

· Average time to get a patent is 36 months (backlogged) 

· Differences between patents and trade secrets: 

	Patents
	Trade Secrets

	Fixed period of years 
	No fixed period (protected as long as you can keep it secret) 

	Gives owner monopoly of rights (absolute exclusivity) 
	If someone gets trade secret by proper means they are free to use it 

	Give USPTO all of the relevant information for the patent 
	Have to keep the information secret by reasonable means 


· CASES RE PATENTS/ TRADE SECRETS: 
· Kewanee Oil v. Bicron Corp. 

· Facts: 

· Plaintiff’s employees sign an NDA for confidential information and trade secrets. 

· Some employees leave and go to work for a competitor (Defendant)—reason to suspect used confidential information and trade secrets 

· Court dealt with 3 categories of trade secrets 

· 1. Clearly patentable 

· 2. Doubtfully patentable 

· 3. Clearly unpatentable 

· Procedure: 

· Plaintiff seeks an injunction and damages 

· USDC granted injunction for 20 Trade Secrets so long as they stayed secret 

· Court of Appeals reversed because Ohio trade secret law conflicted with federal patent laws 

· Supreme Court -> state law allowed to enact trade secret protections unless it conflicts with patent laws (certain circumstances) 

· Only limitation on states: do not conflict with congressional legislation in this area (Supremacy Clause) 

· Patents are not the same as trade secrets 

· Holding/ Takeaway: 

· Patent law does not preempt state trade secret law 
· General rule: patent law does not prohibit states from protecting trade secrets, unless that protection interferes with administration of patent law 

· Dionne v. Southeast Foam Converting (threatened misappropriation) 
· Supreme Court of Virginia affirmed an injunction based on threatened misappropriation. Dionne involved a former employer—Southeast Foam Converting & Packaging, Inc. (Southeast)—that held a patent for packaging materials unlike any other on the market.  Following a dispute, the defendant left his employment with Southeast and informed suppliers and customers that he intended to form a new company that would develop a similar product in a more cost effective manner. The defendant also left Southeast on his last day with a briefcase that Southeast discovered contained company documents, and the defendant also acknowledged that he destroyed relevant nondisclosure agreements belonging to the company

· Facts: 

· Patent/ TS interface 

· Tried to file a patent (originally), patent attorney said it was not novel enough

· Decide to treat it as a trade secret 

· All family members sign NDA

· Family fallout -> Pierre leaves 

· Destroys NDAs of some employees 

· Told suppliers that he was starting a new company to compete

· Procedure: 

· Southeast Foam (original company) sues 

· Court says trade secret 

· Holding/ Takeaway: 

· Just because you create/invent something does not mean it’s yours 

· Property of your employer (unless contract states that employee can use it) 

· If you can show someone is being sneaky—can possibly help sway judge 

· Trademarks

· Trademark and trademark protection based on CL tort of “passing off” 

· Passing off= 

· 1. Misappropriation 

· 2. By a trader in trade 

· 3. To prospective customers 

· 4. Calculated to injure business or goodwill of another trader

· 5. Causes actual damages
· Justification for passing off and trademark= protection of the public 

· Lanham Act: includes any word, name, symbol, or device, or any combination thereof, adopted and used by a manufacturer or merchant to identify his goods and distinguish them from those manufactured or sold by others 

· Trips Treaty: any sign, or combination of signs, capable of distinguishing the goods or services of one undertaking from those of other undertakings
· No fixed termination period for trademarks 

· Question of geographic scope=very important 

· Goodwill= akin to reputation 

· Protecting Ideas: 

· If it has not been expressed in a tangible medium -> no copyright protection 

· If it does not meet patent requirements -> no patent protection 

· Trade secrets? Only if you use it to make money 

· How to protect ideas? 

· By written contract—NDA, or 

· “Implied-in-fact contract” 

· Arises from certain circumstances and environments 

· Elements: 

· 1. Idea (no originality requirement) 

· 2.  Transmitted and received 

· 3. Under circumstances where: 

· Transmitter has reasonable expectation of compensation if idea is used 

· Receiver knew or reasonably should have known of transmitter’s belief 

· 4. Idea is used 

· 5. Damages: reasonable value of the idea at the time it was transmitted 
· Databases

· Licenses 

· Maybe can copyright—but can’t copyright compilations (Fiest v Rural Telephone co) 

· EU—has a database protection provision 

CUTSA:
· Role of common law in trade secret development: “Early Cases” 
· Vickery v. Welch 

· Contract: 

· Physical plant for making chocolate 

· Defendant’s formula and process for chocolate 

· Plaintiff was to have exclusive use of Defendant’s secret manner of making chocolate 

· Defendant would not deliver trade secret 

· Plaintiff sued for breach of contract

· What probably happened? (theories) 

· Defendant found another buyer with more money 

· Defendant tries to argue that it is a restraint of trade 

· Violates public policy 

· Public should not be deprived of formula 

· Court: public has no right to a secret 

· FIRST US TRADE SECRET CASE 

· Dealt with whether someone can have a trade secret 

· Keeping a secret does not constitute a restraint of trade 

· Not the kind of restraint that the law cares about; public  not worse of if party A or B has the secret, and the public has no right to the secret 

· Jarvis v. Peck 

· In contract Defendant was not to give secret to anyone else, work in the business, etc. 

· Case heard by chancellor (court of equity) 

· Court of equity: have to demonstrate that there is no adequate remedy at law 

· Equitable remedies available: 

· Injunction 

· Specific performance 

· Restitution 

· Restraints of trade are not all bad

· Can have someone agree not to do business in certain field with secret 

· Purpose here is valid and reasonable (covenants not to compete and agency law) 

· Taylor v. Blanchard 

· Partners have a process for making shoe cutter (trade secret) 

· If they split up -> said would set up would not set up, carry on, or exercise the trade/business of making shoe cutters in Massachusetts 

· Defendant sets up shop in Massachusetts after splitting up 

· Issue: is this clause valid or contract to public policy (restraint of trade)? 

· Care about monopolies/ restraint of trade is disfavored 

· Presumption if rebuttable if reasonable and public not hurt by it 

· But this particular monopoly restricts the citizen from doing business in the states 

· Will drive people elsewhere (presumably) 

· When someone has a monopoly -> can set monopoly prices 

· Holding: This covenant unenforceable -> not in the interest of the people of Massachusetts 

· Pressed Steel Car Co. v. Standard Steel Car Co. 
· No express agreement 

· Situational/environmental understanding that information is meant to be kept secret (today: probably could not get away with this argument because there are trade secret laws in place) 

· Giving of secrets to railroad company (“need to know”) was reasonable 

· No written contract 

· Blueprints were not marked in any way that indicated confidentiality/secrecy 

· No trade secret statute to look to 

· Court says: implied agreement 

· Empire Steam v. Lozier 

· Trade secret= customer list 

· Defendant= one of the former drivers for plaintiff 

· Agrees in contract to five list to employer 

· Defendant leaves plaintiff’s company

· Began working for a competitor and soliciting customers from when he worked with plaintiff 

· Plaintiff sued 

· Court issued injunction 

· Defendant appealed, said contract was void (restraint of trade) 

· Court: it would be inequitable not to enforce contract 

· Investment and time of plaintiff 

· Are customer lists trade secrets? Sometimes yes, sometimes no 

· Need to have “something plus” / plus factor
· Elements: 
· CUTSA: 

· “Trade secret” means information, including a formula, pattern, compilation, program, device, method, technique, or process, that:

· (1) Derives independent economic value, actual or potential, from not being generally known to the public or to other persons who can obtain economic value from its disclosure or use; and

· (2) Is the subject of efforts that are reasonable under the circumstances to maintain its secrecy.

· (California Penal Code, §499C)—Criminal provisions in CA 
· “Trade secret” means information, including a formula, pattern, compilation, program, device, method, technique, or process that: 

· (A) derives independent economic value, actual or potential, from not being generally known to the public or to other person who can obtain economic value from its disclosure or use; and 

· (B) is the subject of efforts that are reasonable under the circumstances to maintain its secrecy 

· [crime; theft] Every person is guilty of theft who, with intent to deprive or withhold the control of a trade secret from its owner, or with an intent to appropriate a trade secret to his or her own use or to the use of another, does any of the following: 

· (1) Steals, takes, carries away, or uses without authorization, a trade secret. 

· (2) fraudulently appropriates any article representing a trade secret entrusted to him or her.

· (3) Having unlawfully obtained access to the article, without authority makes or cause to be made a copy of any article representing a trade secret 

· (4) having obtained access to the article through a relationship of trust or confidence, without authority and in breach of the obligation created by that relationship, makes or causes to be made, directly from and inf the presence of the article, a copy of any article representing a trade secret

· [inducement, bribe, etc] Every person who promises, offers to give, or conspires to promise or offer to give, to any present or former agent, employee, or servant of another, a benefit as an inducement, bribe or reward for conveying, delivering or otherwise making available an article representing a trade secret owned by his or her present or former principal, employer, or master, to any person not authorized by the owner to receive or acquire the trade secret and every present shall be punished by imprisonment in the state prison, or in a county jail not exceeding one year, or by a fine not exceeding five thousand dollars, or by both that fine and imprisonment 

· In a prosecution for a violation of this section, it shall be no defense that the person returned or intended to return the article 

· Role, importance and significance of “improper means” 

· Statute: Improper means includes: theft, bribery, misrepresentation, breach or inducement of a breach of a duty to maintain secrecy, or espionage through electronic or other means. 

· Reverse engineering or independent derivation alone shall not be considered improper means 

· Dupont v. Christopher 

· Photographers hired by 3rd party 

· Flew over Dupont plant 

· Dupont was doing construction—roof not completed 

· Ariel photographs improper means? 

· Proper means -> reverse engineering, own discovery 

·  Improper to take trade secret without permission and reasonable efforts to maintain secrecy

·  Here, Dupont used reasonable efforts 

· Inevitable disclosure
· Need inevitable disclosure and a plus factor 

· The “something more” might be that while the departing employee had the info in her head, she also took it with her in documentary form against company rules or the terms of her NDA. That might be evidence of bad intent. Or she surreptitiously sent confidential info to a competitor or her new employee. Or they acted dishonestly. See Pepsico v. Redmond. 

· Serves as a substitute for evidence of threatened misappropriation/misappropriation 
· Inevitable disclosure alone does not provide evidence of misappropriation and threatened misappropriation 

· CANNOT BRING A CLAIM FOR INEVITABLE DISCLOSURE UNDER DTSA

· Pepsico v Redmond 
· Case about inevitable disclosure 

· Redmond =high level marketing executive in charge of CA (big sale range) 

· Secrets here = market penetration, distribution and advertising schemes 

· Redmond involved/ had intimate knowledge of 4 major secrets: 

· 1. “Strategic Plan” 

· 2. “Annual Operating Plan” 

· 3. “attack plans” for specific markets

· 4. Selling and delivery systems 

· Are these trade secrets? 

· Information? Yes 

· Does it provide competitive advantage? Yes 

· Reasonable steps to keep it secret? 

· Pepsi saying it’s inevitable disclosure 

· Know what Pepsi is doing -> will know how to counteract that, what to do/ not do

· Is it inevitable that Redmond was going to disclose what he knew? 

· Need some evidence to get preliminary injunction 

· “high degree of probability of disclosure” 

· Court had to determine whether it is inevitable and if that presumption of inevitability is sufficient 

· Court says yes -> Pepsi showed that Redmond would not be able to compartmentalize 

· Injunction was granted because Pepsi made disclosure more likely that not 

· Injunction said Redmond could not work at Quaker for a period of time 

· Injunction cannot be unreasonable -> people have to be able to make a living using expertise 

· Tailored injunction for a period of time that will stop him from using trade secrets

· Threatened disclosure and use 

· As an advocate, want to how judge that Redmond is sneaky (which Pepsi did) 

· Cybertek v. Whitfield 

· NDA, exit interview 

· Defendant was a founding officer of plaintiff—helped create computer system 

· Defendant left, went to new employer—Plaintiff sues for misappropriation 

· Court says NDA =valid 

· Did new employer acquire trade secret by improper means? 

· Put on notice by plaintiff 

· Role of experts is key 

· Was information knowable in the industry? 

· Maybe / maybe not 

· It gave competitive advantage so treat it as trade secret 

· Inevitable disclosure: 

· Whitfield developed software for plaintiff 

· Information was in his head- knowledge = property of employer 

· Wasn’t acquired by improper means -> got knowledge while working for plaintiff 

· Is this enough to prove intent to disclose? 

· By itself, inevitable disclosure not enough to grant temporary restraining order / injunction 

· Not dealt with in this case—but important issue 

Trade Secret Misappropriation: 

· What is it? 

· Acquisition by improper means, disclosure, or use

· Restatement of Torts §757: 

· One who discloses or uses another’s trade secret, without a privilege to do so, is liable to the other if

· (a) he discovered the secret by improper means, or 

· (b) his disclosure or use constitutes a breach of confidence reposed in him by the other in disclosing the secret to him, or

· (c) he learned the secret from a third person with notice of the facts that it was a secret and that the third person discovered it by improper means or that the third person’s disclosure of it was otherwise a breach of his duty to the other, or

· (d) he learned the secret with notice of the facts that it was a secret and that its disclosure was made to him by mistake 

· Misappropriation under CUTSA (Definition of misappropriation in DTSA is identical) 
· Improper means includes: theft, bribery, misrepresentation, breach or inducement of a breach of a duty to maintain secrecy, or espionage through electronic or other means. 

· Reverse engineering or independent derivation alone shall not be considered improper means 

· (b) Misappropriation means: 

· (1) acquisition of a trade secret of another by a person who knows or has reason to know that the trade secret was acquired by improper means; or 

· (2) Disclosure or use of a trade secret of another without express or implied consent by a person who: 


· (A) used improper means to acquire knowledge of the trade secret; or 

· (B) at the time of disclosure or use, knew or had reason to know that his/her knowledge of the trade secret was: 

· (i) derived from or through a person who had utilized improper means to acquire it 

· (ii) acquired under circumstances giving rise to a duty to maintain its secrecy or limit its use; or 

· (iii) derived from or through a person who owed a duty to the person seeking relief to maintain its secrecy or limit its use; or 

· (C) Before a material change of his or her position, knew or had reason to know that it was a trade secret and that knowledge of it had been acquired by accident or mistake 

· What is a material change? 

· It is material if it matters (significant) 

· Another way to put this first phrase: “before you rely on this information to make a material change” 

· If you use it before you know it’s a trade secret -> not misappropriation 
DTSA

· The DTSA “federalizes” trade secret law by creating a federal claim for trade secret misappropriation and creates new remedies, including an ex parte seizure order to recover misappropriated trade secrets

· It imposes new obligations on employers—to take full advantage of the remedies provided under the DTSA, companies have an immediate obligation to provide certain disclosures in all NDAs with employees, contractors, and consultants that are entered into or updated following the statute’s effective date 

· Creates jurisdiction without diversity for trade secret cases in district courts 

· It amends and is addition to the Economic Espionage act

· The DTSA applies to any trade secret that is “related to a product or service used in, or intended for use in, interstates or foreign commerce.” 
· The DTSA does NOT apply retroactively—it prohibits only misappropriation occurring after its effective date 

· Definition of misappropriation identical to that found in CUTSA (see previous section) 

· Under DTSA—can bring a claim for threatened misappropriation (subject to certain exceptions) 

· BUT cannot bring a claim for inevitable disclosure 

· DTSA definition of a trade secret (similar to that found in UTSA) 

· This definition is the existing one found in the Economic Espionage Act 

· “All forms and types of financial, business, scientific, technical, economic, or engineering information, including patterns, plans, compilations, program devices, formulas, designs, prototypes, methods, techniques, processes, procedures, programs, or codes, whether tangible or intangible, and whether or how stored, compiled, or memorialized physically, electronically, graphically, photographically, or in writing if—

· (A) the owner thereof has taken reasonable measures to keep such information secret; and 

· (B) the information derives independent economic value, actual or potential, from not being generally known to, and not being readily ascertainable through proper means to the public

· Differences from CUTSA
	
	DTSA
	UTSA

	Attorneys’ Fees: 
	-Bad faith claims,

-Motion made or “resisted in bad faith”, or 

-willful and malicious misappropriation 
	Bad faith claims,

-Motion made or “resisted in bad faith”, or 

-willful and malicious misappropriation

	Preemption Language 
	None 
	Preemption of state law and common law claims 

	Ex Parte Seizure
	Application can be brought by a plaintiff without any notice to the adverse party, but subject to limitations
	Not authorized 

	Injunctions
	Actual or threatened misappropriation may be enjoined provided the order does not: 

(1) Prevent a person from entering into an employment relationship, and that conditions placed on such employment shall be based on evidence of threatened misappropriation and not merely on the information the person knows; or 

(2) Otherwise conflict with an applicable State law prohibiting restraints on the practice of lawful profession, trade, or business
	Actual or threatened misappropriation may be enjoined. 
In some jurisdictions, inevitable theory is recognized 

	Royalties
	In exceptional circumstances, an injunction may condition future use upon payment of a reasonable royalty for no longer than the period of time for which use could have been prohibited
	In exceptional circumstances, an injunction may condition future use upon payment of a reasonable royalty for no longer than the period of time for which use could have been prohibited

	Compensatory Damages
	Damages for actual loss and for unjust enrichment or reasonably royalty for unauthorized use or disclosure 
	Damages for actual loss and for unjust enrichment or reasonably royalty for unauthorized use or disclosure

	Exemplary Damages
	Exemplary damages of 2x actual damages permitted for willful or malicious misappropriation 
	Exemplary damages of 2x actual damages permitted for willful or malicious misappropriation

	Statute of Limitations
	3 years 
	Typically 3 years 

	Whistleblower Immunity Provisions
	Protects individuals from criminal or civil liability for disclosing a trade secret if: 
(1) It is made in confidence to a government official or to an attorney for the purpose of reporting a violation of law or 

(2) Is disclosed to an attorney or used in court (subject to limitations) by an individual who files a lawsuit for retaliation by an employer for reporting a suspected violation of law; 

Requires that employers include notice of such immunity in any agreement with an employee, contract or consultant that governs the use of trade secrets or confidential information 
	NONE


· Provisions Unique to the DTSA 

· DTSA opens federal courts to plaintiff in trade secret cases 

· UTSA  is not preempted by the DTSA (UTSA claims are still available to aggrieved parties) 

· The DTSA also contains no language preempting other causes of action that may arise under the same nucleus of facts of a trade secret claim
· Ex Parte Seizure Order 

· Allows courts to seize misappropriated trade secrets without requiring the aggrieved party to provide notice to the alleged wrongdoer beforehand. 

· To curtail the potential abuse of such seizures, the DTSA prohibits copying seized property and required that ex parte orders provide specific instructions for federal Marshals performing the seizure, such as when the seizure can take place and whether force may be used to access locked areas 


· The seizure order is subject to important limitations that minimize interruption to the business operations of third parties, protect seized property from disclosure, and set a hearing date as soon as practicable

· The proposed seizure protection goes well beyond what a court is typically willing to order under existing state law

· A Party seeking an ex parte order must be able to establish that other equitable remedies, such as a preliminary injunction are inadequate 

· Higher standard of proof 

· May only be instituted in “extraordinary circumstances” 

· DTSA Whistleblower Immunity: 

· The immunity provision exists to protect individuals from criminal or civil liability for disclosing a trade secret if it is made in confidence to a government official, directly or indirectly, or to an attorney, and it is made for the purpose of reporting a violation of the law. 

· A related provision states that an individual who files a lawsuit for retaliation by an employer for reporting a suspected violation of law may disclose the trade secret to the attorney of the individual and use the trade secret information in the court proceeding as long as the individual files any document containing the trade secret under seal and does not disclose the trade secret, except pursuant to court order

· Confidential disclosure of a trade secret in a lawsuit, including an anti-retaliation proceeding 

· DUTY OF EMPLOYERS: 

· DTSA places an affirmative duty on employers to provide employees notice of the new immunity provision in “any contract or agreement with an employee that governs the use of a trade secret or other confidential information.” 

· An employer will be in compliance with the notice requirement if the employer provides a “cross-reference” to a policy given to the relevant employees that lays out the reporting policy for suspected violations of law. 

· Should an employer not comply with the above, the employer may NOT recover exemplary damages or attorney fees in an action brought under the DTSA against an employee to whom no notice was ever provided. 
· The definition of employee was drafted broadly to include contractor and consultant work done by an individual for an employer. 

Economic Espionage Act (1996) 

· §1831: Economic Espionage 
· (a) In General—Whoever, intending or knowing that the offense will benefit any foreign government, foreign instrumentality, or foreign agent, knowingly—

· (1) steals, or without authorization appropriates, takes, carries away, or conceals, or by fraud, artifice, or deception obtains a trade secret; 

· (2) without authorization copies, duplicates, sketches, draws, photographs, downloads, uploads, alters, destroys, photocopies, replicates, transmits, delivers, sends, mails, communicates, or conveys a trade secret; 

· (3) receives, buys, or possesses a trade secret, knowing the same to have been stolen or appropriated, obtained, or converted without authorization; 

· (4) attempts to commit any offense described in any of paragraphs (1) through (3); or 

· (5) conspires with one of more other person to commit any offense described in any of paragraphs (1) through (4), and one or more of such persons do any act to effect the object of conspiracy 

· shall, except as provided in subsection (b), be fined not more than $500,000 or imprisoned not more than 15 years, or both. 

· (b) ORGANIZATIONS—any organization that commits any offense described in subsection (a) shall be fined not more than $10,000,000. 

· §1832: Theft of trade secrets 

· (a) whoever, with intent to convert a trade secret, that is related to or included in a product that is produced for or placed in interstate or foreign commerce, to the economic benefit of anyone other than the owner thereof, and intending or knowing that the offense will, injure any owner of that trade secret, knowingly—

· (1) steals, or without authorization appropriates, takes, carries away, or conceals, or by fraud, artifice, or deception obtains such information  ; 

· (2) without authorization copies, duplicates, sketches, draws, photographs, downloads, uploads, alters, destroys, photocopies, replicates, transmits, delivers, sends, mails, communicates, or conveys such information; 

· (3) receives, buys, or possesses such information, knowing the same to have been stolen or appropriated, obtained, or converted without authorization; 

· (4) 4) attempts to commit any offense described in any of paragraphs (1) through (3); or 

· (5) conspires with one of more other person to commit any offense described in any of paragraphs (1) through (4), and one or more of such persons do any act to effect the object of conspiracy 

· Shall, except as provided in subsection (b), be fined under this title or imprisoned not more than 10 years, or both 

· (b) Any organization that commits any offense described in subsection (a) shall be fined not more than $5,000,000. 

· §1837: Applicability to conduct outside the United States 

· This chapter also applies to conduct occurring outside the United States if –

· (1) the offender is a natural person who is a citizen or permanent resident alien of the United States, or an organization organized under the laws of the United States or a State or political subdivision thereof; or 

· (2) an act in furtherance of the offense was committed in the United States 

· Personal jurisdiction and geographic application of the Act 
· Even if actor outside of US, if the effects of the crime are in US/ acts are in furtherance of the crime—US has jurisdiction 

· If an action abroad impacts negatively something in the US, an argument thus exists that the impact is an act in the US that furthers the crime. 

· The government would likely argue that it is an “impact” test. But to be safe, some “act” has to take place in the us in relation to that impact, as I understand it. A telephone call or the sending or receipt of an email would probably be such an act. 

· §1839: Definitions as used in this chapter 

· (3) the term ‘trade secret’ means 

· All forms and types of financial, business, scientific, technical, economic, or engineering information, including patterns, plans, compilations, program devices, formulas, designs, prototypes, methods, techniques, processes, procedures, programs, or codes whether tangible or intangible, and whether or how stored, compiled, or memorialized physically, electronically, graphically, photographically, or in writing if—

· (A) the owner thereof has taken reasonable measures to keep such information secret; and 

· (B) the information derives independent economic value, actual or potential, from not being generally known to, and not being readily ascertainable through proper means by, the public 

· Relationship to DTSA: DTSA amends/ is in addition to the EEA

Computer Fraud and Abuse Act (CFAA)
· Criminal; Civil (Private) Remedies available 

· Criminal offenses: (See https://www.nacdl.org/cfaa/ )
· Obtaining national security information 

· Accessing computer and obtaining information 

· Trespassing in a government computer 

· Accessing computer to defraud and obtain value 
· intentionally damaging by knowing transmission 

· Recklessly damaging by intentional access 

· Negligently causing damage and loss by intentional access 

· Trafficking in passwords 

· Extortion involving computers 

· Attempt and conspiracy to commit such an offense
· 18 USC 1030 (1984) 

· Provides private cause of action against any individual who accesses “computer systems” to obtain information without authorization or exceeds authorized access 

· Automatic federal jurisdiction 

· No requirement to establish theft or trade secret or even that trade secrets were involved 

· (do not need a trade secret to plead CFAA cause of action) 

· Can be used to supplement trade secret claim (pled alongside it) 

· Allows for injunctive relief and attorneys’ fees 
· Key elements: 

· Provides private cause of action against any individual who accesses “computer systems” to obtain information “without authorization” or exceeds scope of “authorized access” 

· “protected computer” is broadly defined to mean a computer “used in interstate or foreign commerce or communication.” 

· (just about anything can be interstate commerce) 

· In most contexts, violation must “cause loss aggregating at least $5,000 in value during any 1-year period to one or more individuals.” 

· Scope of the Act 

· Courts are split on whether “without authorization” or “exceeds authorized access” applies to the disloyal employee within the organization 
· The 2nd, 4th, and 9th Circuits found that the “exceeds authorized access” cannot apply to disloyal employees 
· The 7th and 11th Circuits do apply the CFAA to disloyal employees
· Legislation has been proposed to resolve the circuit split (2013): 
· The amendment would clarify that the law only applies to hackers—not to employees violating computer use policies 
· The US Supreme Court is hearing a case to decide this issue 

· How to preserve CFAA claims 

· Clearly defining an employee’s scope of authorized access may allow an employer to maintain a CFAA claim 
· Include provision in confidentially agreement that employee is not authorized to access company computers for “personal gain” 
· Make clear the types of access that are “unauthorized” 

· CFAA claim trend following enactment of DTSA: 

· It was expected to go down with the DTSA

· However, the number of CFAA cases increased with DTSA passage 

· Why? 

· If prosecuting DTSA, have to prove it’s a trade secret…

· But, if you can prove its confidential can have a breach of contract and violation of CFAA 

California—Covenants not to compete 
· CA strong public policy 

· In favor of freedom of an individual to pursue employment and business opportunities, and 

· Against covenants not to compete and judicial restraints to freedom of an individual to pursue employment and business opportunities 
· California’s strong public policy re freedom of movement of employees and against covenants not to compete is largely an outlier as compared to most of the states in the Union which follow the common law rule of “reasonable restraints being permissible.”

· CA has followed and adhered to this policy since 1870 

· This policy is found in many cases and codified in Bus. & Prof. Code §16600
· Business and Professions Code § 16600 

· “Except as provided in this chapter, every contract by which anyone is restrained from engaging in a lawful profession, trade, or business of any kind is to that extent void.” 
· Basically, covenants not to compete void unless they fall under an exception 

· Outside of CA—this is NOT the law 

· Where law of another state contravene strong public policy of state in which action was brought -> public policy law will govern. 

· Two categories of recognized exceptions to §16600

· (1) restrictions contained in an agreement to sell the interest one has in a business and/or the goodwill thereof (see below) and 

· (2) contractual provisions and injunctions to protect trade secrets, narrowly drawn to accomplish that purpose and no more 
· Category 1 Exceptions 

· §16601: Selling goodwill of a business (goodwill= intangible assets given value by experts)

· Any person who sells the goodwill of a business, or any owner of a business entity selling or otherwise disposing of all of his or her ownership interest in the business entity, or any owner of a business that sells 

· (a) all or substantially all of its operating assets together with the goodwill of the business entity, 

· (b) all of substantially all of the operating assets of a division or a subsidiary of the business entity together with the goodwill of that division or subsidiary, or 

· (c) all of the ownership interest of any subsidiary 

· May agree with the buyer to refrain from carrying on a similar business within a specified geographic area in which the business so sold, or that of the business entity, division, or subsidiary has been carried on, so long as the buyer, or any person deriving title to the goodwill or ownership interest from the buyer, carries on a like business therein. 

· For the purposes of this section, “business entity” means any partnership (including a limited partnership or a limited liability partnership), limited liability company (including a series of a limited liability company formed under the laws of a jurisdiction that recognized such a series, or corporation. 

· For the purposes of this section, "owner of a business entity" means any partner, in the case of a business entity that is a partnership (including a limited partnership or a limited liability partnership), or any member, in the case of a business entity that is a limited liability company (including a series of a limited liability company formed under the laws of a jurisdiction that recognizes such a series), or any owner of capital stock, in the case of a business entity that is a corporation.
· For the purposes of this section, "ownership interest" means a partnership interest, in the case of a business entity that is a partnership (including a limited partnership a limited liability partnership), a membership interest, in the case of a business entity that is a limited liability company (including a series of a limited liability company formed under the laws of a jurisdiction that recognizes such a series), or a capital stockholder, in the case of a business entity that is a corporation.
· For the purposes of this section, "subsidiary" means any business entity over which the selling business entity has voting control or from which the selling business entity has a right to receive a majority share of distributions upon dissolution or other liquidation of the business entity (or has both voting control and a right to receive these distributions.)

· §16602: Partners

· (a) Any partner may, upon or in anticipation of any of the circumstanced described in subdivision (b), agree that he or she will not carry on a similar business within a specified geographic area where the partnership business has been transacted, so long as any other member of the partnership, or any person deriving title to the business or its goodwill from any such other member of the partnership, carries on a like business therein 

· (b) Subdivision (a) applies to either of the following circumstances: 

· (1) Dissolution of the partnership 

· (2) disassociation of the partner from the partnership 

· §16602.5: LLC 

· Any member may, upon or in anticipation of a dissolution of, or the termination of his or her interest in, a limited liability company (including a series of limited liability company formed under the laws of a jurisdiction recognizing such a series), agree that he or she or it will not carry on a similar business within a specified geographic area where the limited liability company business has been transacted, so long as any other member of the limited liability company, or any person deriving title to the business or its goodwill from any such other member of the limited liability company, carries on a like business therein. 

· Category 2: Trade Secret “Exception” 
· Narrow restrictions upon freedom of employment and business opportunities that may arise as a consequence of provisions that provide protection of a trade secrets in contractual provisions or equitable relief authorized by CUTSA. 

· DTSA allows such injunctions 

· UTSA can be enforced even with the 16600 prohibition on restrictive covenants 
· Using an injunction to enforce trade secret protection 
· Trade secret law allows an injunction that restricts/prohibits ability to work 

· Not used to transverse 16600—enforcing a different law 
· Purpose of injunction is not to stop someone from working, but stopping someone from misappropriating a trade secret by enjoining work for a limited period of time 
· Debate as to whether it’s actually an exception… when people say it’s an exception that’s okay just know why its allowed 

· CASES RE TRADE SECRET “EXEMPTION” TO B&P §§16600 et seq. 

· Edwards v. Arthur Andersen, LLP 

· Supreme Court: help non-compete invalid

· “narrow restraint exception” (barred from pursuing only a small or limited part of the business, trade, or profession) 
· 9th circuit-> argument narrow restraint, it meets 16600

· California courts do not embrace 9th circuit narrow restraint exception 

· Federal courts applying state law said narrow restraint-> CA supreme court rejected this 

· CA Supreme Court reaffirmed what 16601 meant 

· No narrow restraint exception in CA

· Retirement Group v. Galante 

· Database 

· TRG obtains preliminary injunction prohibiting advisors from certain categories of conduct 

· Advisors appeal category 4 under Edwards
· Court agrees—category 4 violated 16600 as construed by Edwards and cannot be upheld as an injunction designed for the limited purpose of protecting against the misuse of TRG’s trade secrets. 
· Trial court erred in granting the injunctive relief specified in category 4 

· See pages 158-60 of course reader 

· WeRide Corp v. Kun Hung et al 

· (not in course reader) 

· Fed district court in San Jose

· Employee non-solicitation agreement void under 16600 (USDC) 

· Up in the air 

· Anti-Solicitation Agreements 

· 2 boxes 

· 1. Non competes (16600 unless exception) 

· 2. Anti-solicitation provisions 

· 16600—anyone should be able to enjoy a lawful trade, business, or profession 

· So in a non-solicitation provision, the workers that are trying to move with another employee from company A to company B can be enjoined from doing so by a non-solicitation agreement 

· Deprived of the opportunity to pursue employment with company B if non-solicitation agreement is enforced 

· People trying to enforce non-solicitation agreements= big companies 

· California employers are cautioned to carefully review all agreements that restrict former employees’ ability to compete and solicit customers and employees to ensure the restrictions do not violate California’s strong public policy in allowing employees to perform their chosen profession or trade.

· 2 kinds of restraints for departing employees: 

· 1. Can’t do business with customers (prohibition against soliciting customers) 

· In regard to customer non-solicitation agreements, as set forth above, the California Supreme Court in Edwards v. Arthur Andersen ruled that a prohibition on a former employee’s solicitation of clients was an invalid restraint on the employee’s ability to pursue his trade or business

· 2. Can’t hire employees ( soliciting former colleagues to go with them) 

· Employee non-solicitation clauses can also be found to violate section 16600 if drafted too broadly and it in effect becomes an invalid restraint on the employee’s ability to work in their profession or trade

· They are generally unenforceable. NOTE HOWEVER, THAT INJUNCTIONS TO PRESERVE TRADE SECRETS FROM MISAPPROPRIATION COULD INVOLVE PRECLUDING SOMEONE WORKING SOMEWHERE FOR A LIMITED TIME , OR LIMIT HOW THEY COULD DO SO, BUT SUCH MUST BE VERY NARROWLY DRAWN RATHER THAN BE A BLANKET BAN. 
· California employers are cautioned to carefully review all agreements that restrict former employees’ ability to compete and solicit customers and employees to ensure the restrictions do not violate California’s strong public policy in allowing employees to perform their chosen profession or trade.

· Anti-solicitation = form of restrictive covenant 
· In a contract, which law applies? Conflict of laws
· Basic rule of whose law applies: 

· 1. Where contract was made

· 2. Look at law of state of filing to see what law applies 

· Generally speaking: courts will follow choice of law parties agree to 

· General rule

· Exception to the general rule: unless state has a strong public policy rule (ex 16600) 

· If contract made out of state/ has a choice of law provision, but lawsuit brought in CA -> court will apply 16600 and not enforce covenant not to compete 

· Exception to deference given to contractual choice of law 

California Labor Code §925
· (a) an employer shall not require an employee who primarily resided and works in California, as a condition of employment, to agree to a provision that would do either of the following: 

· (1) Require the employee to adjudicate outside of California a claim arising in California 

· (2) Deprive the employee of the substantive protection of California law with respect to a controversy arising in California 

· (b) Any provision of a contract that violated subdivision (a) is voidable by the employee, and if a provision is rendered void at the request of the employee, the matter shall be adjudicated in California and California law shall govern the dispute 

· (c) In addition to injunctive relief and other remedies available, a court may award an employee who is enforcing his or her rights under this section reasonable attorney’s fees 

· (d) for purposes of this section, adjudication includes litigation and arbitration 

· (e) this section shall not apply to a contract with an employee who is in fact individually represented by legal counsel in negotiating the terms of an agreement to designate either the venue or forum in which a controversy arising from the employment contract may be adjudicated or the choice of law to be applied

· (Why?—without attorney difference in bargaining power, may not understand what right you are signing away)

· (f) This section shall apply to a contract entered into, modified, or extended on or after January 1, 2017. 

California—Unfair Competition 
· Business and Professions Code 17200, et seq 

· This section could be read to have parallel or supplemental provisions to CUTSA, but if it is a trade secret misappropriation that constitutes the unfairness that is proved, then CUTSA (and presumably the DTSA) is the controlling statute. 

· As to other unfair practices NOT involving trade secrets, § 17200 would be relevant. 

· § 17200: “As used in this chapter, unfair competition shall mean and include any unlawful, unfair or fraudulent business act or practice and unfair, deceptive, untrue or misleading advertising and any act prohibited by Chapter 1 (commencing with Section 17500) of Part 3 of Division 7 of the Business and Professions Code 

· Broad—gives invitation to litigate 

· § 17203: Injunctive Relief—Court Orders 

· “ Any person who engages, has engaged, or proposes to engage in unfair competition may be enjoined in any court of competent jurisdiction. The court may make such orders or judgements, including the appointment of a receiver, as may be necessary to prevent the use or employment by any person of any practice which constitutes unfair competition, as defined in this chapter, or as may be necessary to restore any person in interest any money or property, real or personal, which may have been acquired by means of such unfair competition.” 

· Can get injunctive relief 

CASES RE UNFAIR COMPETITION AND TRADE SECRETS; QUALIFICATION; SECRECY; CUSTOMER LISTS; SOLICITATION: 

· Moss, Adams & Co. v. Shilling 

· Names and addresses= alleged trade secrets 

· took a rolodex home, addressed letter to Moss Adam clients that they had worked with and informed them on the new partnership 

· can former employee use trade secret to announce new employment to customers? NO 

· solicitation is not the only possible misuse of a customer list, and other uses of secret customer lists may constitute unfair competition.
· do the names and addresses = trade secrets? 

· Names -> no 

· If personally worked with them / developed personal relationship 

· Addresses -> local and easily ascertainable 

· Announcements not enough of a plus factor 

· Not readily ascertainable 

· Not a requirement under CUTSA 

· But it is under DTSA 

· Holding: we conclude that (1) former employees cannot use trade secrets to announce a change of employment to the former employer's customers, (2) the names of clients to whom Shilling and Kenyon mailed announcements were known to them from personally providing accounting services and therefore were not trade secrets, and (3) these clients' addresses could have been easily determined without use of the rolodex and thus were also not trade secrets. As a matter of law the use of the rolodex did not violate the common law of unfair competition. Moreover, because there was no use of trade secrets, the use of the rolodex was not actionable under the employment agreements.

· American Paper & Packaging Products, Inc. v. Kirgan 

· Facts: 

· Respondents Kirgan and Anderson worked for American Paper, a packaging material supply company (independent contractors)

· They entered into written salesperson agreements that placed a restriction on the use/disclosure of customer lists and other information acquired while dealing with American Paper’s customers. 

· Both respondents left American Paper and began working as salesmen for a competitor 

· American Paper sought an injunction against respondents alleging that respondents were soliciting customers from a customer list maintained by American Paper and that this violated the salesperson agreement. 

· Respondents assert that any customer list was developed by the fruit of their own labor (with the exception of 3 potential customers): They would visit the areas zoned for industry in communities, make a list of anything that appeared to be a manufacturing company, and would “cold call” these companies in an attempt to establish a business relationship. 

· Respondents said there are not long term relationships between shipping supply companies and manufactures and that manufactures don’t order from any one company… so they intend to call every manufacturer possible (very competitive industry) 

· Issue: 2 issues for the court to address 

· 1. Whether customer lists are trade secrets 

· 2. Whether American Paper’s customer lists were protectable as trade secret

· Holding: 

· 1. Yes, customer lists can be trade secrets—it depends on whether the customer list meets the definition in the statute. Court rejects respondents argument that the Legislature’s failure to include customer lists in its definition of trade secrets represents an intentional exclusion. The list in the definition is inclusive, not exclusive. 

· 2. No, American Paper does not have protectable trade secret. 

· Confidentiality: 

· American Paper argues that the language in the salesperson agreement shows that the customer lists were trade secrets because the respondents were made of aware of the “cloak of confidentiality placed on such lists by appellant.” The court does not find this argument helpful in determining whether there is a trade secret because “an agreement between employer and employee defining a trade secret may not be decisive in determining whether the court will so regard it.” 

· Court focuses on the “not generally known” requirement for trade secret protection under the UTSA

· Although the customer lists at issue “may not be generally known to the public, they would certainly be known or readily ascertainable to other persons in the shipping business. The compilation process in this case is neither sophisticated nor difficult nor particularly time consuming.” 

· Manufactures will often deal with more than one company at a time (no exclusive relationships). There is no evidence that all of American Paper’s competition comes from respondent’s employer. “Obviously, all the competitors have secured the same information that [American Paper] claims and, in all likelihood, did so in the same manner as [American Paper]- a process described by respondents” 

· Holding: “If information is generally known in the trade and already used by good faith competitors, it is not protectable as a trade secret and the injunction should not issue.” 

· Morlife, Inc. v. Perry 

· Roofing companies 

· Perry signed document that he would not use, duplicate, or disclose information about Morlife customers when he left the company 

· Left company--Took collection of business cards (80% of Morlife’s customer base) 

· Used the business cards to solicited business for new company 

· By the time of trial 32 customers switched 

· Ignored cease and desist letter 

· Appellants aware of letter and disregarded it 

· Morlife sued claiming trade secret misappropriation (UTSA) and unfair competition (B&P 17200) 

· Lower court found in factor of plaintiff 

· Found that: (1) customer list constituted a trade secret as defined by the UTSA; (2) appellants jointly misappropriated Morlife’s trade secret by using knowledge of their customers to solicit customers for new company; (3) Morlife was entitled to 39k representing unjust enrichment 

· Gave unjust enrichment damages and injunctive relief 

· Enjoined from doing business with any of the 32 Morlife customers they unlawfully solicited; enjoined from soliciting anymore Morlife customers that they became aware of while working for Morlife 
· On appeal: 

· Customer list protectable trade secret? Court says yes 

· Morlife provides a relatively unusual roofing service, namely commercial roof repair and maintenance as distinguished from replacement roofing 

· Customer list was a compilation developed over a period of years of detailed customer information and as such had independent economic value 

· Identity of those particular commercial buildings using such services is not generally known in the roofing industry 

· Contained pricing information, knowledge about the particular roofs and roofing needed by those customers

· Found that the injunction was tailored narrowly enough to correct the problem 

· Former employee can use skill and knowledge developed at prior employment in competition with former employer, cannot use trade secret and confidential information to do so

· Liberty Mutual Ins. Co. v. Arthur J. Gallagher & Co. 

· Defendants worked for liberty mutual 
· Part of employment contract: non solicitation provision for policyholder residing within a 25 mile radius of place of employment for 18 months after leaving liberty mutual 

· Received “glory sheets”-> lists of large new sales by various sales people distributed to at least some of the personnel working in the office 

· Defendant left liberty mutual, began working for another company 

· Apparently took a number of copyrighted materials with him when he left, including a list of his customers and prospects, expense account records, a number of glory sheets, a sales training binder, and some risk management materials 

· Liberty mutual filed action for inter alia breach of contract and misappropriation of trade secrets against Defendants 

· Court issued a temporary restraining order enjoining from soliciting or writing insurance for any current liberty mutual policyholder who was also a policy holder as of Sept 4 1994, whose place of business was within 25 miles of the corporate limits of San Jos. Enjoined from copying, using, or destroying any of the confidential trade secret or copyrighted material obtained from Liberty Mutual 

· Liberty argues that non solicitation is valid and enforceable under 16600 because it protects trade secrets and is reasonable

· Defendants argue that non solicitation is void and unenforceable and that liberty has not established the existence of any trade secrets 

· 16600 exception: essentially allows the employer to restrain by contract only that conduct of a former employee which could be restrained under the law of unfair competition absent the contract, such as unauthorized use of a trade secret or confidential information 
· Enjoining not the covenant but enjoining the unfair competition/ trade secret misappropriation 
· Categories of information: 

· Name, addresses, and phone numbers of liberty customers 

· Not protectable as trade secrets because are readily ascertainable  through numerous publicly available directories 
· Contact people

· Not protected trade secrets because names of contract people can be obtained through a simple phone call 

· Workers comp premium and renewal dates 

· Not protectable trade secrets because they are readily discernable information obtained from the same insurance directories that are regularly used in the business 

· Other policy premiums and renewal dates 

· Are protectable trade secrets because there is no evidence that premiums and renewal sates for insurance lines, other than workers comp, are publicly available in any directory  and in order to assemble a list of premiums and renewal dates that would be useful in choosing potential  customers to target, a salesperson would have to make a large number of phone calls and expend a significant amount of time, effort,  and expense in the process. 

· Therefore the information is valuable from note being generally known because renewal dates allow competitors to efficiently target appeals for new business and premium amounts revealed the prince of a competitor 

· Court held that non solicitation is valid and enforceable to the extent that Liberty has protectable trade secret 

· VSL Corp. v. General Technologies 
· GTI engages in the design and manufacturing of products that reinforce concrete 

· Sometimes they manufacture products with specification by other parties

· GTI reached out to VSL to see if they were interested in GTI’s post tension duct product 

· VSL denied the request and then instead gave GTI specifications to manufacture a duct product for them 

· Engage in negotiations that fell through for GTI to manufacture this product in accordance with VSL’s specifications 

· In the course of negotiations, VSL sent a confidentiality agreement which was never signed by GTI 

· Later on, DSI (VSL’s competitor) reaches out to GTI to manufacture the same duct that VSL was asking GTI to manufacture for them 

· DSI wants a product manufactured in accordance with the same specifications that VSL wants 

· Get duct out of jobsite dumpsters and ask GTI to reverse engineer it for them 

· Then, VSL and GTI enter into royalty negotiations that allowed GTI to use VSL tools to manufacture the duct for the third party (DSI) 

· In course of these negotiations, there was an exchange of information between VSL and GTI regarding the specs and other info about the duct 

· Negotiations again fell through 

· GTI claims that they returned all of the info received from VSL 

· GTI manufactures the duct with same specification that VSL wanted, but for DSI 

· VSL brings suit 

· Violation of trade secrets 

· Unfair competition 

· Misappropriation of confidential and proprietary information 

· Main issue with trade secrets: VSL failed to meet its burden of showing that it took reasonable steps under the circumstances to maintain the secrecy of the information that was shared in the course of negotiations between VSL and GTI 

· Displayed the duct at trade shows 

· Specs available 

· Published reports that included specs of the ducts 

· Never required that confidentiality agreements signed 

Litigating trade secret misappropriation: 
· Locating/identifying and pleading causes of action and defendants 

· Look at the environment; look at the relationships—trade secret misappropriation always takes place in an environment and in the midst of various relationships and duties that are created by the relationship. 

· Think of the facts that were in the assigned cases 

· What other causes of action may be present? 

· Preemption 

· CUTSA 
· “pre-emption” provision: §3426.7 
· (a) Except as otherwise expressly provided, this title does not supersede any statute relating to misappropriation of a trade secret, or any statute otherwise regulating trade secrets 

· (b) This title does not affect 

· (1) contractual remedies, whether or not based upon misappropriation of a trade secret

· (2) other civil remedies that are not based upon misappropriation of a trade secret. Or 

· (3) criminal remedies, whether or not based upon misappropriation of a trade secret 

· Courts have concluded and ruled that the legislature intended CUTSA to “occupy the field”—i.e. take over the area in place of other remedies—except for the exceptions specifically noted in the statute. The primary exception is breach of contract; the other exception really boils down to statutes dealing with remedies 

· 2 general categories for causes of action: 

· (1) non contractual torts and other common law claims; and 

· (2) breach of contract 

· Category 1 claims are preempted, when based on the same nucleus of operative facts as the trade secret claim 

· Category 2 claims are NOT preempted, even when the operative facts include those related to a trade secret misappropriation 

· Preemption inquiry for those claims not specifically exempted by §3426(b)’s savings clause focuses on whether other claims are no more than a restatement of the same operative facts supporting trade secret misappropriation

· When common law claims are based on some “new” or “additional” facts that go beyond those required under, or that form the basis for, the alleged CUTSA claims, then CUTSA preemption is not generally found 

· So, other business tort claims are displaced by CUTSA only if they depend upon the same facts as the CUTSA claims without other supporting allegations. 

· What is the difference between a CUTSA violation and a breach of contract when the defendant breaches a contract by misappropriating trade secrets? 

· The difference may be in the remedies that are provided by a contract or contract law and/or the provisions of a particular contract which imposes additional duties upon the defendant 

· CASES: 

· KC Multimedia, Inc v. Bank of America Technology 

· KC media employee leaves and takes trade secrets to BofA in exchange for offer of employment 

· Trial court dismissed KC’s causes of action for breach of contract, interference with contract, and unfair competition because they were preempted by CUTSA

· On appeal KCM had procedural and 1 substantive claims

· Procedural 

· Error in pre-trial dismissal of 3 causes of action 

· Improper because trial court used motion in limiine to rule on preemption 

· Appellate court said motion in limine ruling was proper 

· Substantive: whether common law claims were preempted by CUTSA

· Issue: were the common law claims preempted by CUTSA? 

· Preemption—looking at whether legislature intended to occupy the field 

· Breadth of CUTSA shows intent to occupy the field 

· Looked at language saying act does not other civil remedies not based on misappropriation of trade secret” 

· This is meaningless if claims based on trade secrets are not preempted 

· A claim is preempted if it is based on the same common nucleus of operative fact as the misappropriation of trade secret claim 

· Phoenix Technologies Limited v. DeviceVM 

· Parties: 

· Plaintiff (phoenix technologies) designs, develops, and supports system software and related applications and services for PCs

· Defendant (DeviceVM) markets, sells, and distributes a product named Splashtop which is advertised as an instant-on pre-boot environment that allows a used to rapidly access the internet and key operations without the need to boot the main operating system 

· Facts: 

· Defendant Chong worked for plaintiffs from November 1996 until November 2004 as a principal software engineer and team lead. (Chong played a significant role in in the development of plaintiff's core system technologies.) 

· As a condition of Chong’s employment, Phoenix Technologies asked him to sign an “Employee Inventions and Proprietary Information Agreement”. 

· Chong was involved in aspects of development of number of products created Phoenix Technologies, named first inventor on one of their patents, and was a team lead for engineers working on a product line.

· Chong’s last date of employment at Phoenix Technologies was November 19, 2004 and in January 2007, Chong began working for DeviceVM as Director of Program Management. 

· During his employment at DeviceVM, DeviceVM filed many patents and named Chong as an inventor

· Causes of action and requested relief: 

· Plaintiff alleges that Chong disclosed their proprietary information and that DeviceVM used that same information in various patent applications of theirs. 

· Plaintiff seeks compensatory damages and punitive damages; disgorgement and restitution, declaratory and injunctive relief and the imposition of a constructive trust over various assets owned by DeviceVM.

· 1. Breach of Contract

· 2. Interference with Contract, against DeviceVM

· 3. Constructive Trust against both Defendants*

· 4. Unfair Business Practices in violation of the common law and California Business Code §17200 

· 5. Conversion against both defendants

· 6. Misappropriation of Trade Secrets

· Defendants DeviceVM and Chong move, pursuant to FRCP 12(b)(6)* and the CUTSA (preemption)

· Preemption by CUTSA (claims 2, 3, 4, 5) 

· Defendant’s argument: Argue that plaintiffs’ claims for interference with contract, violation of the UCL, conversion and constructive trust are preempted by CUTSA because they are based on the same allegations underlying the trade secret claim.

· Plaintiff’s argument: Argues that its claims are based on the theft of other protectable confidential and proprietary information in addition to trade secrets and, thus, fall under the exemption from CUTSA preemption for civil remedies not based upon misappropriation of a trade secret. Also argue because CUTSA preemption requires a factual analysis of the claims it is premature to dismay any of the claims at the pleading stage.

· CA CIV CODE: Cal. Civ. Code §3426.1(d) – “CUTSA preempts common law claims that are based on misappropriation of a trade secret.”

· HOWEVER, CUTSA exempts certain claims from the scope of its pre-emption: it does not affect (1) contractual remedies, whether or not based upon misappropriation of a trade secret, (2) other civil remedies that are not based upon misappropriation of a trade secret (judges look at other causes of action and req. analysis), or (3) criminal remedies, whether or not based upon a misappropriation claim (not an issue in this present case)

· Tort and UCL Claims: 

· Plaintiff argues that, because the tort and UCL claims are based on defendant diversions and/or wrongful use of Plaintiff’s “Proprietary Information” 

· Defendant’s argue that even though the allegations refer to Proprietary Information, they are based on the same operative nucleus of facts as the trade secrets claim

· Court says – to the extent that the trade secrets claim does not allege that it is based on defendant’s misappropriation of all of its proprietary information…the allegations in the tort and UCL claims are not based on the same operative of nucleus of facts as the trade secret claim. Furthermore, the Agreement specifically defines “proprietary Information to include forms of protected property interests other than trade secrets. Defendants were on notice that they could be liable for claims in addition to trade secrets violations.

· Constructive trust: 

· Defendants move to dismiss Plaintiff’s claim for constructive trusts on the ground that it is a type of equitable remedy, not a cause of action ( court rules it is a type of remedy not a cause of action.

· Defendants argue that even as a remedy, plaintiff’s request for a constructive trust fails because it is not an appropriate remedy for a breach of contract or trade secrets claim.

· Court says – Imposition of a constructive trust may be an appropriate remedy for these claims.

· DTSA: 

· DTSA does NOT preempt state trade secret law. 

· DTSA does NOT preempt common law causes of action as CUTSA does 

· CCP 2019.210: Misappropriation of trade secrets; deals with describing trade secrets in initial stages of suit 
· “In any action alleging the misappropriation of a trade secret under UTSA, before commencing discovery relating to the trade secret, the party alleging the misappropriation shall identify the trade secret with reasonable particularity subject to any orders that may be appropriate under § 3426.5 of the Civil Code.” 

· Basically: if you bring an action under CUTSA, Plaintiff has to identify trade secret with reasonable particularity (subject to any orders) before discovery 

· How does plaintiff identify trade secret? 

· (Usually) in a court proceeding 

· Protective order 

· Must file before plaintiff can take discovery 

· DTSA does not expressly have this type of requirement (Professor Walton believes that something similar will emerge from court rulings) 

· “reasonable particularity” 

· Substantive right 

· What is the test/ what does this mean? 

· Is it specific enough so that Defendant knows what they are charged with stealing / how to defend it 

· Is 2019.210 procedural or substantive? (Erie Doctrine)—CA courts are split 
· Procedural 

· Imposes upon Plaintiff a procedural obligation—requires them to do something 

· What they are disclosing is substantive—but the law itself is not substantive 

· Could be substantive—Defendant has a right to know trade secret with reasonable particularity 

· CA Civil Code §3426.5: Preservation of secrecy in judicial proceeding (CUTSA)
· “In an action under this title, a court shall preserve the secrecy of an alleged trade secret by reasonable means, which may include granting protective orders in connection with discovery proceedings, holding in-camera hearings, sealing the records of the action, and ordering any person involved in the litigation not to disclose an alleged trade secret without prior court approval. 

· Protective measures during litigation
· Protective Order: 

· Protective orders are really significant in trade secret litigation 

· Sanctioned by the court 

· Failure to honor it can get party fined/ in jail 

· Parties negotiate what the protective order should look like  

· “Designated material” -> what is it that we are going to protect 

· Who gets access? 

· Lawyers—all lawyer in form? Or specify specific lawyers, paralegals, etc. 

· Just people needed to help Defendant defend against the claims 

· Experts/ outside consultants? 

· Depositions? 

· Argue about what parts are designated 

· Model Protective orders—purpose: contains best practices that attorneys in the area came up with. Don’t have to start from scratch 

· Filed under seal 

· Under CUTSA—providing appropriate court ordered protection for trade secrets is mandatory. 

· Where to file? State court vs federal (won’t really be tested on this) 
· The choice would be fact and situation dependent, and it would be a judgment and opinion as to which reasonable attorneys may differ.

· complaints could be filed in federal court for violations of both DTSA and CUTSA (as well as other claims) and plaintiffs are indeed doing that all across the country. 
· Requirement of unanimous jury verdicts in federal court 
· Plaintiff may decide that state court is a more favorable venue for asserting a DTSA claim

· Plaintiffs may prefer state court summary judgement procedures 

· There is are tighter timelines and more aggressive eDiscovery obligations in federal court 

· DTSA vs. CUTSA: 

· DTSA does not preempt other claims the way that CUTSA does. If the plaintiff was seriously seeking a preemptive, ex parte seizure order for allegedly stolen trade secrets then DTSA provides for that while CUTSA does not. 

· Also, because there is no preemption under the DTSA, the risk of losing those common law claims on preemption grounds is eliminated by filing only a DTSA claim. If plaintiffs have strong common-law claims, it may be prudent to forego the state UTSA claim rather than risk preemption.
Remedies: 

· Damages—Actual and/or unjust enrichment and/or royalties 

· Actual damages= damages for actual loss caused by misappropriation 
· Unjust enrichment= one person enriched at the expense of another in circumstance that is legally unjust 
· Requirement of restitution 

· Royalties= payment from one party to another for the right to use 
· Usually a % of the gross or net revenue 

· CUTSA: 3426.3.
· (a) A complainant may recover damages for the actual loss caused by misappropriation. A complainant also may recover for the unjust enrichment caused by misappropriation that is not taken into account in computing damages for actual loss.

· (b) If neither damages nor unjust enrichment caused by misappropriation are provable, the court may order payment of a reasonable royalty for no longer than the period of time the use could have been prohibited.

· (c) If willful and malicious misappropriation exists, the court may award exemplary damages in an amount not exceeding twice any award made under subdivision (a) or (b).
· DTSA: 18 U.S.C. § 1836(b)
· 1. damages for actual loss caused by the misappropriation of the trade secret; and

· 2. damages for any unjust enrichment caused by the misappropriation of the trade secret that is not addressed in computing damages for actual loss; or

· 3. in lieu of damages measured by any other methods, the damages caused by the misappropriation measured by imposition of liability for a reasonable royalty for the misappropriator’s unauthorized disclosure or use of the trade secret;
· Equitable vs Injunctive Relief 

· Injunctive relief: 

· Prohibitive injunction 

· Mandatory injunction—orders to do something 

· TRO and preliminary injunction: asking court to circumscribe behavior 

· Injunctions/TROs should be issued to stop wrongful action or to prevent “threatened” action that would constitute a TS misappropriation
· Need to provide evidence to judge 

· To get TRO/PI: 

· (1) have to file a complaint 

· In CA can file a verified complaint 

· Have credibly presented evidence that TRO is justified 

· Affidavits, under oath from witness, exhibits 

· Usually at a TRO ex parte hearing 

· (2) ask judge to issue TRO 

· Generally a plaintiff seeking preliminary injunctive relief must satisfy a 4-factor test: 

· 1. That he or she is likely to succeed on the merits of the claim 

· This is a trade secret because…

· 2. That he or she is likely to suffer irreparable harm without preliminary relief 

· Some courts will require you to prove that there is not adequate remedy at law (most courts don’t) 

· 3. The balance of equities between the parties support an injunction and 

· Balancing the equities involves balancing the harm to the defendant if a TRO/injunction is granted against the harm to plaintiff if the TRO/injunction is denied. 
· The balance of the equities must tip in favor of the plaintiff for a court to award injunctive relief. Courts consider many factors. This can also affect the duration of a TRO. That is, a TRO for a few days might make its granting more equitable than if it was granted for three weeks. 
· 4. The injunction is in the public interest

· In regard to the public interest test, a court must consider the effect, if any, on the public if the injunction is granted or denied. In so doing, courts weigh any policy considerations involved in issuing or denying. 
· Note that in commercial cases this is often not so big a question. The public interest would be served, one might argue, by enforcing the trade secrets laws. Or one might argue that the public interest is not served by invasive  interference with a business. If green peace seeks to enjoin the us air force from constructing bombing tests on a Caribbean island inhabited by defenseless wildlife, the debate gets more interesting
· A court is likely to more heavily scrutinize the factors when considering a PI than a TRO 

· TRO: ex parte order given by a judge that lasts for a temporary period of time 
· File a complaint, application to the judge for TRO (usually file TRO at same time you file the action) 
· Another hearing to determine whether TRO will turn into preliminary injunction or whether TRO will be extended 

· One sided 

· More likely than not that you wont fail 

· More likely than not that you will win 

· Show that you do not have an adequate remedy at law 

· Irreparable harm 

· Bond (insurance policy) 
· In case judge grants it when it was not warranted 

· Must give notice to other party and prove to the court that you did 
· Order does not go into effect until Defendant is served 

· After order is granted—set another hearing (10 days later or so) 

· Must show cause; why the order should not be lifted 

· Defendant will argue why it should not be turned into a preliminary injunction 

· Preliminary Injunction  

· Happens after much fuller exposition of the case 

· Need more evidence 

· Once PI is issued, it remains in effect throughout the pendency of the litigation, unless later modified by the court 

· If plaintiff loses PI -> not a good sign 

· At PI hearing, judge has weighed the evidence 

· Indicator that P won’t win if loses PI hearing, and vice vera 

· TRO and injunctive relief specifically provided for in CUTSA and DTSA

· DTSA Seizure order: 

· Can seize property that holds your trade secret 

· Higher level of proof

· Attorney’s Fees and Sanctions 

· Attorney’s fees: 

· 2 statutes: CUTSA and CCP §128.7

· CUTSA—

· Prevailing alone does not get a litigant attorney’s fees from the opposing side 

· Attorney’s fees are given under CUTSA when sufficient evidence exists of bad faith prosecution or defense of a case 

· Attorney’s fees are NOT awarded for merely prevailing—there must be more 

· Awards of attorney’s feed are largely discretionary with the judge

· Court “may” 

· §3426.4: 

· “If a claim of misappropriation is made in bad faith, a motion to terminate an injunction is made or resisted in bad faith, or willful and malicious misappropriation exists, the court may award reasonable attorney's fees and costs to the prevailing party. 
· “Recoverable costs hereunder shall include a reasonable sum to cover the services of expert witnesses, who are not regular employees of any party, actually incurred and reasonably necessary in either, or both, preparation for trial or arbitration, or during trial or arbitration, of the case by the prevailing party.”
· Attorney’s fees are given under CUTSA in 3 situations: 

· 1. When the court finds that the plaintiff (or cross-complainant) has brought a case “in bad faith.” 

· In that case, fees would go to the defendant (or cross-defendant) 

· 2. When a motion to terminate an injunction is made or resisted in bad faith. 

· In that case award would go to the plaintiff (or cross-complainant) 

· 3. When bad faith or malicious misappropriation exists. 

· In which case, the award would go to the plaintiff 

· “Bad faith” requires what one might expect, but courts tend to look for “objective speciousness,” “subjective bad faith,” knowledge by plaintiff of lack of merit, prosecution for ulterior motives, etc 

· See FLIR Systems v Parrish 

· This was discussed in KC Multimedia 

· Code of Civil Procedure § 128.7: 

· In addition to the specific language in CUTSA, the parties and the court may also look to utilize CCP 128.7 which provides: 

· (a) Every pleading, petition, written notice of motion, or other similar paper shall be signed by at least one attorney of record in the attorney's individual name, or, if the party is not represented by an attorney, shall be signed by the party. Each paper shall state the signer's address and telephone number, if any. Except when otherwise provided by law, pleadings need not be verified or accompanied by affidavit. An unsigned paper shall be stricken unless omission of the signature is corrected promptly after being called to the attention of the attorney or party. 
· (b) By presenting to the court, whether by signing, filing, submitting, or later advocating, a pleading, petition, written notice of motion, or other similar paper, an attorney or unrepresented party is certifying that to the best of the person's knowledge, information, and belief, formed after an inquiry reasonable under the circumstances, all of the following conditions are met: 
· (1) It is not being presented primarily for an improper purpose, such as to harass or to cause unnecessary delay or needless increase in the cost of litigation. 
· (2) The claims, defenses, and other legal contentions therein are warranted by existing law or by a nonfrivolous argument for the extension, modification, or reversal of existing law or the establishment of new law. 
· (3) The allegations and other factual contentions have evidentiary support or, if specifically so identified, are likely to have evidentiary support after a reasonable opportunity for further investigation or discovery. 
· (4) The denials of factual contentions are warranted on the evidence or, if specifically so identified, are reasonably based on a lack of information or belief. 
· (c) If, after notice and a reasonable opportunity to respond, the court determines that subdivision (b) has been violated, the court may, subject to the conditions stated below, impose an appropriate sanction upon the attorneys, law firms, or parties that have violated subdivision (b) or are responsible for the violation. In determining what sanctions, if any, should be ordered, the court shall consider whether a party seeking sanctions has exercised due diligence. 
· (1) A motion for sanctions under this section shall be made separately from other motions or requests and shall describe the specific conduct alleged to violate subdivision (b). Notice of motion shall be served as provided in Section 1010, but shall not be filed with or presented to the court unless, within 21 days after service of the motion, or any other period as the court may prescribe, the challenged paper, claim, defense, contention, allegation, or denial is not withdrawn or appropriately corrected. If warranted, the court may award to the party prevailing on the motion the reasonable expenses and attorney's fees incurred in presenting or opposing the motion. Absent exceptional circumstances, a law firm shall be held jointly responsible for violations committed by its partners, associates, and employees. 

·  (2) On its own motion, the court may enter an order describing the specific conduct that appears to violate subdivision (b) and directing an attorney, law firm, or party to show cause why it has not violated subdivision (b), unless, within 21 days of service of the order to show cause, the challenged paper, claim, defense, contention, allegation, or denial is withdrawn or appropriately corrected. 
· (d) A sanction imposed for violation of subdivision (b) shall be limited to what is sufficient to deter repetition of this conduct or comparable conduct by others similarly situated. Subject to the limitations in paragraphs (1) and (2), the sanction may consist of, or include, directives of a nonmonetary nature, an order to pay a penalty into court, or, if imposed on motion and warranted for effective deterrence, an order directing payment to the movant of some or all of the reasonable attorney's fees and other expenses incurred as a direct result of the violation. 
· (1) Monetary sanctions may not be awarded against a represented party for a violation of paragraph (2) of subdivision (b). 
· (2) Monetary sanctions may not be awarded on the court's motion unless the court issues its order to show cause before a voluntary dismissal or settlement of the claims made by or against the party that is, or whose attorneys are, to be sanctioned. 
· (e) When imposing sanctions, the court shall describe the conduct determined to constitute a violation of this section and explain the basis for the sanction imposed. 
· (f) In addition to any award pursuant to this section for conduct described in subdivision (b), the court may assess punitive damages against the plaintiff upon a determination by the court that the plaintiff's action was an action maintained by a person convicted of a felony against the person's victim, or the victim's heirs, relatives, estate, or personal representative, for injuries arising from the acts for which the person was convicted of a felony, and that the plaintiff is guilty of fraud, oppression, or malice in maintaining the action. 
· (g) This section shall not apply to disclosures and discovery requests, responses, objections, and motions. 
· (h) A motion for sanctions brought by a party or a party's attorney primarily for an improper purpose, such as to harass or to cause unnecessary delay or needless increase in the cost of litigation, shall itself be subject to a motion for sanctions. It is the intent of the Legislature that courts shall vigorously use its sanctions authority to deter that improper conduct or comparable conduct by others similarly situated. 
· (i) This section shall apply to a complaint or petition filed on or after January 1, 1995, and any other pleading, written notice of motion, or other similar paper filed in that matter.”
· CASES RE PROTECTIVE ORDRES, ATTORNEYS FEES, BAD FAITH 

· Wallis v. PHL Associates 

· Wallis worked for PHL 

· Sued them for using a vaccine she apparently invented 

· PHL cross claimed—misappropriation of trade secrets 

· Wallis filed a notice that trade secret definition was inadequate 

· PHL filed a declaration with a protective order

· Under protective order—each page stated that material was confidential 

· Over 800 pages 

· Contains the trade secret 

· PHL followed all of the requirements under the protective order 

· There was a clerical mistake and the declaration  ended up in the court files available to the public 

· Wallis is represented by Mendoza 

· Mendoza claims to have notified PHL about the incident

· Says her statement on an unrelated motion was her way of telling them that declaration was not under seal 

· Offhanded remark that they haven’t marked documents as trade secrets in the past 

· Told the discovery referee that she did not tell PHL because she was afraid oof being sued for malpractice by her clients 

· Talked to the state bar ethics department --phoned their hotline 

· Told her that her duty was to her client 

· Told her client that the information was in the public file without telling him that it was still under the protective order 

· Wallis and Mendoza sent 3 people to view the file, take notes, make copies, declaration on the internet 

· The only people with interest with this being on the internet= Wallis 

· What should Mendoza have done? 

· Supposed to uphold the integrity as an officer of the court

· But also has a duty to her client 

· When she called the ethics committee 

· Did not tell them that the information was under protective order 

· So they told her that she has a duty to her client, not opposing counsel
· State bar does not give advice—just points you in the direction of materials 

· PHL filed for sanctions against Wallis and Mendoza 

· Sought monetary damages 

· Wallis appealed sanctions—said they did not act in bad faith because information was made available to the public 

· Not their fault that it was in the court file 

· On appeal—court affirmed the sanctions 
· Clerical error did not change the fact that protective order was still in place 
· FLIR Systems, Inc. v. Parrish 

· Indigo bought by FLIR

· Respondents were employees of indigo—still worked there after it was bought by FLIR 
· A lot of the patents were made by Parrish 

· Left—starting a new company that produced same product 

· FLIR sued for injunctive relief 

· Could not match ___ based on the timeline without misappropriating 

· Trial court ruled in favor of Parrish 

· Awarded sanctions for attorney’s fees and costs

· If a claim of misappropriation is made in bad faith—court may award reasonable attorneys fees and costs to the prevailing party 

· 2 prong approach for bad faith—when is its okay for the court to impose sanctions 

· Objective speciousness

· Exists where the action brought superficially seems to have merit but there is not evidence 

· No harm of harm to Plaintiff 

· There is no evidence of misappropriation or threatened misappropriation—no evidence immediate harm/ ongoing wrongdoing

· Subjective bad faith 

· Infer that they intended to do damage based on the actions they took 

· Clear that they don’t have a claim but proceeding with litigation after it has been exposed that they do not have a claim 

· Anticompetitive motive when they filed (based on inevitable disclosure doctrine alone—which in CA is not sufficient) 

· CEO—saying can’t afford the competition; need to stop them before they start business 

· Good evidence of bad faith 

· What constituted bad faith? 

· 1. Filing of the complaint 

· 2. Harassed respondent because they started a competing company 

· Court awarded attorney’s fees and costs

· Best Practices and Legal Requirements for protecting company trade secrets 

· See Kilpatrick Townsend ppt 

Statute of Limitations 
· Under both CUTSA and DTSA, the statute of limitations is 3 years from Plaintiff’s awareness (knew or reasonably should have known) of the misappropriation if the Trade Secrets. 
· Recurring uses of a misappropriated trade secret by the same party(ies) does not reset the clock
· When there are several potential defendant parties, the statute of limitations as to subsequently discovered misappropriations, the stature as to that defendant runs from the time of the plaintiff’s actual knowledge of the misappropriation by that defendant under the “knew or reasonably should have known” test. 
· The statute runs from the time the plaintiff knew or reasonably should have known of the misappropriation. So, if information comes to the attention of the plaintiff that suggests reasonably that there was or might have been a misappropriation, the plaintiff could find herself time-barred if they don’t investigate. That is, there arises a duty to investigate. Failing to do that could bar the claim.
Jurisdiction and Venue: 

· Subject Matter: No special rules
· Jurisdiction: CUTSA= superior court; DTSA= federal district court 
· Personal Jurisdiction: typical issues; ordinary rules
· Venue: typical issues; ordinary rules
Protecting Trade Secrets (reasonable efforts to maintain secrecy): 

· Reasonableness depends on industry/business 

· Goal= to develop measures that are: 

· Reasonable

· Will be followed

· Sufficient to create a deterrent 

· Will withstand scrutiny in any litigation 

· Protection = element of a trade secret 
· Doesn’t have to be fool proof 

· Just have to use reasonable means under the circumstances 
· What an employer or trade secret holder could and/ or must do to protect trade secrets (legally and practically): 
· Confidentiality agreements / NDAs

· Information security 

· Password protection 

· Email and electronic data policies (beware of BYOD) 

· Confidentiality reminders on screens and documents 

· Have coherent computer policies and enforce them 

· Password protection or tiered access to electronic information 

· Limit access—need to know/tiered access 

· Regulating visitor facility and premises access 

· Protect trade secret along the supply chain 

· Limit information made available to vendors and subcontractors and have appropriate contracts with vendors 

· Polices conveyed during onboarding, employment, and exit interviews (and related documentation) 

· Regular training on policies (consider trackable e-modules) 

· If you have policies—FOLLOW THEM (at ALL levels) 

· Must take action against breaches (does not always require filing suit) 

· What types of errors and omissions are made by trade secret owners that hurts them legally and practically? 

· Range from doing nothing at all to failing to do one thing that should have been done 

· Confidentiality agreements= leading indicator  

· Not following polices in place, etc. 

· CA LABOR CODE §2870: 

· Inventions developed by employee on own time 

· (a) Any provision in an employment agreement which provides that an employee shall assign, or offer to assign, any of his or her rights in an invention to his or her employer shall not apply to an invention that the employee developed entirely on his or her own time without using the employer’s equipment, supplies, facilities, or trade secret information except for those inventions that either: 

· (1) Relate at the time of conception or reduction to practice of the invention to the employer’s business, or actual or demonstrably anticipated research or development of the employer; or 

· (2) Result from any work performed by the employee for the employer 

· (b) To the extent a provision in an employment agreement purports to require an employee to assign an invention otherwise excluded from bring required to be assigned under subdivision (a), the provision is against public policy in the state and is unenforceable 

CUTSA (entire statute): 

3426.
  

This title may be cited as the Uniform Trade Secrets Act.

3426.1.
  

As used in this title, unless the context requires otherwise:

(a) “Improper means” includes theft, bribery, misrepresentation, breach or inducement of a breach of a duty to maintain secrecy, or espionage through electronic or other means. Reverse engineering or independent derivation alone shall not be considered improper means.

(b) “Misappropriation” means:

(1) Acquisition of a trade secret of another by a person who knows or has reason to know that the trade secret was acquired by improper means; or

(2) Disclosure or use of a trade secret of another without express or implied consent by a person who:

(A) Used improper means to acquire knowledge of the trade secret; or

(B) At the time of disclosure or use, knew or had reason to know that his or her knowledge of the trade secret was:

(i) Derived from or through a person who had utilized improper means to acquire it;

(ii) Acquired under circumstances giving rise to a duty to maintain its secrecy or limit its use; or

(iii) Derived from or through a person who owed a duty to the person seeking relief to maintain its secrecy or limit its use; or

(C) Before a material change of his or her position, knew or had reason to know that it was a trade secret and that knowledge of it had been acquired by accident or mistake.

(c) “Person” means a natural person, corporation, business trust, estate, trust, partnership, limited liability company, association, joint venture, government, governmental subdivision or agency, or any other legal or commercial entity.

(d) “Trade secret” means information, including a formula, pattern, compilation, program, device, method, technique, or process, that:

(1) Derives independent economic value, actual or potential, from not being generally known to the public or to other persons who can obtain economic value from its disclosure or use; and


(2) Is the subject of efforts that are reasonable under the circumstances to maintain its secrecy.

3426.2.
  

(a) Actual or threatened misappropriation may be enjoined. Upon application to the court, an injunction shall be terminated when the trade secret has ceased to exist, but the injunction may be continued for an additional period of time in order to eliminate commercial advantage that otherwise would be derived from the misappropriation.

(b) If the court determines that it would be unreasonable to prohibit future use, an injunction may condition future use upon payment of a reasonable royalty for no longer than the period of time the use could have been prohibited.
(c) In appropriate circumstances, affirmative acts to protect a trade secret may be compelled by court order.

3426.3.
  

(a) A complainant may recover damages for the actual loss caused by misappropriation. A complainant also may recover for the unjust enrichment caused by misappropriation that is not taken into account in computing damages for actual loss.

(b) If neither damages nor unjust enrichment caused by misappropriation are provable, the court may order payment of a reasonable royalty for no longer than the period of time the use could have been prohibited.

(c) If willful and malicious misappropriation exists, the court may award exemplary damages in an amount not exceeding twice any award made under subdivision (a) or (b).

3426.4.
  

If a claim of misappropriation is made in bad faith, a motion to terminate an injunction is made or resisted in bad faith, or willful and malicious misappropriation exists, the court may award reasonable attorney’s fees and costs to the prevailing party. Recoverable costs hereunder shall include a reasonable sum to cover the services of expert witnesses, who are not regular employees of any party, actually incurred and reasonably necessary in either, or both, preparation for trial or arbitration, or during trial or arbitration, of the case by the prevailing party.

3426.5.
  

In an action under this title, a court shall preserve the secrecy of an alleged trade secret by reasonable means, which may include granting protective orders in connection with discovery proceedings, holding in-camera hearings, sealing the records of the action, and ordering any person involved in the litigation not to disclose an alleged trade secret without prior court approval.

3426.6.
  

An action for misappropriation must be brought within three years after the misappropriation is discovered or by the exercise of reasonable diligence should have been discovered. For the purposes of this section, a continuing misappropriation constitutes a single claim.

3426.7.
  

(a) Except as otherwise expressly provided, this title does not supersede any statute relating to misappropriation of a trade secret, or any statute otherwise regulating trade secrets.

(b) This title does not affect (1) contractual remedies, whether or not based upon misappropriation of a trade secret, (2) other civil remedies that are not based upon misappropriation of a trade secret, or (3) criminal remedies, whether or not based upon misappropriation of a trade secret.

(c) This title does not affect the disclosure of a record by a state or local agency under the California Public Records Act (Chapter 3.5 (commencing with Section 6250) of Division 7 of Title 1 of the Government Code). Any determination as to whether the disclosure of a record under the California Public Records Act constitutes a misappropriation of a trade secret and the rights and remedies with respect thereto shall be made pursuant to the law in effect before the operative date of this title.

3426.8.
  

This title shall be applied and construed to effectuate its general purpose to make uniform the law with respect to the subject of this title among states enacting it.

3426.9.
  

If any provision of this title or its application to any person or circumstances is held invalid, the invalidity does not affect other provisions or applications of the title which can be given effect without the invalid provision or application, and to this end the provisions of this title are severable.

3426.10.
  

This title does not apply to misappropriation occurring prior to January 1, 1985. If a continuing misappropriation otherwise covered by this title began before January 1, 1985, this title does not apply to the part of the misappropriation occurring before that date. This title does apply to the part of the misappropriation occurring on or after that date unless the appropriation was not a misappropriation under the law in effect before the operative date of this title.

3426.11.
  

Notwithstanding subdivision (b) of Section 47, in any legislative or judicial proceeding, or in any other official proceeding authorized by law, or in the initiation or course of any other proceeding authorized by law and reviewable pursuant to Chapter 2 (commencing with Section 1084) of Title 1 of Part 3 of the Code of Civil Procedure, the voluntary, intentional disclosure of trade secret information, unauthorized by its owner, to a competitor or potential competitor of the owner of the trade secret information or the agent or representative of such a competitor or potential competitor is not privileged and is not a privileged communication for purposes of Part 2 (commencing with Section 43) of Division 1.

This section does not in any manner limit, restrict, impair, or otherwise modify either the application of the other subdivisions of Section 47 to the conduct to which this section applies or the court’s authority to control, order, or permit access to evidence in any case before it.

Nothing in this section shall be construed to limit, restrict, or otherwise impair, the capacity of persons employed by public entities to report improper government activity, as defined in Section 10542 of the Government Code, or the capacity of private persons to report improper activities of a private business.
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