
CUTSA -“Trade Secret” means information including a formula, pattern, compilation, program, device, method, technique, or process that”
(1) Derives independent economic value, actual or potential, from not being generally known to the public or other persons who can obtain economic value from its disclosure or use
(2) Is the subject of efforts that are reasonable under the circumstances to maintain its secrecy
Defend Trade Secret Act 
· Passed in 2016 and created a federal cause of action for trade secret misappropriation
· Applies to any trade secret that is “related to a product or service used in, or intended for use in, interstate or foreign commerce”
· Federal district courts have original jurisdiction over all civil actions brought under DTSA
· Can bring a DTSA claim to federal court and possibly append a UTSA claim
· The DTSA does not preempt state laws governing misappropriation of trade secrets 
· Difference from UTSA
· UTSA is a model statute for states who can choose to adopt it
· No preemption in the DTSA
· No ex parte seizure in UTSA
· UTSA does not provide protection to whistleblowers and those in anti-retaliation proceedings
· Not retroactively applicable to misappropriation before the DTSA was passed
· Three year SOL
· Immunity Provision
· Individuals protected from civil and criminal liability for disclosing a trade secret if made in confidence to a government official or to any attorney AND it is made for the purpose of reporting a violation of law
· Can also be immune if the individual is suing the employer for retaliation for reporting a suspected violation of law and uses the information in the court 
· Duty of Employers
· Affirmative duty to provide employees of the new immunity provision in “any contract or agreement with an employee that governs the use of a trade secret or other confidential information
· Includes contractors and consultants
· Applies to contracts and agreements entered into or updated after 5/11/2016
· If employer does not provide notice, then it cannot collect attorneys’ fees or exemplary damages
· Damages:
· Actual damages, injunctive relief, restitution, exemplary relief, attorney’s fees
· Ex Parte Seizure
· Allows courts to seize misappropriated TS without requiring the aggrieved party to provide notice to the alleged wrongdoer beforehand
· If the party seeking is this, it must be able to show other equitable remedies are inadequate
· Injunctive Relief
· Allows for certain limited employment restrictions, including injunctive relief so long as such restrictions do not conflict with state law
· DTSA states that an injunction may not prevent a person from entering into an employment relationship
· Any conditions placed on a former employee’s employment in an injunction must be based on “evidence of threatened misappropriation and not merely on the information the person knows”
· Courts have not ruled consistently on whether the inevitable disclosure doctrine applies to DTSA
Comparison to Other Types of Intellectual Property
· Copyright (US Code Title 17)
· Must be 1) Original; 2) Work of authorship; 3) Fixed
· Protects original works of authorship from date the work is created until 70 years after the author’s death
· Does not apply to ideas, procedures, processes, or systems
· A work is fixed when its embodiment is sufficiently permanent or stable to permit it to be perceived, reproduced, or otherwise communicated for a period of more than transitory duration
· Copyright is NOT transferred when the work is sold or given away
· Copyright law and trade secret law can protect the same information
· Ex: A computer program owner gets copyright protection for programs describing or embodying a trade secret → copyright office will specifically allow for the copyright owner to redact the trade secret
· But a trade secret misappropriation claim may be preempted by copyright law
· Patent
· Right granted by the government to exclude others from making, using, or selling the invention claimed 
· Invention must be 1) Original; 2) Novel; 3) Useful
· Patent owner has exclusive right for 20 years from the date the application was filed
· USPTO does a very rigorous review before granting a patent
· Very expensive to obtain and maintain a patent 
· Differences from Trade Secret Law:
· Patent gives exclusive rights, but the invention is published and disclosed to the world
· No exclusive rights to a trade secret→ if someone else independently creates it, then there is no recourse
· A patent protects against independent development or legal reverse engineering, but TS does not
· Possible to protect different aspects of a single product using both patent and trade secret law
· Ex: Patent law covers the operation of a product and TS covers the manufacture
· Under US patent law, the first person to invent is entitled to the patent, but if the first inventor maintains it as a trade secret, a second inventor may be able to apply for a patent and obtain it
· Public Policy: encourage making the invention public
· Trademark
· A word, symbol, or combination of words and symbols that is placed on or associated with goods and services and that is used to identify those goods or services
· No fixed termination period for trademarks, but could be abandoned if not in use
· Kewanee Oil Co. v. Bicron Corp., 416 U.S. 470 (1974)
· Facts: Harshaw Chemical Co. (division of Kewanee) manufactures synthetic crystal → spent a lot of money in developing a 17 in. crystal using processes, procedures, and manufacturing techniques some of which it considered to be trade secrets → sued former employees who formed or later joined Bicron, which developed another crystal later, for misappropriation
· Issue: Does OH trade secret law conflict with federal patent law?
· Holding: No, it isn’t preempted by patent law.
· Rule: Patent law doesn’t prevent states from protecting property unless it interferes with patent law.
· Reasoning:
· The power to encourage science and art by protections isn’t exclusive to Congress
· Congress could choose to preempt if it wanted to 
· Trade secret law protects items that wouldn’t be considered for patent protection, so not having it wouldn’t result in increased disclosures
· The patent policy of encouraging invention isn’t disturbed by the existence of another form of incentive to invention
· People will hoard information since they can’t bind others to keep a secret
· Patent protection rewards are superior, so if the invention can be patented, people will still try to acquire it
Early Cases and Rulings
· Vickery v. Welch (1837)
· Facts: D was a chocolatier who sold his business to P and was supposed to exclusively teach him manner in which he made chocolate → later refused to bind himself not to teach others
· Issue: Did D breach the contract?
· Holding: Yes
· Reasoning:
· Exclusive transfer of the manner entered greatly into the value which P stipulated to give for the property → would no longer be an exclusive right if shared
· Not a restraint in trade because D claimed to operate by a secret art and the public isn’t prejudiced by the transfer to P (public has no right to the secret)
· Jarvis v. Peck (1843)
· Facts: Trimble, Jarvis & Tremain were copartners in the business of cast iron into malleable iron → partnership dissolved → contracted not to carry on business themselves, work at the business without consent, or share the skill with anyone else
· Issue: Was the bond and mortgage between the parties valid?
· Holding: Yes, it is valid
· Reasoning: 
· The defendants were given $100,000 which is sufficient consideration
· The intent of the parties wasn’t to restrain change, but to insure the purchasers of an interest in the secret the full benefit of their purchase → couldn’t be done without restricting Jarvis and Tremain
· Note: the law today generally disfavors restraints in trade
· Taylor v. Blanchard
· Facts: Parties contracted not to set up, exercise or carry on the trade or business of manufacturing shoe-cutters within the Commonwealth of MA
· Issue: Is the contract valid or does it violate public policy?
· Holding: This court rejects total ban of involvement in the same business, but an agreement restricting involvement in a particular area is valid
· Reasoning:
· Here the trade secret wasn’t really secret since it was used in 3 different towns by 3 different parties who had no connection to these parties 
· A restraint in a state is too large of an area for public policy reasons, also there is no benefit to the public in restricting 
· Pressed Steel Car Co. v. Standard Steel Car Co.
· Facts: P is a business for manufacturing and D were former employees who started a new competitive business → P had sent blueprints to customers as it was common practice so they could order parts later → D had acquired some of the blueprints from the customers
· Issue: Is D entitled to the possession of the original blueprints?
· Holding: No
· Reasoning:
· P sent the blueprints only for the purpose of carrying out its business and required receipts from individuals who received them → reasonable
· The blueprints weren’t sold or given to the railroad and remained the property of P
· Even though P didn’t tell the customers not to distribute, the purpose of distribution was understood by all parties
· Note: Today wouldn’t be able to get protection, greater expectations for security measures
· Empire Steam v. Lozier
· Facts: P had a laundry business where drivers would go door to door, collect laundry, and return it → D was a former driver who signed a contract where P agreed to provide transportation and D couldn’t solicit → D put together his own list of customers and began soliciting P’s customers for his new employer
· Issue: Was D’s contract with P void as a restraint in trade?
· Holding: No
· Reasoning: 
· Even though D participated in making the list, it is the absolute property of P and was valuable
· Contrary to the principal-agent relationship → An agent has no right to employ what he has obtained only for his principal and in the course of his agency
· The information fits the meaning of trade secret because: Given only to D for the purpose of performing work for P, list was created through years of efforts, advertising, expenditures of time, money, and good will
· Notes:
· This case goes against what CA law is currently which disfavors restraints in trade
· Customer lists are sometimes protectable, sometimes they aren’t since they need to meet the other requirements of a trade secret
· Walton says this list wasn’t really secret since the customers were readily ascertainable
· Dupont v. Christopher
· Facts: Ds were photographers hired by a 3P to take photos of construction at P’s facility → photos were delivered to 3P → P claimed its highly secret method for producing methanol could be deduced from the photos → sued D for misappropriation
· Issue: Did P assert a claim upon which relief can be granted?
· Holding: Yes
· Reasoning:
· Flying over the facility was improper means because P had taken other reasonable efforts to protect secrecy and the third party was aware of how D was going to get the information → if construction were complete, it’d be completely protected
· Can’t accept this kind of behavior in order for industrial competition to be “healthy”
· Don’t want to encourage people taking unreasonable measures
· Cybertek Computer Products v. Whitfield
· Facts: D was employed by P in the business of furnishing computer services → D signed an NDA and also acknowledged upon exit not to disclose any info and that he returned all confidential material → D started working for Tracor → P developed a system and D came up with a similar system that wasn’t completely developed but was marketed 
· Issue: Is P’s development design a trade secret?
· Holding: Yes, the combination of the concepts as developed and utilized by P do constitute protectable trade secrets 
· Reasoning: 
· Although the concepts separately are general concepts known to experts in the industry, combinations of concepts can be trade secrets
· The combination was only discovered after a lot of research, extensive trial and error and it wasn’t generally known to the public
· The employer can be liable if he utilizes information knowing it is supposed to be secret, and Tracor knew since D was sued before its product was substantially developed
· Dionne v. Southeast Foam Converting
· Facts: P manufactured products for use in packaging → Pierre signed a confidentiality agreement not to divulge any info after leaving → Pierre created a new business with a similar product but claimed it was produced in a more cost effective way
· Issue: Can Pierre be liable for misappropriation if he helped develop it?
· Holding: Yes
· Reasoning:
· It is a protectable trade secret since it was generally unknown in the field, P spent a lot of time and money in developing it, took reasonable steps to protect it, gave P a competitive advantage 
· He can be liable because he knew the info was confidential, P took reasonable efforts to maintain security
· He intended to misappropriate the info, he took a briefcase of documents, tore up confidentiality agreements 
· Pepsico v. Redmond
· Facts: Redmond works for Pepsico as a GM which gave him access to confidential info and trade secrets → he signed a confidentiality agmt. → P’s competitor began recruiting him and he told various employees he was considering leaving → P sued to enjoin him from taking the job and disclosing info
· Issue: Did P show it had a reasonable likelihood of success on its claim?
· Holding: Yes → tailored injunction from working for Quaker for a certain amount of time
· Reasoning:
· This case is a suit for the threat of misappropriation, and no law exists for that
· P can show misappropriation by demonstrating that D’s new employment will inevitably lead him to rely on P’s trade secrets
· Here it does seem inevitable → knowing P’s strategic goals would likely play a role in his decision making for Quaker → his job is to respond to P’s moves 
· Redmond also wasn’t completely forthright with P, shows he isn’t trustworthy to act with good faith while at Quaker
Misappropriation
CUTSA - Misappropriation: One who discloses or uses another’s trade secret without a privilege to do so, is liable to the other if:
(1) He discovered the secret by improper means; or
(2) At the time of disclosure or use, knew or had reason to know that his or her knowledge of the trade secret was:
(a) Derived from or through a person who had utilized improper means to acquire it;
(b) Acquired under circumstances giving rise to duty to maintain its secrecy or limit its use;
(c) Derived from or through a person who owed a duty to the person seeking relief to maintain its secrecy or limit its use
(3) Before a material change of position, knew of had reason to know that it was a trade secret and that knowledge of it had been acquired by mistake or accident
Improper means includes theft, bribery, misrepresentation, breach, or inducement of a breach of a duty to maintain secrecy, or espionage through electronic or other means.
Reverse engineering or independent derivation alone shall not be considered improper means
Preemption under the CUTSA
CA Civil Code § 3426.7
(a) Except as otherwise expressly provided, this title does not supersede any statute relating to misappropriation of a trade secret, or any statute otherwise regulating trade secret
(b) This title does not affect
(i) Contractual remedies, whether or not based upon misappropriation of a trade secret;
(ii) Other civil remedies that are not based upon misappropriation of a trade secret;
(1) COMMON NUCLEUS OF OPERATIVE FACT
(iii) Criminal remedies, whether or not based upon misappropriation of a trade secret
Notes:
· Courts have concluded and ruled that the legislature intended CUTSA to “occupy the field”
· Ask during analysis: Is it a restatement of the same facts between the causes of action?
· The difference between a CUTSA violation and a breach of contract when D breaches a contract by misappropriation is the remedy available
· District Court judge in CA ruled that CUTSA didn’t preempt a claim for breach of fiduciary duty and aiding and abetting a breach of fiduciary duty when the claims are not premised on the taking or use of confidential info
· K.C. Multimedia Inc v. Bank of America Technology
· Facts: P and D entered into written contracts → P claimed D misappropriated core technology → also asserted conversion, breach of contract, unjust enrichment, breach of confidence, tortious interference, unfair competition → District Court dismissed all the claims except misappropriation
· Issue: Were the dismissed claims done so in error?
· Holding: No
· Reasoning:
· P forfeited its ability to appeal the preemption issue because a party must ordinarily raise the objection in the trial court and it didn’t object to the hearing procedure
· P argued that the decision on preemption was premature because no evidence had been presented yet → court said it wasn’t convinced that the error was prejudicial, and even it if was a procedural error, P must be correct on the preemption issue for reversal
· 3426.7 preempts common law claims based on the same nucleus of facts as the misappropriation of trade secrets → all the other claims were based on CNOF
· Phoenix Technologies Ltd. v. DeviceVM
· Facts: P is a software developer company → Chong worked for P and signed an agreement saying that all innovations would belong to P → Chong started working for D and P alleged Chong disclosed proprietary info to D → also alleged that D misled P’s potential customers about the true nature of its product → asserted misappropriation and various other causes 
· Issue: Are the claims for interference, violation of UCL, conversion, and constructive trust preempted?
· Holding: For now the UCL and tort claims are not preempted
· Reasoning: 
· The constructive trust claim is not a claim, it is a remedy
· Court said that the proprietary information and trade secret claims may be difference because the agreement defined proprietary information to include other stuff other than trade secrets → more discovery needed
Sanctions and Attorneys’ Fees
Three Situations under CUTSA where attorney’s fees may be awarded:
1. P brought a case in “bad faith”
2. When a motion to terminate an injunction is made or resisted in bad faith 
3. When bad faith or malicious misappropriation exists
Code of Civil Procedure 128.7
· Court may impose an appropriate sanction is (2) is violated
· Not presented primarily for improper purpose
· Claims, defenses, and other legal contentions therein are warranted
· Have evidentiary support
· Denias of factual contentions are warranted on the evidence 
· Motion for sanctions must be made separately
· Discretionary, the court MAY award
· Sanction is limited to what is sufficient to deter repetition of conduct 
· May impose punitive damages
· Doesn’t apply to disclosures and discovery requests, responses, objections, motions
· Wallis v. PHL Associates
· Facts: The parties filed under seal confidential docs containing trade secrets → PHL filed a declaration with trade secrets → even though it was sealed, the document appeared in a court file which was available to the public → Wallis and attorney Mendoza had third parties view and copy the declaration → PHL filed a motion for sanctions
· Issue: Did the trial court abuse its discretion in ordering sanctions?
· Holding: No
· Reasoning:
· Mendoza Arg #1: Reliance on PHL’s practice of revealing trade secrets by filing them publicly → Court disagreed saying the circumstances would not lead a reasonable attorney to believe the protective order wasn’t applicable and past waivers couldn’t justify her actions
· Mendoza Arg #2: PHL failed to protect its secrets → Court wasn’t convinced that she told PHL about the public availability of the declaration and PHL chose to do nothing
· Mendoza Arg #3: She relied on trade secret law → Court said the sanction is for obstruction, not misappropriation, also it was clear she acted in bad faith since she took all actions to disclose the material
· Mendoza Arg #4: She relied on the Ethics hotline → she wasn’t forthcoming about her duties with respect to the protective order, also the ethics hotline can’t provide legal counsel, advice, or opinions
· The sanctions award isn’t premature because it was for violation of the protective order, not misappropriation 
· FLIR Systems, Inc. v. Parrish
· Facts: FLIR purchased the company Indigo, which D created a lot of technology for → D decided to start a new company and promised not to use any trade secrets → P sued for injunctive relief claiming D couldn’t mass produce low-cost bolometers without misappropriation → D announced it wasn’t going forward with the new business
· Issue: Was the lawsuit made in bad faith?
· Holding: Yes
· Rule: A trade secret claim brought in good faith could warrant attorneys’ fees where the claim is pursued beyond a point where P no longer believes the case has merit
· Reasoning:
· CA doesn’t recognize the theory of “inevitable disclosure” for public policy reasons
· To appeal an award, must meet a 2 prong test:
· Objective Speciousness - show it wasn’t an action that superficially appears to have merit, but there is complete lack of evidence
· FLIR fails because evidence shows it filed suit as a preemptive strike and for an anti-competitive purpose, and also didn’t show damages or imminent harm or actual/threatened misappropriation
· Subjective bad faith - intended to cause unnecessary delay, filed the action to harass, harbored improper motives?
· CUTSA says mere possession of trade secrets isn’t enough for an injunction
CA Code of Civil Procedure 2019.210 - In any action alleging misappropriation of a trade secret under the UTSA, before commencing discovery related to the trade secret, the party alleging misappropriation shall identify the trade secret with reasonable particularity 
· Up to judge to determine what reasonable particularity is
· Basically, does D have enough info to know what they are being accused on and can defend themselves?
· Both procedural and substantive
· Procedural - steps that must be taken before discovery
· Substantive - D has substantive right to be informed what the trade secret is with reasonable particularity 
· Federal courts may not follow the state’s reasonable particularity standard
· CA → jurisdictional split
· Northern District → 2019.210 doesn’t conflict with FRCP 26
· Southern District → 2019.210 conflicts with liberal discovery scheme of FRCP 26
· Unclear what level of disclosure is necessary
· But if oral evidence substantially forms the basis of a trade secret claim, courts may be more likely to require explanations of what information was shared orally 
CA Civil Code 3426.5 - Court shall preserve the secrecy of an alleged trade secret by reasonable means; including:
· Granting protective orders in discovery proceedings
· Holding in-camera hearings (no public or press)
· Sealing the records of an action
· Ordering any person involved in the litigation not to disclose an alleged trade secret without prior approval 
· If the person violates the order, they could be held in contempt of court
Non-Competition Agreements and Non-Solicitation Agreements 
CA Business and Professions Code 16600-16602.5
16600 - Except as provided in this chapter, every contract by which anyone is restrained from engaging in a lawful profession, trade, or business of any kind is to that extent void
16601 - Any person who sells the goodwill of a business, or any owner of a business entity selling or otherwise disposing of all of his or her ownership interest in the business entity, or any owner of the business that sells (a) all or substantially all of its operating assets together with the goodwill of the business entity; (b) all of substantially all of the operating assets of a division or a subsidiary of the business entity together with the goodwill of that division or subsidiary, or; (c) all of the ownership interest of any subsidiary, may agree with the buyer to refrain from carrying on a similar business within a specified geographic area in which the business so sold, or that of the business entity, division, or subsidiary has been carried on, so long as the buyer, or any person deriving title to the goodwill or ownership interest from the buyer, carries on a like business therein
16602 - (a) Any partner may, upon or in anticipation of any of the circumstances described in subdivision (b), agree that he or she will not carry on a similar business within a specified geographic area where the partnership business has been transacted, so long as any other member of the partnership, or any person deriving title to the business or its goodwill from any such other member of the partnership, carries on a like business therein. (b) Subdivision (a) applies to either of the following circumstances: (1) A dissolution of the partnership. (2) Dissociation of the partner from the partnership.
16602.5 - Any member may, upon or in anticipation of a dissolution of, or the termination of his or her interest in, a limited liability company (including a series of a limited liability company formed under the laws of a jurisdiction recognizing such a series), agree that he or she or it will not carry on a similar business within a specified geographic area where the limited liability company business has been transacted, so long as any other member of the limited liability company, or any person deriving title to the business or its goodwill from any such other member of the limited liability company, carries on a like business therein. 
CA Labor Code § 925
(a) An employer shall not require an employee who primarily resides and works in California, as a condition of employment, to agree to a provision that would do either of the following:
(1) Require the employee to adjudicate outside of California a claim arising in California.
(2) Deprive the employee of the substantive protection of California law with respect to a controversy arising in California.
(b) Any provision of a contract that violates subdivision (a) is voidable by the employee, and if a provision is rendered void at the request of the employee, the matter shall be adjudicated in California and California law shall govern the dispute.
(c) In addition to injunctive relief and any other remedies available, a court may award an employee who is enforcing his or her rights under this section reasonable attorney’s fees.

*This is important because most employees can’t afford lawyers
(d) For purposes of this section, adjudication includes litigation and arbitration.
(e) This section shall not apply to a contract with an employee who is in fact individually represented by legal counsel in negotiating the terms of an agreement to designate either the venue or forum in which a controversy arising from the employment contract may be adjudicated or the choice of law to be applied.
(f) This section shall apply to a contract entered into, modified, or extended on or after January 1, 2017.
Business & Professions Code § 17200 - Unfair competition is any unlawful, unfair, or fraudulent business act or practice and unfair, deceptive, untrue, or misleading advertising and any act prohibited by Chapter 1 of Part 3 of D 7
Business & Professions Code  § 17203 - Any person who engages, has engaged, or proposes to engage in unfair competition may be enjoined in any court of competent jurisdiction
· Considerations for Non-Competitions and Non-Solicitations in CA
· Consideration #1: Agreements cant violate 16600
· Consideration #2: Edwards v. Arthur Andersen held that a non-competition agreement was unenforceable under CA law because it restricted the employee’s ability to practice his accounting provisions
· Consideration #3: CA Supreme Court refused to recognize the “narrow restraint” exception in non-competition agreements
· Consideration #4: Customer non-solicitation agreements and employee non-solicitation agreements
· Restriction to employee’s ability to solicit customers → invalid
· Restriction to employee’s ability  to solicit employees → invalid if drafted too broadly
· Foley - Competing Views on Non-Compete Agreements
· Reasons employers want non competition agreements:
· Protectable interest in customer and vendor relationships
· Protect the brand’s goodwill
· Protect confidential information and trade secrets
· Reasons purchasers of businesses want them:
· Protect their investment
· Reasons for state regulation of noncompetition agreements:
· It removes property from commerce
· Trying to prevent their expanding use in fields that don’t require particular technical expertise and skills
· The federal government may begin to legislate in the field → could address the non-uniformity in how states approach it 
· Edwards v. Arthur Andersen, LLP
· Facts: P was hired as a CPA at D’s Los Angeles office → offer was contingent on signing a non-competition agreement which said if he left, he couldn’t work for a client whom he had worked with in the past 18 months for 18 months after leaving → there were structural changes and a new company take over → P didn’t sign the new Termination of Non-Compete so Anderson wouldn’t release him and P couldn’t get a job with the new company 
· Issue: Was the non competition agreement invalid under 16600?
· Holding: Yes
· Reasoning:
· Courts have consistently affirmed that 16600 favors open competition and employee mobility
· Employers cannot restrain employees unless the agreement falls within one of the exceptions
· Any kind of limitation is unacceptable → invalid since it restrained Edwards’ ability to practice his profession
· Issue: does the narrow restrain exception apply?
· Holding: No
· Reasoning: No CA state courts have adopted the Ninth Circuit’s narrow restraint exception → it is up to the legislature to decide if it wants it
· Retirement Group v. Galante
· Facts: TRG was a Broker/Dealer and Registered Investment Advisor → built up his customer base and reputation → partner Cuenca decided to leave and join Monarch, a competitor → a bunch of independent contractors including Galante went with him → Ds contacted many customers to tell them they were moving → TRG sued for misappropriation and sought an injunction prohibiting D from soliciting current TRG customers → trial court granted it
· Issue: Is the injunction valid?
· Holding: Yes
· Reasoning: 
· The conduct of using trade secrets is enjoinable because it is wrongful independent of any contractual undertaking, not because it falls under an exception 
· But the injunction violates 16600 → court said it is ok because it is not a covenant not to compete in a contract
· Rule: Employers are entitled to injunctive relief to prevent former employees from misappropriation of trade secrets and it does not conflict with 16600 bar on covenants not to compete
· Moss, Adams & Co. v. Shilling, Cal Ap. 3rd 1986
· Facts: Shilling and Kenyon worked for P and signed EE agmts. that said client names and addresses were TS and couldn’t be used to solicit the clients during employment or within one year thereafter → Ds left and took a Rolodex and sent letters to all clients they had contact with announcing a new business
· Issue: Were the clients’ names trade secrets?
· Holding: No
· Reasoning:
· It is ok to do business with customers whom one became personally acquainted and developed a business relationship while employed
· Not ok if memorized a customer list, but no relation to them
· The other names might be considered TS, but those weren’t taken
· Issue: Were the clients’ addresses trade secrets?
· Holding: No
· Reasoning:
· All clients were local and addresses could be obtained through other means
· Compared to the number of names in the Rolodex, only a few received the letter
· Class Notes:
· Inthe past, it was normal/ok to announce that you were leaving the company, but cannot solicit customers
· If more than mere notice, then could be “plus factor”
· American Paper & Packaging Products, Inc. v. Kirgan, Cal. App. 2nd 1986
· Facts: Kirgan & Anderson worked for P and signed written salespersons agreements to not call or solicit customers for 3 years following termination → left after a dispute and joined a competitor → dispute over list of customers
· Issue: Can customer lists qualify as trade secrets?
· Holding: They can if they meet the definition of trade secrets?
· Reasoning: 
· Although not specifically listed in the UTSA, UTSA is inclusive
· Could be considered a compilation
· Case law supports it being a trade secret
· Issue: Is the alleged customer list a trade secret?
· Holding: No
· Reasoning:
· An agreement between employer and employee isn’t decisive in determining if the court will think it is a trade secret
· Even though customers who need shipping supplies isn’t generally known to the public, they would be known or readily ascertainable to other persons in the industry → they could do the same thing to get information
· No exclusive business relationship between American Paper and the customers
· In this industry, there is a lot of price sensitivity, so people move around a lot
· Class Notes: 
· Court basically said this compilation wasn’t particularly difficult or time consuming
· No exceptions to 16600 (solicitation) unless you can show it is a trade secret
· Morlife v. Perry, Cal App 2009
· Facts: Perry worked with Morlife and signed an agreement → Perry left with 2 other employees and formed a new competitive business → called former customers of Morlife
· Issue: Can a customer list be considered a TS?
· Holding: Yes
· Reasoning:
· Economic value? 
· Employer spent substantial time and resources to get the list
· Spent years and money through ads, mailing, telemarketing, etc.
· More difficult to obtain + spending substantial time and resources → more likely to be a trade secret
· Efforts to maintain secrecy?
· Confidentiality Agreement
· Restricted access to customer list
· Employee handbook had express statement forbidding disclosure
· Issue: Did defendant misappropriate a TS?
· Holding: Yes?
· Reasoning: 
· Royalty imposing is appropriate because the court hasn’t found actual damages of unjust enrichment
· Injunction isn’t too broad and conforms to past restrictions
· Class Notes:
· Unjust enrichment was awarded in trial court
· Customer list and plus factor
· Here Walton says the plus factor was the pricing information
· Pricing information distinguishes from ordinary customer list → business advantage
· How would you get around this case?
· Ask the clients what the pricing requirements are
· Must be a narrow injunction tailored to remedy the specific issue
· Don’t solicit Morlife customers + customers already switched
· Liberty Mutual Ins. Co. v. Arthur J. Gallagher & Co.
· Facts: Liberty Mutual worker Gallagher who signed non-solicitation clause → he left and went to work for D → Gallagher apparently took a customer and prospect list among other things → issued quotes to Liberty customers and issued policies
· Issue: Is the non solicitation agreement valid and enforceable?
· Holding: Only regarding the premium and renewal information for insurance except workers’ compensation
· Reasoning:
· 16600 prohibits ALL shades of business restraint
· Exception: When subsequent competition constitutes unfair competition (e.g. use of TS or confidential information)
· Names, addresses, and phone numbers of Liberty customers not TS because they were available through public directories, and it wasn’t a small list out of large group of prospects
· Contact people not a protectable TS
· Worker’s compensation premiums are not TS because they are listed in publicly available directories commonly used in the insurance business
· The other insurance premiums and renewal dates are protectable
· Not generally available to the public
· To make this list, it would take time, effort, and expense
· Ok to enjoin D from using that because it is sufficiently small number of customers compared to potential customers 
· Class Notes:
· Competition restraint can be enforced if it constitutes unfair competition 
· Covenant not to compete → if TS or unfair competition, can get damages/injunction, but covenant not to compete in its entirety may not be enforceable
· Here unfair competition and trade secrets could be enjoined, but not restriction on area where he could work
· Looked into the “customer list”, broke the list down and only found one thing that was TS
· VSL Corp v. General Technologies, Inc.
· Facts: GTI contacted VSL to try to sell a duct product → VSL didn’t want it, but asked if it could produce a different duct → they met and VSL sent a confidentiality agreement, but GTI didn’t sign → competition DSI came to GTI to manufacture a duplicate of VSL’s duct → negotiations between VSL and GTI fell apart → GTI begins manufacturing for DSI
· Issue: Was there a TS?
· Holding: No
· Reasoning: VSL didn’t take reasonable steps to protect: showed duct at trade shows, published reports, no confidentiality agreement, marketing, etc.
· Issue: Are the misappropriation and unfair competition claims preempted by federal patent law?
· Holding: No, but since info wasn’t confidential the claims cannot stand
· Reasoning: Claims were based on breach of confidence → but there was no breach
· No conversion claim since VSL retained the original
· No unjust enrichment because it was readily available and VSL hasn’t shown how GTI was enriched
· Breach of confidence claim barred by 2 year SOL, also oral contract 
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§3426.2 -

(a) Actual or threatened misappropriation may be enjoined. Upon application to the court, an injunction shall be terminated when the trade secret has ceased to exist, but the injunction may be continued for an additional period of time in order to eliminate commercial advantage that otherwise would be derived from the misappropriation.
(b) If the court determines that it would be unreasonable to prohibit future use, an injunction may condition future use upon payment of a reasonable royalty for no longer than the period of time the use could have been prohibited.
(c) In appropriate circumstances, affirmative acts to protect a trade secret may be compelled by court order.
§3426.3 - 

(a) A complainant may recover damages for the actual loss caused by misappropriation. A complainant also may recover for the unjust enrichment caused by misappropriation that is not taken into account in computing damages for actual loss.
(b) If neither damages nor unjust enrichment caused by misappropriation are provable, the court may order payment of a reasonable royalty for no longer than the period of time the use could have been prohibited.
(c) If willful and malicious misappropriation exists, the court may award exemplary damages in an amount not exceeding twice any award made under subdivision (a) or (b).
§3426.4 - If a claim of misappropriation is made in bad faith, a motion to terminate an injunction is made or resisted in bad faith, or willful and malicious misappropriation exists, the court may award reasonable attorney’s fees and costs to the prevailing party. Recoverable costs hereunder shall include a reasonable sum to cover the services of expert witnesses, who are not regular employees of any party, actually incurred and reasonably necessary in either, or both, preparation for trial or arbitration, or during trial or arbitration, of the case by the prevailing party.
§3426.5 - In an action under this title, a court shall preserve the secrecy of an alleged trade secret by reasonable means, which may include granting protective orders in connection with discovery proceedings, holding in-camera hearings, sealing the records of the action, and ordering any person involved in the litigation not to disclose an alleged trade secret without prior court approval.
§3426.6 - An action for misappropriation must be brought within three years after the misappropriation is discovered or by the exercise of reasonable diligence should have been discovered. For the purposes of this section, a continuing misappropriation constitutes a single claim.
§3426.7  
(a) Except as otherwise expressly provided, this title does not supersede any statute relating to misappropriation of a trade secret, or any statute otherwise regulating trade secrets.
(b) This title does not affect (1) contractual remedies, whether or not based upon misappropriation of a trade secret, (2) other civil remedies that are not based upon misappropriation of a trade secret, or (3) criminal remedies, whether or not based upon misappropriation of a trade secret.
(c) This title does not affect the disclosure of a record by a state or local agency under the California Public Records Act (Chapter 3.5 (commencing with Section 6250) of Division 7 of Title 1 of the Government Code). Any determination as to whether the disclosure of a record under the California Public Records Act constitutes a misappropriation of a trade secret and the rights and remedies with respect thereto shall be made pursuant to the law in effect before the operative date of this title.
§3426.8 - This title shall be applied and construed to effectuate its general purpose to make uniform the law with respect to the subject of this title among states enacting it.
§3426.9 - If any provision of this title or its application to any person or circumstances is held invalid, the invalidity does not affect other provisions or applications of the title which can be given effect without the invalid provision or application, and to this end the provisions of this title are severable.
§3426.10 - This title does not apply to misappropriation occurring prior to January 1, 1985. If a continuing misappropriation otherwise covered by this title began before January 1, 1985, this title does not apply to the part of the misappropriation occurring before that date. This title does apply to the part of the misappropriation occurring on or after that date unless the appropriation was not a misappropriation under the law in effect before the operative date of this title.
Computer Fraud and Abuse Act 18 U.S.C. § 1030
· Primary law by which the federal government prosecutes computer hacking
· Also allows victims to bring civil suits against hackers in certain circumstances
· States have their own computer hacking laws, modeled after CFAA
· Against “any individual who accesses computer systems” to obtain information without authorization or exceeding authorized access
· Can be used to supplement a TS claim, but does not need to allege a TS for CFAA claim
· Allows for injunctive relief and attorneys’ fees
· Key Elements
· Provides private cause of action against any individual who accesses “computer systems” to obtain information “without authorization” or exceeds “authorized access”
· “Protected computer” is broadly defined to mean a computer “used in interstate or foreign commerce or communication”
· In most contexts, the violation must “cause loss aggregating at least $5000 in value during any 1-year period to one or more individuals”
· Jurisdictional Split on whether the disloyal employee can “exceed authorized access” or “without authorization” (not defined by the CFAA)
· 2nd, 4th, 9th Circuits - cannot
· 7th, 11th Circuits - can
· Argument for it applying to disloyal employees:
· Argument for it not applying to disloyal employees:
· Purpose of CFAA was to punish trespassers and hackers
· Primarily a criminal statute → would allow employers rather than Congress to define scope of criminal liability by operation of their employee computer-use policies
· Rule of lenity requires the court to construe the CFAA narrowly
· Suggestion to Employers:
· Clearly defined the employee’s scope of authorized access
· Include provision in confidentiality agreement that employee is not authorized to access company computers for “personal gain”
· Make clear the types of access that are “unauthorized”
· Supreme Court will likely decide on the split somewhat soon
· CFAA suits actually increased substantially after DTSA passage in 1986
· Likely because if you can’t prove a TS, could potentially still prove it was confidential information → violating of CFAA in jurisdictions that says it applies to disloyal employee
Identifying Trade Secret
· In California and some other jurisdictions, must identify trade secret with “reasonable particularity” in order to proceed to discovery
· Test: Does the defendant have enough information to know what they are being accused of and can defend themselves? Determined by judge
· In Calendar Research LLC v. Stubhub, a judge said the plaintiff hadn’t identified any trade secrets with sufficient specificity ( “A voluminous list of technical terms” is insufficient to define a TS
· Even though not required by the DTSA, will need to identify them at some point, better to pin down early
Injunctive Relief
· Courts issue injunctive relief in order to require or prevent a party from taking certain actions in instances where monetary damages aren’t adequate to compensate P for injuries
· Can be issued before a case is decided:
· Temporary Restraining Order (TRO) - stop action for some period of time
· Expedited basis
· Can be issued ex parte in absence of the opposing party, but only for a limited time 
· Preliminary Injunction (PI) - prohibit action until final judgment
· Not so much of an expedited basis
· Generally remains in effect throughout the pendency of the litigation
· Subject to greater scrutiny by the court 
· Test for evaluating a motion for TRO or PI generally:
· That he or she is likely to succeed on the merits of his claim
· That he or she is likely to suffer irreparable harm without preliminary relief
· The balance of equities between the parties support an injunction
· The injunction is in the public interest 
Protecting Trade Secrets and Preventing Lawsuits
· Milligan - “How to keep your company’s trade secret protections from being a halloween fright night”
· Have trade secret protections
· If the company doesn’t use non-disclosures, they will be at a disadvantage in litigation for TS misappropriation
· Be careful who you hire, especially if they are high-level employees or sales employees from direct competitors
· Make sure they're not bringing any information from the old employer
· Have a culture of confidentiality 
· Protect the company’s trade secrets along the supply chain
· Ensure that there are adequate agreements and cybersecurity protections in place with third parties, contractors, consultants, etc.
· Have coherent computer policies and enforce them 
· Types of “reasonable measures” to protect trade secrets:
· Requiring confidentiality agreements with employees
· Requiring non-disclosure agreements with customers and third parties
· Having written confidentiality and computer use policies in place within the organization
· Limiting access to information within the organization
· Password protection or tiered access to electronic information
· Regulating visitor facility and premises access
· Goal is to develop measures that are:
· Reasonable 
· Will be followed
· Sufficient to create a deterrent
· Will withstand scrutiny in any litigation
· Bring Your Own Device Policies
· Written policies should be established to demonstrate company has taken “reasonable measures” to protect trade secrets 
· Need to be conveyed during onboarding, during employment, and termination of employment
· Having a policy sets company protocol for appropriate use and data protection
· Establishes confidentiality of trade secrets and company’s restrictions
· Creates consent to access
· Curtails privacy expectations
· Exit Interview
· Need to remind employee of confidentiality agreements and explain that the obligations are ongoing
· Confirm that the employee doesn’t possess any confidential information and remind them of the ongoing obligations 
· Demand the return of all company information
· If doubtful, consider requesting the employee sign an affidavit of certification
· Must have ability to inspect or wipe mobile devices before employee separates  
· What to do if you find out your employee misappropriated a former employer’s trade secrets:
· Do nothing
· Remove the material, but save sufficient evidence
· Instruct other employees not to use it
· Suspend employee pending investigation and terminate if necessary
· Disclose to the former employer (but this is risky!)
· Could still get sued
· But could support credibility and increase chance of early resolution
· May start the clock running on the statute of limitations 
· Prevents unwarranted demands from the employee
XL Touring Complaint - Lauren Katunich
· Facts: XLTV provides onstage video display systems → Ds were former president and general manager → while still working for XLTV, they allegedly secretly solicited existing and prospective clients to go to their future competing venture → allegedly used and disclosed trade secrets and other confidential information
· Court held that there were no trade secrets or misappropriation
· Problems Plaintiff had with Identifying Trade Secrets
· Employees themselves cannot be trade secrets
· Client contacts cannot be trade secrets because the information is very accessible 
· What about specialized needs and requirements (e.g. budget, pricing)?
· In the industry, getting the job was a bidding process and when you submit a bid, XL lost that protection
· What about the compilation of information?
· None of the artists had finalized their tour before they took the business so defendants didn’t really get ahead
· What about upcoming plans to purchase stuff?
· XL Touring is a vendor 
· XL would only have known about the plans if a lot of people knew about the plans to tour 
· By the time the information reaches XL, the artist has pretty much already established tour and a lot of people know about it by then anyways
· Should have just sued for breach of fiduciary duty 
· They brought TS because you could get attorneys’ fees for TS but not fiduciary duty
Economic Espionage Act of 1996
· §1831 - Economic Espionage
· (a) Whoever, intending or knowing that the offense will benefit any foreign government, foreign instrumentality, or foreign agent, knowingly:
· Steals, or without authorization appropriates, takes, carries away, or conceals, or by fraud, artifice, or deception obtains a trade secret
· Without authorization copies, duplicates...communicates, or conveys a trade secret
· Receives, buys, or possesses a trade secret, knowing the same to have been stolen or appropriated, obtained, or converted without authorization
· Attempts to commit any offense above
· Conspires with one or more persons to commit any offense above
· Shall be fined not more than $500,000, imprisoned not more than 15 years, or both
· (b) Organizations can be responsible too
· §1832 - Theft of Trade Secrets
· (a) Whoever, with intent to convert a trade secret, that is related to or included in a product that is produced for or placed in interstate or foreign commerce, to the economic benefit of anyone other than the owner thereof, and intending or knowing that the offense will injure any owner of the trade secret knowingly:
· Steals
· Copies
· Receives
· Attempts to commit or conspires to commit
· Shall be fined, imprisoned, or both 
· §1837 Applicability to conduct outside the US - chapter applies if:
· (1) the offender is a natural person who is a citizen or permanent resident alien of the US, or an organization organized under the laws of the US or a State or political subdivision
· (2) an act in furtherance of the offense was committed in the US

