Trade Secrets Outline
What Is a Trade Secret?

1. Uniform Trade Secrets Act Definition – a trade secret is information, including a formula, pattern, compilation, program, device, method, technique, or process, that:

a. Derives independent economic value, actual or potential, from not being generally known to the public or to other persons who can obtain economic value from its disclosure or use; and

b. Is the subject of efforts that are reasonable under the circumstances to maintain its secrecy (reasonable efforts, not foolproof efforts)
2. Considerations in Trade Secret Litigation

a. Cost/Benefit analysis – emotionally, financially (legal costs), opportunity costs, publicity, risk of loss

i. “Creativity of a mind billing by the hour has no limits”
Types of Intellectual Property

Authority for protection of intellectual property is derived from the Copyrights Clause (Article 1, Section 8, Clause 8) of the US Constitution:


“To promote the Progress of Science and useful Arts, by securing for limited Times to Authors and Inventors the exclusive Right to their respective Writings and Discoveries”
1. Patents – federal

a. First to File gets it
b. Patentable Inventions – whoever invents or discovers any new and useful process, machine, manufacture, or composition of matter, or any new and useful improvement therefor, subject to the conditions and requirements of this title

c. Conditions for Patentability:

i. Novelty

1. The invention was not known or used by others in this country, or patented or described in a printed publication in this or a foreign country, before the invention thereof by the applicant for patent, or (novelty)

2. The invention was patented or described in a printed publication in this or a foreign country or in public use or on sale in this country, more than one year prior to the date of the application for patent in the US, or
ii. Nonobviousness

1. A patent may not be obtained if the difference between the subject matter sought to be patented and the prior art are such that the subject matter as a whole would have been obvious at the time the invention was made to a person having ordinary skill in the art to which said subject matter pertains (PHOSITA)

iii. Usefulness

1. Item must be useful in some way, have some utility (low threshold)

d. Entitled to Patent, unless:

i. The inventor has abandoned the invention, or (novelty)
ii. The inventor did not himself invent the subject matter sought to be patented

e. Types of Patents

i. Utility Patent – inventions

1. Requires novelty, Nonobviousness, and usefulness

2. 20 years from application

ii. Design Patent – ornamental design, industrial design

1. Requires novelty, Nonobviousness, and oramentality

2. Filed before May 2015 – 15 years from date of grant

3. Filed after May 2015 – 14 years from date of grant

iii. Plant Patent – asexually reproducing plant, not found in nature

1. Requires novelty, Nonobviousness, and must be a distinct and new variety that reproduces asexually

2. 20 years from application

f. Case Examples:

i. Kewanee Oil Co. v. Bicron Corp.
1. Facts: P developed trade secret for growing crystals useful in detection of ionizing radiation, D employees leave and form competitor, D sought injunctive relief and damages for misappropriation of trade secret. D argue that idea cant get trade secret protection because the process is appropriate subject for consideration for federal patent
2. Holding: state trade secret law is not preempted by patent law, states are not prohibited from encouraging and protecting the efforts of those within their boarders
3. Takeaway: There is no conflict with federal law when states grant trade secret protection for clearly patentable things
2. Copyrights – federal

a. Subject Matter – original works of authorship fixed in any tangible medium of expression, now known or later developed, from which they can be perceived, reproduced, or otherwise communicated, either directly or with the aid of a machine or device

i. In no case does copyright protection for original work of authorship extend to any idea, procedure, process, system, method of operation, concept, principle, or discovery, regardless of the form in which it is described

ii. Works of Authorship include:

1. Literary works
2. Musical works including any accompanying words

3. Dramatic works, including any accompanying music

4. Pantomimes and choreographic works

5. Pictorial, graphic, and sculptural works

6. Motion pictures and other audiovisual works

7. Sound recordings

8. Architectural works

iii. Fixed in Tangible Medium of Expression – when its embodiment in a copy or phonorecord, by or under the authority of the author, is sufficiently permanent or stable to permit it to be perceived, reproduced, or otherwise communicated for a period of more than transitory duration

b. Exclusive Rights Under Copyright

i. Reproduce

ii. Prepare derivative works

iii. Distribute copies (by sale or other transfer of ownership, or by rental, lease or lending)

iv. Perform the copyrighted work publicly (in case of literary, musical, choreographic, etc.)
v. Display the copyrighted work publicly (in case of graphic, sculptural, etc.)

vi. Perform the copyrighted work publicly by means of a digital audio transmission (in case of sound recordings)

c. Work Made for Hire (copyright owned by employer)

i. A work prepared by an employee within the scope of his or her employment, or

ii. A work specially ordered or commissioned for use if the parties expressly agree in a written instrument signed by them that the work shall be considered a work made for hire

d. Compilations and Derivative Works

i. Subject matter of copyright includes these

ii. Copyright in compilation or derivative work extends only to the material contributed by the author of such work, as distinguished from preexisting material employed in the work, and does not imply any exclusive right in the preexisting material

e. Transfer of Copyright Ownership

i. Any assignment, mortgage, or other conveyance, alienation of a copyright or any or all of the exclusive rights therein, whether or not it is limited in time or place of effect, but not including nonexclusive license
3. Trademarks – federal and state

a. No fixed term

b. Inform consumers that product comes from a particular source and guarantees that the quality of the product will be same as that of other products under that mark

i. Trade Dress – when shape of product or packaging serves as an identifier of source and quality

ii. Certification Mark – certifies compliance with regulations set by an organization, can be used to identify particular region or source of origin, materials, manufacturing process, quality, etc.
c. The Lanham Act:
i. Includes any word, name, symbol, or device, or any combination thereof, adopted and used by a manufacturer or merchant to identify his goods and distinguish them from those manufactured or sold by others

ii. Equally applicable at common law

d. Trips Treaty:

i. Any sign, or any combination of signs, capable of distinguishing the goods or services of one undertaking from those of other undertakings

e. Passing Off

i. Passing off one product for that of another
ii. Elements of Classic Passing Off in US and UK:

1. A misrepresentation

2. By a trader in trade (in course of commerce)

3. To prospective customers (of the trader or to the trader’s customers)

4. Calculated to injure business or goodwill of another trader (reasonably foreseeable, doesn’t require specific intent)

5. Causes actual damage

4. Databases – European

a. Databases is its own category in Europe

b. Compilations in US (just copyright)

i. Cant copyright facts, but may be able to copyright a compilation (which would not grant you ownership of the underlying data)

ii. Depends on some modicum of creative expression 

5. Ideas – not protected by statute, but can be protected by contract
a. Written contracts – NDAs

b. Implied-in-Fact Contracts – arise from certain circumstances and environments.

i. Must prove following elements:

1. An idea (no originality requirement) transmitted or received

2. Under circumstances where:

a. Transmitter has reasonable expectation of compensation if idea is used

b. Receiver knew or reasonably should have known of transmitter’s belief

3. Idea is used

4. Damages (reasonable value of the idea at the time it was transmitted)

6. Trade Secrets – federal and state (primarily state)

a. Six Factor Test for determining whether information or idea is a trade secret (developed by Long and D’Amato), courts have widely adopted six factor test:

i. Substantially Secret – not publicly known; breadth of disclosure

ii. ‘As Necessary’ Dissemination – reasonable distribution, need to know basis

iii. Protective Measures – appropriate and reasonable

iv. Commercially and/or Competitively Valuable – to claimant and competitors, commercial

v. Degree of Investment – more money, more protection

vi. Degree of Other’s Accessibility – How easy is it for others to acquire or access it

b. Acquisition, Disclosure, Use

i. Merely knowing something by means of employment is not an improper means of acquisition, but, even if acquired by proper means, you are liable if you improperly disclose or use it
c. Misappropriation of Trade Secret – Acquisition, Disclosure, or Use (by improper means), Rest. Torts 757:

i. One who discloses or uses another’s trade secret, without a privilege to do so, is liable to the other if:

1. He discovered the secret by improper means, or

2. His disclosure or use constitutes a breach of confidence reposed in him by the other in disclosing the secret to him, or

3. He learned the secret from a third person with notice of the facts that it was a secret and that:

a. The third person discovered it by improper means, or

b. That the third persons disclosure of it was otherwise a breach of his duty to the other, or

4. He learned the secret with notice of the facts that it was a secret and that its disclosure was made to him by mistake

ii. (90% of misappropriation cases involve employees or partners)

iii. Doctrine of Inevitable Disclosure

1. Doctrine through which an employer can claim trade secret to enjoin a former employee from working in a job that may result in the use of trade secrets without the need for proof or evidence

2. Essentially, an argument that there is misappropriation because it is inevitable that this employee will disclose/use the trade secret information in their new job

3. Not allowed in CA without some plus factor, but allowed under federal law (according to 7th Circuit PepsiCo decision)
d. There is also misappropriation under CUTSA (below)

e. Reasonable Measures/Precautions to Protect Trade Secrets

i. Confidentiality agreements with employees

ii. Confidentiality agreements / NDAs with customers and third parties

iii. Written confidentiality policy

iv. Convey all company policies to employees in onboarding

v. Restrict access (physically and policy-wise, need to know only)

vi. Employee training

vii. Take action upon breach

f. Trade Secret Case Examples:

i. Vickery v. Welch (first trade secret case, trade secrets are not restraint on trade, public has no right to know)

1. Facts: D chocolatier sells business to P, including trade secret process, but D continues sharing the secret with others. P sued alleging that he had purchased exclusive right to use the secret

2. Holding: court holds in favor of P, D had breached sales contract and defeated the purpose of the deal by not maintaining secret

3. Takeaway: the public does not have a right to know someones trade secret (public doesn’t deserve the benefit, it makes no difference to public whether secret utilized by P or D). Contractually maintaining secrets is not a restraint on trade

a. Restraint on trade is a crime if involving conspiracy in interstate commerce, but trade secrets are not the kind of restraint on trade courts are worried about

ii. Pressed Steel Car Co. v. Standard Steel Car Co. (clear from relationship that they were confidential, unfair competition)
1. Facts: P shared blueprints with railroads as part of business under implied confidence in order to ensure that train cars would be compatible in order to get railroad contracts. Blueprints were not sold or given away. No contract re secrecy.
2. Holding: it was clear that all parties understood the purpose for which the blueprints were delivered, they were still the property of P and were sent in connection with their business, D restrained from making use of them
3. Takeaway: Prior to trade secret statutes, court looked to unfair competition

iii. Empire Steam v. Lozier (customer lists can be trade secrets)

1. Facts: laundry company uses contractors to solicit customers and pickup/return their laundry, their customer list is trade secret. Employees who assemble the list agree by contract that it belongs to company. Departing employee solicits customers along the exact same route he used as an employee for new employer, old employer sues

2. Holding: court granted injunction, equity protects against unwarranted disclosure and use of trade secrets

3. Takeaway: customer lists can be trade secrets, but not always, there needs to be some plus factor (maybe substantial efforts?), to ensure that it fits all requirements of trade secrets

a. This case may have been restraint on trade, court didn’t care

iv. E.I. DuPont deNemours v. Christopher (improper means, reasonable precautions)
1. Facts: undisclosed third party hired photographers to fly over DuPont plant that was under construction (no roof yet) and take pictures of trade secret process inside. Other precautions (fences etc) were in place
2. Holding: court holds D liable for obtaining trade secret, P took reasonable precautions (no roof only because under construction)
3. Takeaway: it is improper to obtain knowledge of a trade secret without spending time and money to discover it independently unless the holder voluntarily discloses it or fails to take reasonable precautions to protect its secrecy. 

a. There does not need to be breach of confidence or illegal conduct (trespass) in order to sue for wrongfully obtaining trade secrets
v. Cybertek Computer Products v. Whitfield (secret misappropriation by memory alone)
1. Facts: D employee signed NDA providing that P employer’s computer techniques were trade secrets, D leaves for another company and develops a very similar system, claiming it was not a trade secret, that system was well known concept in industry, and that NDA is not binding without consideration
2. Holding: D employee had misappropriated trade secrets, even if it was from memory, D employer knew that he did so. Even if concepts are known in the industry, the combination of technology used to form the product constituted a trade secret.
3. Takeaway: Can misappropriate by memory. Employer liable if he had notice as to secret nature and was aware that employee was breaching a duty to old employer (had notice here)
a. But, employees cant forget info in their head just because the leave and the employer owns the info

b. Court did not rule on inevitable disclosure, but in CA this is not sufficient for a restraining order, something more must be present

vi. Dionne v. Southeast Foam Converting (novelty not needed, can still misappropriate if you helped develop)
1. Facts: P develops a new compressed foam product for packaging furniture, son of owner-family is fired, leaves with briefcase of company documents, started his own competing company. Son had been involved in development of product. P company sues for trade secret misappropriation

2. Holding: court finds in favor of P, enjoins sons use of secret

3. Takeaway: Novelty is a requirement of patents, not trade secrets (it didn’t matter that product was adaptation of a similar patented invention in a different market). The fact that someone helped develop the trade secret does not provide a defense for stealing it (that was an old common law rule that doesn’t apply under modern UTSA)
vii. PepsiCo v. Redmond (inevitable disclosure, DTSA, federal 7th Circuit)

1. Facts: D employee of Pepsi leaves to work in similar business unit for Quaker Gatorade, had access to secret information and had signed NDA

2. Holding: court affirms injunction, P proved that D possessed extensive confidential information and would inevitably use it in his new job
3. Takeaway: P may prove claim of trade secret misappropriation by demonstrating that D’s new employment will inevitably lead him to rely on P’s trade secret

a. Cant bar taking another job like this altogether, but for some period of time

b. Plus factor indicating imminent harm
viii. Moss Adams & Co. v. Shilling (names and addresses not necessarily a trade secret)
1. Facts: company has trade secret names and addresses of clients. Departing employee steals rolodex from reception desk and uses it to reach out to clients announcing start of new company.

2. Holding: court holds employee may not use company trade secret to announce change of employment to customers, but, holds that names and addresses are not trade secrets (employee may do business with employer’s customer if you have a personal or business relationship with them, addresses can be looked up in a phonebook)

ix. Morlife Inc v. Perry (customer list is a trade secret; injunction can be properly limited)
1. Facts: D former employees left company and used company’s customer list to solicit business for themselves in competition with former employer.

2. Holding: use of the trade secret customer list was unfair competition, injunction granted (but limited to customers whom the former employee obtained knowledge of while working for the former employer)
3. Takeaway: where the employer has expended time and effort identifying customers with particular needs or characteristics, courts will prohibit former employees from using this information to capture a share of the market
x. American Paper & Packaging Products, Inc. v. Kirgan (not generally known, but still not protectible trade secret)
1. Facts: P company seeking to enjoin D employee from soliciting P customers and disclosing customer list and other business info to competitors in violation of written agreement
2. Holding: court holds not protectible trade secret, while list of customers operating manufacturing businesses in need of packaging supplies may not have been generally known to public, it was known or readily ascertainable by other persons in the competitive shipping business. Compiling process was neither sophisticated, difficult, nor time consuming
xi. VSL Corp. v. General Technologies Inc. (no reasonable precautions, reverse engineering)
1. Facts: P tried to enter agreement with D manufacturer to produce product P owns, but failed. D later receives sample of product from a competitor (got it out of dumpster) and reverse engineers it and puts it into production for competitor. P sues.
2. Holding: court finds that as a matter of law: P failed to take necessary steps to protect product as trade secret, no unfair competition or breach of confidence because info to produce it is readily available public info (reverse engineered), no conversion because P retained all its original documentation, no unjust enrichment because D didn’t receive any benefit from P, statute of limitations barred action for breach of confidence/contract
3. Takeaway: product not reasonable protected if left in dumpster, reverse engineering is totally fine
xii. Calendar Research LLC v. Stubhub, Inc. (identifying trade secret with enough specificity to actually prove that it is a trade secret)
1. Facts: P suing for trade secret misappropriation (of scheduling application tech) under federal DTSA. D had tried to acquire P and failed, afterward some P employees went to work for D. P defines trade secrets as virality capability, user interface/experience, venue focus, and integration with third party apps.
2. Holding: court holds that P failed to define any trade secret specifically enough to distinguish from matters of general knowledge. No trade secret, so no misappropriation
3. Takeaway: if you want to protect trade secrets, you need to really pin them down specifically, avoid using catch-all phrases and stay away from vague/broad language, don’t just list nebulous concepts.  You need to take steps to distinguish generalized knowledge in the industry from trade secret information
xiii. XL Touring Video Case – check reading notes
g. Causes of Action Surrounding a Trade Secrets Case

i. Breach of Contract

1. Must prove:

a. Existence of contract

b. P’s performance or lack of performance due to excuse

c. D’s failure to perform under contract at time when performance was due

d. P’s damages as a result of D’s breach

ii. Misappropriation of Trade Secrets (Cal. Civ. Code 3426, et seq.)

1. Follow misappropriation under CUTSA

2. Acquisition, Disclosure, Use (by improper means)

iii. Common Law Misappropriation of Trade Secrets

1. One who discloses or uses another’s trade secret without a privilege to do so, is liable to the other if:

a. He discovered the secret by improper means

b. His disclosure or use constitutes a breach of confidence reposed in him by the other in disclosing the secret to him, or

c. He learned the secret from a third person with notice of the facts that it was a secret and that:

i. The third person discovered it by improper means or

ii. The third persons disclosure of it was otherwise a breach of his duty to the other, or

d. He learned the secret with notice of the facts that it was a secret and that its disclosure was made to him by mistake

iv. Intentional Interference with Contractual Relations

1. CA tort law:
a. Valid contract between P and third party

b. D’s knowledge of this contract

c. D’s intentional acts designed to induce breach or disruption of contractual relationship

d. Actual breach or disruption of contractual relationship

e. Resulting damage

v. Intentional Interference with Prospective Economic Advantage

1. An economic relationship between parties containing the probability of future economic benefit to the P

2. Knowledge by the D of the existence of the relationship

3. Intentional acts on the part of D designed to disrupt the relationship

4. Actual disruption of the relationship, and

5. Damages to P proximately caused by acts of the D

vi. Unlawful and Unfair Business Practices
vii. Statutory Unfair Competition – CA Bus and Prof Code 17200
1. Unfair competition includes any unlawful, unfair or fraudulent business act or practice, and
2. Unfair, deceptive, untrue or misleading advertising, and

3. *get injunctive relief under 17203

viii. Common Law Unfair Competition

1. A cause of action for common law unfair competition can exist for the following circumstances:

a. Imitation of a trade name or the design or appearance of goods or services so as to deceive customers as to their origin

b. Misappropriation of another’s property or concepts and selling it as ones own

c. Interference with contractual relations or prospective business advantage, and

d. Trade Libel or Defamation

ix. Breach of Fiduciary Duty

1. Existence of a fiduciary duty

a. Arise from relationships of trust and confidence

b. Fiduciaries owe these duties to clients:

i. Highest good faith and utmost fair dealing

ii. Loyalty

iii. Put first and foremost the interests of the party to whom the duty is owed

iv. Avoid undisclosed and un-waived (by informed beneficiary) conflicts of interest

v. Must no profit from fiduciary position to detriment of principal (unless they consent after full disclosure and legal advice

2. Breach of the fiduciary duty, and

3. Damage proximately caused by the breach

x. Breach of Duty of Loyalty

1. Duty requires:

a. The employee/agent acts solely in the best interest of the employer/principal

b. Free of any self-dealing, conflicts of interest, or other abuse of the principal for personal advantage

2. Breach:

a. To prevail, the claimant must show the elements of duty breach and benefit to the D and/or damage to the P

b. To prevail, the claimant must show that the D occupied a position of trust or a fiduciary relationship requiring loyalty and that the defendant breached that duty to his or her personal benefit or damage to the claimant

xi. Violation of Cal Labor Code 2860 (Ownership of Things Acquired by Virtue of Employment)
1. Everything which an employee acquires by virtue of his employment, except the compensation which is due to him from his employment, belongs to the employer, whether acquired lawfully or unlawfully, or during or after the expiration of the term of his employment

xii. Trespass to Real Property

1. Trespass – wrongful entry on real property occupied or in possession of another

2. Trespasser – anyone who is on real property of another without consent

3. Must establish:

a. D’s intentional act

b. Intent to voluntarily enter land, (don’t need intent to commit wrongful trespass)

c. Caused interference onto land owned or occupied by another (D entered P’s property or caused a thing or a third person to do so, regardless of time. Interference can be on, above, or below the surface
d. Entry made without owner’s permission

e. Do NOT need to establish damage (but unintentional/indirect trespass requires a showing of damages)

xiii. Trespass to Chattels

1. D acted on own volition

2. D must have the intent to intermeddle with chattel, meaning:

a. Conscious purpose or desire or

b. Knowledge with substantial certainty

3. Causation

4. Intermeddling or interference with P’s use or possession

5. Actual harm, meaning

a. P loses possession for significant time period, or

b. Damages to chattel or injury to P

xiv. Conversion

1. A claim that D wrongfully exercised control over P’s personal property

2. To establish, must prove:

a. P owned, possessed, or had a right to possess some particular property

b. D intentionally and substantially interfered with Ps property by:

i. Taking possession of the property

ii. Preventing P from having access to the property

iii. Destroying the property

iv. Refusing to return the property after P demanded its return

c. P did not consent

d. P was harmed

e. D’s conduct was a substantial factor in causing Ps harm

xv. Civil Conspiracy

1. Formation and operation of a conspiracy

2. Damage resulting to plaintiff

3. From an act done in furtherance of the common design

California Statutes
1. California Unified Trade Secrets Act (CUTSA)

a. Jurisdiction in CA Superior Court
b. CUTSA Preemption (section 3426.7)
i. Except as otherwise provided, CUTSA does not supersede any statute relating to misappropriation of a trade secret or any statute regulating trade secrets
ii. CUTSA does preempt common law claims (per Premo and Nockleberg)
iii. CUTSA does preempt state claims for breach of confidence, interference with contract, and unfair competition (based on same nucleus of facts
1. Legislature intended to occupy the field
2. Non contractual torts and other common law claims are preempted when based on same operative facts as trade secret claims
3. Breach of contract is not preemptive, even when operative facts include those related to trade secret misappropriation
iv. CUTSA does not affect:
1. Contractual remedies, whether or not based on misappropriation
2. Other civil remedies that are not based upon misappropriation of a trade secret
3. Criminal remedies, whether or not based upon misappropriation of a trade secret
v. CCP 2019.210 must file disclosure describing trade secret before P can take any discovery
1. Must describe with reasonable particularity (see Procedure below)
vi. KC Multimedia Inc v. Bank of America Technology & Operations (CUTSA Preemption)
1. Facts: KC provides tech to BofA under contract, KC employee leaves with trade secrets and goes to work for BofA. KC sues alleging misappropriation, breach of confidence, breach of contract, tortious interference with contract, unfair competition
2. Holding: court holds that comprehensive structure and breadth of CUTSA indicates legislative intent to occupy field of common law claims relating to trade secret misappropriation
3. Takeaway: CUTSA preempts state law claims that are based on the same nucleus of facts as misappropriation of trade secret claims (breach of confidence, interference with contract and unfair competition)
a. CUTSA would be rendered meaningless if it did not preempt

b. CUTSA doesn’t affect other civil remedies not based on misappropriation of trade secret
vii. Phoenix Technologies Ltd. v. DeviceVM (not preempted)
1. Facts: D argued that some of P’s allegations related to tort and UCL claims are preempted by CUTSA for having same nucleus of operative facts as trade secrets claim. P alleged these claims related to other proprietary information other than trade secrets.
2. Holding: court holds these claims are not preempted, they are an exception to the rule because (although similar facts) they are not same nucleus of operative facts because they related to other property (other than trade secrets). D was on notice that they could be liable for claims in addition to trade secret violations
3. Takeaway: exception to CUTSA preemption for claims
c. Misappropriation of Trade Secrets under CUTSA

i. One who discloses or uses another’s trade secret, without a privilege to do so, is liable to the other if:

1. He discovered the secret by improper means, or

2. His disclosure or use constitutes a breach of confidence reposed in him by the other in disclosing the secret to him, or

3. He learned the secret from a third person with notice of the facts that it was a secret and that

a. The third person discovered it by improper means, or

b. That the third person’s disclosure of it was otherwise a breach of his duty to the other, or

4. He learned the secret with notice of the facts that it was a secret and that its disclosure was made to him by mistake

ii. Definitions:

1. Improper Means (3426.1)– includes theft, bribery, misrepresentation, breach or inducement of a breach of a duty to maintain secrecy, or espionage through electronic or other means

a. Not Improper Means - Reverse Engineering and Independent Derivation alone

2. Misappropriation (3426.1)– includes:
a. Acquisition of a trade secret of another by a person who knows or has reason to know that the trade secret was acquired by improper means, or

b. Disclosure or use of a trade secret of another without express or implied consent by a person who:

i. Used improper means to acquire knowledge of the trade secret, or

ii. At the time of disclosure or use, knew or had reason to know, that his or her knowledge of the trade secret was:

1. Derived from or through a person who had utilized improper means to acquire it

2. Acquired under circumstances giving rise to a duty to maintain its secrecy or limit its use, or

3. Derived from or through a person who owed a duty to the person seeking relief to maintain its secrecy or limit its use, or

iii. Before a material change of his or her position, knew or had reason to know that it was a trade secret and that knowledge of it had been acquired by accident or mistake

d. Injunctions (3426.2) – can enjoin both actual or threatened misappropriation
e. Damages (3426.3) – complainant (of misappropriation) may recover damages

i. Actual damages, unjust enrichment damages, and/or royalties

f. Attorney Fees / Sanctions under CUTSA

i. Only given when sufficient evidence exists of bad faith prosecution or defense of a case

ii. Wallis v. PHL Associates Inc. (sanctions for bad faith)
1. Facts: P alleged misappropriation of trade secrets by D attorney’s clients. Trial court issued protective order to allow parties to file confidential documents re trade secret under seal. Declaration with confidential info was filed under seal properly, but inadvertently ended up in the publicly available court file. D attorney noticed this, notified clients, instructed third parties to view and copy it in an attempt to defeat trade secret claim. Trial court issued sanctions on D

2. Holding: appellate court affirms sanction award because attorney and client acted in bad faith in disclosing the info in violation of protective order

3. Takeaway: claimant who substantially complies with protective order is entitled to its protection (even when the court messed up), they took reasonable steps to protect secret
iii. FLIR Systems Inc. v. Parrish (attorney fees for bad faith)
1. Facts: D employee negotiating with third party to start competing business to P employer, P claims that D could not physically manufacture the product without misappropriating trade secret. Once third party learned of lawsuit, they broke off negotiations, no competing business materialized, D tell P they aren’t moving forward. P continued lawsuit seeking permanent injunction
2. Holding: court found that the action was filed and maintained in bad faith, evidence supported the finding that the employers filed an objectively specious action for an anticompetitive purpose and acted with subjective bad faith. No showing of actual damages, misappropriation, threatened misappropriation, or imminent harm (imposed unnecessary settlement conditions
3. Takeaway: attorney fees and costs awarded to former employees for bad faith prosecution by P
g. CUTSA Statute of Limitations – 3 years from P awareness of misappropration
2. California Penal Code
a. Trade Secret Defined by CA Penal Code 499

i. Trade secret means information, including a formula, pattern, compilation, program, device, method, technique, or process, that:
1. Derives independent economic value, actual or potential, from not being generally known to the public or to other persons who can obtain economic value from its disclosure or use, and
2. Is the subject of efforts that are reasonable under the circumstances to maintain its secrecy
b. Trade Secret Theft CA Penal Code 499 – every person is guilty of theft who, with intent to deprive or withhold the control of a trade secret, or, with an intent to appropriate a trade secret to his or her own use or to the use of another, does any of the following:
i. Steals, takes, carries away, or uses without authorization, a trade secret
ii. Fraudulently appropriates any article representing a trade secret entrusted to him or her
iii. Having unlawfully obtained access to the article, without authority makes or causes to be made a copy of any article representing a trade secret
iv. Having obtained access to the article through a relationship of trust and confidence, without authority and in breach of the obligations created by that relationship, makes or causes to be made, directly from and in the presence of the article, a copy of any article representing a trade secret
c. Inducement of Trade Secret Theft CA Penal Code 499:
i. Every person who promises, offers or gives, or conspires to promise or offer to give:
1. To any present or former agent, employee or servant of another
2. A benefit as an inducement, bribe or reward
3. For conveying, delivering or otherwise making available an article representing a trade secret owned by his or her present or former principal, employer, or master
4. To any person not authorized by the owner to receive or acquire the trade secret and every person
5. Shall be punished by imprisonment in the state prison, or in a county jail not exceeding one year, or by a fine not exceeding five thousand dollars ($5,000), or by both
ii. In prosecution for a violation of this section, it shall not be a defense that the person returned or intended to return the article
3. California Labor Code 925

a. (a) An employer shall not require an employee who primarily resides and works in California, as a condition of employment, to agree to a provision that would do either of the following: 

i. (1) Require the employee to adjudicate outside of California a claim arising in California. 

ii. (2) Deprive the employee of the substantive protection of California law with respect to a controversy arising in California. 

b. (b) Any provision of a contract that violates subdivision (a) is voidable by the employee, and if a provision is rendered void at the request of the employee, the matter shall be adjudicated in California and California law shall govern the dispute. 

c. (c) In addition to injunctive relief and any other remedies available, a court may award an employee who is enforcing his or her rights under this section reasonable attorney’s fees.** 

d. (d) For purposes of this section, adjudication includes litigation and arbitration. 

e. (e) This section shall not apply to a contract with an employee who is in fact individually represented by legal counsel in negotiating the terms of an agreement to designate either the venue or forum in which a controversy arising from the employment contract may be adjudicated or the choice of law to be applied. 

f. (f) This section shall apply to a contract entered into, modified, or extended on or after January 1, 2017. (Added by Stats. 2016, Ch. 632, Sec. 1. (SB 1241) Effective January 1, 2017.)
4. Public Policy

a. Non-Compete Clauses & Trade Secrets

i. One of the most active areas in trade secret litigation right now

ii. General American Rule – particularly in employment context, can only have non-competes if they are reasonable and reasonably restricted to a valid purpose (by industry, time period, by geographic area)

iii. Most States – allow some form of non-compete provided its reasonable (in time and geography) 
iv. California Rule – Outlier, does not allow non-competes, except in certain limited circumstances

1. Exceptions to CA rule are:
a. B&P 16601 - Restrictions contained in an agreement to sell the interest one has in a business and/or the goodwill thereof, and

i. Sell all or substantially all of operating assets together with goodwill of business entity

ii. Sell all or substantially all of operating assets of division or subsidiary together with its goodwill

iii. Sell all ownership of any subsidiary

iv. 16602 allows restriction in anticipation of circumstances above also

v. 16602.5 applies same to LLC

b. Contractual provisions and injunctions to protect trade secrets, narrowly drawn to accomplish that purpose and no more

2. Non-Competes Under CA Business & Professions code

a. 16600 – Non-competes void as a general rule
i. Except as provided in this chapter, every contract by which anyone is restrained from engaging in a lawful profession, trade, or business of any kind is to that extent void.

b. 16601 – Exception for selling business & goodwill

i. Any person who sells the goodwill of a business, or any owner of a business entity selling or otherwise disposing of all of his or her ownership interest in the business entity, or any owner of a business entity that sells 

1. (a) all or substantially all of its operating assets together with the goodwill of the business entity, 

2. (b) all or substantially all of the operating assets of a division or a subsidiary of the business entity together with the goodwill of that division or subsidiary, or 

3. (c) all of the ownership interest of any subsidiary, 

ii. may agree with the buyer to refrain from carrying on a similar business within a specified geographic area in which the business so sold, or that of the business entity, division, or subsidiary has been carried on, so long as the buyer, or any person deriving title to the goodwill or ownership interest from the buyer, carries on a like business therein.

c. 16602 – Exception for departing partners

i. Any partner may, upon or in anticipation of any of the circumstances described in subdivision (b), agree that he or she will not carry on a similar business within a specified geographic area where the partnership business has been transacted, so long as any other member of the partnership, or any person deriving title to the business or its goodwill from any such other member of the partnership, carries on a like business therein. 

1. Includes dissolution of partnership or dissociation of partner from partnership

d. Similar laws exist for LLCs too
b. Case Examples

i. Jarvis v. Peck NY (non-competes paired with sale of business ok)

1. Facts: Trade secret process for converting cast iron into malleable iron was used as consideration to obtain a mortgage. The other party was bound contractually to not use or disclose the secret

2. Takeaway: a person engaged in a trade may agree to sell their business to another and may lawfully agree by contract not to compete, such restraint on trade will not be prevented by the court provided its reasonable

ii. Taylor v. Blanchard (noncompete void for restraint on trade)

1. Facts: two partners in shoe business, have some special process, agree that if they split up, neither of them will continue in that trade within Mass. Eventually they split and one sets up new business in Mass., other sues

2. Holding: Court holds this contract unenforceable

3. Takeaway: These broad restrictions restrict citizens from engaging in their trade within entire state, have tendency to drive skilled workers to other states, restriction on trade here is not in best interest of citizens

iii. Edwards v. Arthur Anderson (noncompete void for restraint on trade)
1. Facts: P’s employment contingent on signing noncompete agreement, prohibiting him from working for or soliciting D clients for certain time after termination. Another firm comes to buy D’s practice, condition on new employment is signing termination of noncompete, P refuses and is terminated. P files suit for intentional interference with prospective economic advantage and anticompetitive business practices, alleging noncompetition agreement invalid
2. Holding: court holds noncompete agreement to be invalid for impermissibly restraining P’s ability to practice profession as CPA for 18 months.
iv. Retirement Group v. Galante (nonsolicitation agreement void, restraint on trade, did not use company trade secret customer list)
1. Facts: employees leave company to go to competitor, before leaving contact customers to ask them to follow them (which they got from a database owned and maintained by independent third party)
2. Holding: court holds that prohibition against soliciting the firms current customers violated protections of Bus & Prof Code 16600, contractually restrained former employee from engaging in business but could not rationally be upheld as an injunction limited in scope to legitimate protection (of trade secret). Although customer lists can qualify for trade secret protection, the P did not show that employees had actually used any information obtained from its database
3. Takeaway: even if there is a trade secret in a customer list, you cant stop employees from reaching out to customers they figured out in some other way
v. Liberty Mutual Ins. Co. v. Arthur J Gallagher & Co (how enforceable non-solicitation clause is)
1. Facts: former employees left with proprietary info and went to competing insurance company in violation of anti-solicitation clause

2. Holding: court found the clause to only be valid as far as it prevented misappropriation of trade secrets, so it did not prevent use of names/addresses/phone #s (publicly obtainable), names of contact people (attainable via quick phone call), and workers comp premiums and renewal dates (publicly obtainable. But the court found that premiums and dates for insurance lines other than workers comp were trade secrets, and the contractual non-solicitation agreement is enforceable as far as it prevents revealing that particular info. Injunction against use/disclosure of that particular info.

3. Takeaway: validity of an anti-solicitation clause depends on whether the clause prevents misappropriation of trade secrets

c. Henry Schein Inc. v. Cook (SEE BELOW, using DTSA to access federal court, resolving conflict between protecting trade secret and CA policy against noncompete)
Federal Statutes

1. Economic Espionage Act of 1996

a. Definitions under Economic Espionage Act (section 1839)
i. Trade Secret – all forms and types of financial, business, scientific, technical, economic, or engineering information, including patterns, plans, compilations, program devices, formulas, designs, prototypes, methods, techniques, processes, procedures, programs, or codes, whether tangible or intangible, and whether or how stored, compiled, or memorialized physically, electronically, graphically, photographically, or in writing, if:

1. The owner thereof has taken reasonable measures to keep such information a secret, and

2. The information derives independent economic value, actual, or potential, from not being generally known to, and not being readily ascertainable through proper means, by the public
b. Economic Espionage (section 1831)
i. Whoever, intending or knowing that the offense will benefit any foreign government, foreign instrumentality, or foreign agent, knowingly:

1. Steals, or without authorization appropriates, takes, carries away, or conceals, or by fraud, artifice, or deception obtains a trade secret

2. Without authorization copies, duplicates, sketches, draws, photographs, downloads, uploads, alters, destroys, photocopies, replicates, transmits, delivers, sends, mails, communicates, or conveys a trade secret

3. Receives, buys, or possesses a trade secret, knowing the same to have been stolen or appropriated, obtained, or converted without authorization

4. Attempts to commit any offense described in any of above paragraphs, or

5. Conspires with one or more other persons to commit any offense described in any of paragraphs above and one or more of such persons do any act to effect the object of conspiracy

ii. Shall, except as provided in subsection (below) be fined not more than $500k or imprisoned not more than 15 years, or both

iii. Organizations – any organization that commits any offense described above shall be fined not more than $10M

c. Theft of Trade Secrets (section 1832)

i. Whoever, with intent to convert a trade secret, that is related to or included in a product that is produced for or placed in interstate or foreign commerce, to the economic benefit of anyone other than the owner thereof, and intending or knowing that the offense will injure any owner of that trade secret, knowingly:

1. Steals or without authorization appropriates, takes, carries away, or conceals, or by fraud, artifice, or deception obtains such information

2. Without authorization copies, duplicates, sketches, draws, photographs, downloads, uploads, alters, destroys, photocopies, replicates, transmits, delivers, sends, mails, communicates, or conveys such information

3. Receives, buys, or possesses a trade secret, knowing the same to have been stolen or appropriated, obtained, or converted without authorization

4. Attempts to commit any offense described above

5. Conspires with one or more other persons to commit any offense described above, and one or more of such persons do any act to effect the object of the conspiracy

ii. Shall, except as provided below, be fined under this title or imprisoned not more than 10 years, or both

iii. Organizations – any organization that commits any offense described above shall be fined not more than $5M

d. Applicability of Economic Espionage Act to Conduct Outside USA (section 1837)

i. The act applies to conduct outside the US if:

1. The offender is a natural person who is a citizen or permanent resident alien of the US, or an organization organized under the laws of the US or a state or political subdivision thereof, or

2. An act in furtherance of the offense was committed in the US
2. Defend Trade Secrets Act (DTSA)

a. DTSA is an amendment and an addition to the Economic Espionage Act (2016)
i. Pushes trend toward uniformity in trade secret law

b. Jurisdiction in Federal District Court
c. What DTSA Does:
i. Creates a Federal Cause of Action – For Trade Secret Infringement for private parties

ii. Jurisdiction in Federal District Courts – For trade secret cases without needing diversity jurisdiction

iii. No Preemption of UTSA
iv. Ex Parte Seizure Orders – Allowed in extraordinary circumstances

v. Disclosure – No requirement to identify the trade secret prior to discovery

vi. Employee Notice Requirement
vii. Damages/Remedies – Provides for actual damages and exemplary damages (2x actual) and injunctive relief, attorneys fees

viii. Whistleblower Protection – immunity for whistleblowers
1. If employer does not provide whistleblower notice, then employer cannot get attorney fees or exemplary damages

ix. Statute of Limitations – 3 years from Ps awareness of misappropriation
x. Seizure – DTSA allows you to seize the property of alleged perpetrators of trade secret misappropriation
1. Same requirements as a preliminary injunction, you must show strong likelihood of irreparable harm and that you don’t have an adequate remedy at law

d. Definition of Trade Secret - largely the same under Economic Espionage Act
e. Applicability to Conduct Outside USA – same as under Economic Espionage Act

f. Remedies
i. Damages – actual, unjust enrichment, and/or royalties

ii. Equitable relief / injunctions

g. Henry Schein Inc. v. Cook (using DTSA to access federal court, resolving conflict between protecting trade secret and CA policy against noncompete)

i. Facts: D allegedly stole trade secret documents, like customer ordering/purchasing data, with goal of diverting customers to new employer. Trial court enjoined D from contacting or doing business with those customers.

ii. Holding: court lifted ban on contacting/doing business with those clients because D submitted evidence that most of those clients were also existing customers of new employer, and by forcing her to ignore them, her livelihood was endangered.

iii. Takeaway: main effect of using DTSA was to get into federal court. The court had subject matter jurisdiction due to DTSA claim, and could exercise supplemental jurisdiction over remaining claims. The court was able to resolve a battle between the trade secret claim and CA’s laws against non-compete agreements

3. Computer Fraud and Abuse Act (CFAA)
a. Provides both Criminal and Civil Remedies

b. Automatic Federal Jurisdiction
c. Private Cause of Action – 18 USC 1030

i. CFAA provides private cause of action against any individual who accesses computer systems to obtain information without authorization or exceeds authorized access

ii. Do NOT need to establish theft of trade secret or even that trade secrets were involved

1. Can use CFAA to supplement a trade secret claim

iii. Injunctive Relief and Attorney Fees allowed under CFAA

iv. Elements of CFAA Private Cause of Action
1. Individual accesses computer systems to obtain information without authorization or exceeds authorized access

2. It is a Protected Computer – computer used in interstate or foreign commerce or communications (pretty much any computer)

3. Violation must cause loss aggregating at least $5k in value during any 1-year period to one or more individuals (in most contexts)

d. Criminal Offenses under CFAA:

i. Obtaining national security information

ii. Accessing computer; obtaining information

iii. Trespassing in a government computer

iv. Accessing computer to defraud, obtain value, intentionally damaging by transmission

v. Recklessly damaging by intentional access

vi. Negligently causing damage and loss by intentional access

vii. Trafficking in passwords

viii. Extortion involving computers

ix. Attempt and conspiracy to commit such offenses

e. Case Examples:

i. Wachter Inc v. Cabling Innovations LLC (TN state court)
1. Takeaway: held CFAA not intended to cover disloyal employees, meant to punish trespassers and hackers. Primarily a criminal statute. CFAA prohibits intentionally accessing a computer without authorization or exceeding authorized access, and thereby obtaining information from any protected computer
f. Preserving a Claim Under CFAA

i. Clearly define Authorized Access in employment agreement

ii. Clearly define that the scope of employee’s authorized access may allow the employer to maintain a CFAA claim

iii. Include provisions in NDAs that state that employee is not authorized to access company computers for personal gain

iv. Clearly lay out what types of access are unauthorized
g. Circuit Split

i. Proposed Legislation to Resolve Split – 2013 Rep Lofgren (CA) proposed amendment to narrow scope of CFAA and clarify language (would make law apply to hackers, not employees violating policies), nothing has happened yet
ii. Sixth Circuit – CFAA does not apply to employees to who misuse company data that they are authorized to obtain

1. Intent of CFAA is to prevent hacking, not to prevent misuse of corporate info by employees (“holding otherwise would have effect of allowing employers, rather than congress, define the scope of criminal liability by operation of their employee computer use policies”)

2. Royal Truck and Trailer Sales v. Mike Kraft et al (6th Circuit)
a. Facts: 2 employees forwarded confidential company info to their personal email accounts before resigning and going to a competitor

b. Holding: CFAA doesn’t apply

c. Takeaway: individuals who are authorized to access a computer do not exceed their authorized access by violating an employer’s restrictions on how that info may or may not be used

iii. Second, Fourth, and Ninth Circuits – narrow construction of statute, claims must be based on actions of employees who lack permitted access to information on computers, not the intent of employees who exceed permitted use of employer’s information under company policy

1. “Exceeds authorized access” not read to apply to disloyal employees

2. Employers may still assert traditional state law claims for breach of restrictive covenants and misappropriation of trade secret

3. US v. Valle (2nd Circuit)
a. An individual exceeds authorized access only when they obtain or alter info on a computer that they had no authorization to access for any purpose

b. Narrow approach ensures that every violation of a private computer-use policy doesn’t become a federal case
4. WEC Carolina Energy Solutions LLC v. Miller (4th Circuit)
a. An employee with authorized access to his employers computer system who allegedly downloaded proprietary ino from that system for his subsequent employer did not violate CFAA

iv. First, Fifth, Seventh, and Eleventh Circuits – broad construction of statute, allows CFAA claims alleging employee misused info they were otherwise permitted to access

1. International Airport Centers, LLC v. Citrin (7th Circuit)
a. Where an employee accesses an employers computer or info to further interests adverse to employer, the employee has violated duty of loyalty, and in turn, exceeded authorized access under CFAA
2. US v. John (5th Circuit)
a. Employee violated CFAA when she retrieved confidential customer account info she was authorized to access and transferred to someone else to commit fraud

3. Van Buren v. United States (11th Circuit)

a. Facts: cop permitted to search a license plate database for law enforcement purposes used it to obtain a victims personal information for nonbusiness reasons

b. Holding: cop exceeded his authorized access and violated the CFAA by doing this

c. Takeaway: CFAA does apply to employees who misuse company data that they are authorized to obtain

v. Supreme Court will hear issue in Van Buren v. United States (case still pending)

Trade Secret Litigation Procedure
1. Disclosure/Identification of a Trade Secret (in misappropriation case under CA Code Civ Proc 2019.210)

a. In any action alleging the misappropriation of a trade secret under the Uniform Trade Secrets Act (Title 5 (commencing with Section 3426) of Part 1 of Division 4 of the Civil Code), before commencing discovery relating to the trade secret, the party alleging the misappropriation shall identify the trade secret with reasonable particularity subject to any orders that may be appropriate under Section 3426.5 of the Civil Code.
b. Is disclosure sufficient?
i. Does the D have sufficient info to defend themselves from what theyre accused of
c. Federal DTSA rules don’t require disclosure
i. Currently open question as to whether a P can avoid trade secret disclosure obligations by filing federally (9th Circuit)
ii. Whereas in CA you have a substantive right to know what the secret is
d. Calendar Research LLC v. Stubhub, Inc. (SEE ABOVE, identifying trade secret with enough specificity to actually prove that it is a trade secret)

i. Here company failed to sufficiently identify any trade secret

2. Protective Order (preservation of secrecy under CA Civ Code 3426.5)
a. Plaintiff must file a statement of what the trade secret with the court before they can conduct any discovery, it will be protected by a protective order (filed under seal)

b. In an action under this title, a court shall preserve the secrecy of an alleged trade secret by reasonable means, which may include granting protective orders in connection with discovery proceedings, holding in-camera hearings, sealing the records of the action, and ordering any person involved in the litigation not to disclose an alleged trade secret without prior court approval.

i. judge has to determine reasonableness, probably hinges on whether it preserves the secret

c. Details re Protective Orders
i. Must designate what is protected

ii. Governs which people get access (entire firms, consultants, etc.?)

iii. Designates materials that may be used by designated parties

3. Obtaining Injunctive Relief

a. B&P 17203 Injunctive Relief

i. Any person who engages, has engaged, or proposes to engage in unfair competition may be enjoined in any court of competent jurisdiction. The court may make such orders or judgments, including the appointment of a receiver, as may be necessary to prevent the use or employment by any person of any practice which constitutes unfair competition, as defined in this chapter, or as may be necessary to restore to any person in interest any money or property, real or personal, which may have been acquired by means of such unfair competition.

b. Before:
i. Need to have filed a complaint first, alleging causes of action with sufficient information

ii. May seek ex parte relief

c. Request that judge issue TRO to restrain something (must clearly specify what that something is

i. As part of requesting this, there will be an order to show cause why this should not be a preliminary injunction or why the TRO should be ended

ii. Must convince the judge:

1. That you are likely to prevail on the merits

2. Likelihood of irreparable harm

3. That you don’t have an adequate remedy at law

4. That balance of the equities support injunction

d. TRO vs. Preliminary Injunction

i. TRO – an order by the court immediately prohibiting a threatened action

1. Only issued when there is a threat of irreparable harm that will occur if the court doesn’t immediately issue the order

2. Only lasts until a preliminary injunction hearing 

3. Issued on very limited notice

ii. Preliminary Injunction – order prohibiting an action, to preserve the status quo while the underlying court case is decided

1. Issued at the request of a party who is concerned that the other party may take some action that would defeat the purpose of filing the lawsuit

2. Generally lasts until end of the lawsuit

3. Losing fight for preliminary injunction means odds don’t look good for trial
4. Employee Duties to Employer

a. Prior to Termination

i. Duty of loyalty

1. Employee may take preparatory steps to compete with an employer, as long as the steps do not interfere with employer’s interests, they cannot compete with employer

2. Violation of fiduciary duty to, while employed, solicit customers or fellow worker

ii. Contractual duties

1. Nondisclosure, etc.
