Prescriptive Jx 

Who prescribes what I can/can’t do

What 

· Authority to prescribe laws 

· Positive law (e.g. statutes, regulations)

· Common law (judicial opinions) 

· Contrast with adjudicatory jx 

· Authority to issue judgements and enforce law 

· Traditionally, geographically limitefd 

· Attribute of national sovereignty 

Tenets of Prescriptive Jx

Territoriality Principle – National laws apply only within state’s geographic territory 

· Physical power (ability to apply force)

· Effects of behavior felt within territory 

· Legitimacy (democratic self-rule)

· Notice

Extraterritoriality 

Presumption against prescribing laws outside of state’s geographic territory 

Even protection of intangibles (IP) is territorial 

Prescriptive jx and International Law

· National Treatment Principle – must treat non-nationals as well as own citizens 

· Nationality Principle – States may regulate the conduct of their nationals in foreign countries 

· If not in conflict with foreign country’s law 

· Effects Doctrine – Extraterritorial application of law if conduct abroad causes substantial effects at home 

Adjudicatory jx – authority to issue judgements 
Dormant Commerce Clause 

States cannot directly regulate interstate commerce 

· Congress has exclusive power here (even if unused) 

· Extraterritorial application of law is direct regulation 

· States can’t directly regulate economic activity in other states 

· But incidental regulatory effect in other states is okay

States cannot indirectly regulate interstate commerce 

· If doing so discriminates against out-of-state commerce or 

· Unduly burdens interstate commerce 

· Some subjects admit of only a single uniform system of regulation 

· E.g., air traffic 

State v. Decker 

· Adult exposes himself to a minor via Facebook chat

· Statute says “engag[ing] in ... lewd exhibition of the genitals in the presence of a minor under the age of 16, knowing or having reason to know the minor is present.”

· What does “in the presence” of a person mean?

· What about the “knowing the minor is present.”

National Federation of the Blind v. Target Corp. 

The statute applies to the services of a place of public accommodation, not services in a place of public accommodation. (  To the extent defendant argues that plaintiffs’ claims are not cognizable because they occur away from a “place” of public accommodation, defendant’s argument must fail.

Rendon neither states nor suggests that a plaintiff proceeding under the “nexus” theory must plead denial of physical access to a place of public accommodation. On the contrary, the court held that tangible barriers restrict the disabled individual’s right to access the physical space while intangible barriers “restrict a disabled person’s ability to enjoy the defendant entity’s goods, services and privileges.”
Nexus Test – does website share a nexus with a physical location that would fall under the place of public accommodation of the ADA
Dow Jones v. Gutnick 

Guy in Aus sues publisher in US for defaming him

in the United States, the First Amendment would protect Dow Jones from liability for publishing a false statement about the commercial dealings of a prominent businessman like Gutnick (a “public figure”) unless it acted with actual malice (i.e. with knowledge that it was false or with reckless disregard of whether it was false or not) 

Aus by contrast has a much narrower defense for political debate and one for “the ordinary course of a business such as that of bookseller or news vendor” when the D did not know or suspect, and using reasonable diligence, would not have known or suspected it was defamatory

· publication is an act or event to which there are at least two parties, the publisher and a person to whom material is published, publication to numerous persons may have as many territorial connections as there are those to whom particular words are published.”

· The place of commission of the tort [] is then readily located as Victoria. That is where the damage to his reputation of which he complains in this action is alleged to have occurred, for it is there that the publications of which he complains were comprehensible by readers. It is his reputation in that State, and only that State, which he seeks to vindicate.
Personal jx 
1. Does the state permit the exercise of jx? Long Arm Statute 

a. California’s confers personal jx to the full extent of the Due Process clause

b. Some state’s long arm statutes are more limited and request separate analysis
2. Does the US constitution permit the exercise of jx? Constitutional due process requirement that the party must have sufficient minimum contacts with the forum 
a. Territorial Basis for jx (Pennoyer v. Neff 1878)
i. Presence - is available whenever the defendant is properly served with process while physically present in the forum. The Internet makes it easier to dodge local service of process by doing business online
ii. Resident Domicile – D is domiciled in the state (general jx)
iii. Consent jx – D consents
1. Express or 

2. Implied – non-resident motorists statutes

iv. Attachment Jx - over property in the forum
b. Minimum Contacts (International Shoe 1945)

i. Minimum contacts with the forum state 

1. Purposeful Availment (WW Volkswagen, Asahi, Burger King) 

2. Foreseeability 

ii. Relatedness and Fairness (Exercise of jx must be related to forum state and exercise would be fair) “Such that it is reasonable, in accord with traditional notions of fair play and substantial justice, that the D would expect to be hailed into court in the forum state”
1. Relatedness – Does the claim arise from D’s contacts with forum state?

a. General jx - Some contacts are so continuous and systematic they support general jx

b. Specific jx – Others only relate to specific claims

2. Fairness (WW Volkswagen and Burger King) 

c. Effects Test – Causing harmful effect in forums supports jx (Calder v. Jones 1984)
i. Intentional act/tort, expressly aimed at the forum state 

ii. Knowing that the brunt of the injury would be felt in the forum state 

iii. D’s relationship with the forum must arise of contacts that the D himself creates

iv. D’s conduct must form necessary connection with the forum (D’s connection must be with forum, not people in forum – Walden) 

1. A non-resident defendant have a substantial connection with the state in which he is sued. Georgia-based DEA agent Walden sued in Nevada by Nevada-based professional gamblers after he seized their cash in Atlanta. Walden’s required connection must arise from the contacts that the Walden himself created. Walden's conduct occurred in Georgia. The fact that plaintiffs were injured in Nevada (because they didn’t have their money) was insufficient to establish personal jurisdiction over Walden because Walden’s only connection to Nevada was that plaintiffs resided there during the months the money was seized.
Pennoyer v. Neff

“every State possesses exclusive jurisdiction and sovereignty over persons and property within its territory .. .. no State can exercise direct jurisdiction and authority over persons and property without its territory."

· Basically if you’re in the state (or the property is), then jx is proper (tag or transient jx)
International Shoe 

“[D]ue process requires only that in order to subject a defendant to a judgment in personam, if he be not present within the territory of the forum, he have certain minimum contacts with it such that the maintenance of the suit does not offend ‘traditional notions of fair play and substantial justice.’”

· Company in St. Louis, has employees in Washington making money etc., but they don’t want to pay taxes. But they avail themselves of the privileges and benefits of conducting business in the forum state, and thus must 

· Minimum contacts must be related to the case

Calder v. Jones

“[Defendants] must reasonably anticipate being haled into court [in the forum state]” where Defendants’ intentional … actions were expressly aimed at [forum state] …[and Defendant] … knew that the brunt of that injury would be felt by [Plaintiff] in the State”
Effects Test (Calder + Walden, etc.)
1. D committed an intentional tort

2. The P felt the brunt of the farm caused by that tort in the forum state such that the forum state was the focal point of the P’s injury 

3. The D expressly aimed the tortious conduct at the forum state such that the forum state was the focal point of the tortious activity 

a. P must show that the D knew that the P would suffer the brunt of the harm caused by the tortious conduct in the forum and point to specific activity indicating that the D expressly aimed is tortious conduct at the forum
b. D’s relationship with the forum must arise of contacts that the D himself creates

c. D’s conduct must form necessary connection with the forum (D’s connection must be with forum, not people in forum – Walden)

Burdick v. Superior Court (Ct. App. 2015) 

· Sued in Cal. For slander and libel for a Facebook post, Burdick moves to dismiss for lack of personal jx. He loses and appeals 

· Cal. Court of Appeal reverses, dismissing case

merely asserting that a defendant knew or should have known that his intentional acts would cause harm in the forum state is not enough to establish jurisdiction under the effects test.
courts have interpreted the effects test as having an express aiming requirement and requiring the plaintiff to show (1) the defendant committed an intentional tort; (2) the plaintiff felt the brunt of the harm caused by that tort in the forum state such that the forum state was the focal point of the plaintiff’s injury; and (3) the defendant expressly aimed the tortious conduct at the forum state such that the forum state was the focal point of the tortious activity. To satisfy the third prong, the plaintiff must show the defendant knew that the plaintiff would suffer the brunt of the harm caused by the tortious conduct in the forum, and point to specific activity indicating that the defendant expressly aimed its tortious conduct at the forum
the mere posting of information or advertisements on an Internet website does not confer nationwide personal jurisdiction.
Walden

for a State to exercise jurisdiction consistent with due process, the defendant’s suit-related conduct must create a substantial connection with the forum State.”
1. The court emphasized two concepts related to this principle. “First, the relationship must arise out of contacts that the defendant himself creates with the forum State.” Id. at 1121–22. The plaintiff’s contacts with the forum “cannot be decisive.”
2. “Second, our minimum contacts analysis looks to the defendant’s contacts with the forum State itself, not the defendant’s contacts with persons who reside there.” The defendant’s conduct “must form the necessary connection with the forum State that is the basis for its jurisdiction over him.
The crux of Calder was that the reputation-based “effects” of the alleged libel connected the defendants to California, not just to the plaintiff. The strength of that connection was largely a function of the nature of the libel tort. However scandalous a newspaper article might be, it can lead to a loss of reputation only if communicated to (and read and understood by) third persons. Accordingly, the reputational injury caused by the defendants’ story would not have occurred but for the fact that the defendants wrote an article for publication in California that was read by a large number of California citizens. Indeed, because publication to third persons is a necessary element of libel, the defendants’ intentional tort actually occurred in California. In this way, the “effects’” caused by the defendants’ article – i.e., the injury to the plaintiff’s reputation in the estimation of the California  public – connected the defendants’ conduct to California, not just to a plaintiff who lived there. That connection, combined with the various facts that gave the article a California focus, sufficed to authorize the California court’s exercise of jurisdiction.”

Burdick-style “intentional targeting” tests are common in the United States, especially after Walden. Calder-style “effects” tests are more common internationally.

“a person’s act of placing information on the internet is not sufficient by itself to subject that person to personal jx in each state in which the information is accessed”
merely posting on the Internet negative comments about the plaintiff and knowing the plaintiff is in the forum state are insufficient to create minimum contacts. Calder, Pavlovich, and Walden emphasize the difference between conduct directed at the plaintiff and conduct directed at the forum state itself: Those cases require, in addition to intentional conduct causing harm to a forum resident, evidence the nonresident defendant expressly aimed or intentionally targeted his or her intentional conduct at the forum state. 
· Plaintiffs did not produce evidence to show Burdick’s personal Facebook page or the allegedly defamatory posting was expressly aimed or intentionally targeted at California, that either the Facebook page or the posting had a California audience, that any significant number of Facebook “friends,” who might see the posting, lived in California, or that the Facebook page had advertisements targeting Californians. Sanderson declared that Burdick’s Facebook page was “publicy-available,” but that fact would mean it would have been less likely Burdick had intentionally targeted California as opposed to any other jurisdiction
State Long Arm Statutes 

· Some state’s long arm statutes are more limited and require analysis of various factors

· 42 Pa. C.S. §5322 - A Pa. Court may exercise jurisdiction over a person who acts directly or by an agent, as to a cause of action arising from:

· Transacting any business in this Commonwealth:

· doing by any person in this Commonwealth of a series of similar acts for the purpose of realizing pecuniary benefit

· doing of a single act in this Commonwealth for the purpose of thereby realizing pecuniary benefit with the intention of initiating a series of such acts.

· shipping merchandise directly or indirectly into or through Pa.

· engaging in any business or profession within Pa.

· Contracting to supply services or things in Pa.

· Causing harm or tortious injury by act or omission in or out of Pa.

Constitutional Limitations 

· 5th Amendment: “No person shall be deprived of life, liberty, or property, without due process of law.”

· 14th Amendment: “nor shall any State deprive any person of life, liberty, or property, without due process of law.”
Contract – Some terms of service say by using our service you agree to subject yourself to jx in our territory for any disputes flowing from/regarding your use of the service. 

· Go-daddy.com – agree to jx in Arizona 

Zipp Manufacturing v. Zippo Dot Com

· Zippo Manufacturing is in Bradford, Pa. They make lighters

· Zippo.com is in Sunnyvale, California. Operates an Internet News service. 140k subscribers. About 3000 (2%) are in Pa. Subscribers only have password access to a bulletin board 

· Zippo.com has contracts with 7 ISPs in Pa.

· Zippo manufacturing sued Zippo.com for trademark infringement in Pa. (hometown advantage)

Interactivity 

1. Active Websites (Amazon)

a. Doing business over the internet 

b. The knowing and repeated transmission of computer files over the internet 

c. Personal jx is proper 

2. Passive Websites – (Restaurant website)

a. Little more than an electronic billboard for the posting of information 

b. No personal jx

3. Gray Area

a. D has a website that allows a user to exchange information with a host computer

b. Jx depends on nature of commercial interactivity –

i. “In these cases, the exercise of jx is determined by examining the level of interactivity and commercial nature of the exchange of information that occurs on the website” ( the more interactive a website is, the more likely their contacts are sufficient under due process 

Commerce Clause 
South Dakota v. Wayfair, Inc. 

South Dakota may not require a business to collect its sales tax if the business lacks a physical presence in the state. instead must rely on its residents to pay the use tax owed on their purchases from out-of-state sellers (obviously impracticable). As a result they try to pass legislation to get Quill reviewed and overruled by the supreme court

· Sales tax imposed on Internet sales 

· Can’t force a biz to collect unless it have a physical presence in the state (Overstock.com case)

· Each year the physical presence rule becomes further removed from the economic reality and results in significant revenue losses to the States

· New Rule – The first prong of the Complete Auto test simply asks whether the tax applies to an activity with a substantial nexus with the taxing State
A state may tax exclusively interstate commerce so long as the tax does not create any effect forbidden by the Commerce Clause – The Court will sustain a tax so long as it: 

1. Apples to an activity with a substantial nexus with the taxing State 

2. Is fairly apportioned 

3. Does not discriminate against interstate commerce

4. And is fairly related to the services the State provides 

Quill and Bellas Hess overruled. The first prong of the Complete Auto test then simply asks whether the tax applies to an activity with a substantial nexus with the taxing state. Here the nexus is clearly sufficient 

Free Speech 
What is Speech? – Spence Test – An intent to convey a particularized message was present and the likelihood the message would be understood by those who viewed it was great – Spence v. Washington 
1st Amendment – Congress shall make no law respecting an establishment of religion, or prohibiting the free exercise thereof; or abridging the freedom of speech, or of the press; or the right of the people peaceably to assemble, and to petition the Government for a redress of grievances.
· Incorporated by 14th Amendment to apply to the several states 

Bland vs. Roberts – Facebook Likes are speech 

Unprotected Speech – low value – regulation/prohibition okay
· Obscenity 

· Threats, incitement to violence 

· Defamation 

· Use of copyright content 
Full Faith and Credit Clause – Have to recognize other state’s judgements 

LICRA v. Yahoo! – sued on anti-nazi laws in France, but barred by 1st Amendment 

Speech Act – A domestic court shall not recognize or enforce a foreign judgment for defamation unless:

· The foreign law was at least as protective of freedom of speech as the 1st Amendment; OR

· The party found liable would have been found liable for defamation by a domestic court applying the first amendment

A domestic court shall not recognize or enforce a foreign judgement for defamation unless the domestic court determines that the exercise of personal jx by the foreign court comported with the U.S. due process 

A domestic court shall not recognize or enforce a foreign judgment for defamation against the provider of an interactive computer service, as defined in section 230 of the Communications Act 

A person subjected to a foreign judgement for defamation may bring declaratory judgement (ask court whether conduct is unlawful) in US federal court 

In US truth is an absolute defense to libel or slander 

Different types of restrictions on speech are judged by different standards:

· Prior Restraint – the most stringent and exacting judicial test. A speaker must obtain permission from a government official before being allowed to speak at all ( presumptively unconstitutional 

· The most common form would be a licensing system, e.g. “no one may publish a newspaper unless each issue has first been approved by the town censor”

· Viewpoint-based restrictions – When the government has singled out a subset of messages for disfavor based on the views expressed ( presumptively unconstitutional 

· Content-based restrictions – strict scrutiny - A restriction that applies to particular speech because of the topic discussed or the idea or message expressed ( must satisfy a three pronged “strict scrutiny” test:

· There must be a compelling interest in restricting access to the speech to be restricted. In practice, this usually means that the speech must be actively harmful in some way and without any offsetting benefits

· The restriction must be narrowly tailored to the speech it prohibits 

· There must be no less restrictive alternatives for preventing that speech 

· Content-neutral restrictions – intermediate scrutiny - “Reasonable time, place, and manner” type restrictions that are only allowed if they are narrowly tailored to serve a significant government interest, and leave open ample alternative channels for communication of the information 

· To differentiate prohibiting “loud” speech in the park is content neutral; “political” speeches in the park is content-based; prohibiting “liberal” speeches in the park is view-point based 

· Commercial Speech – Things like advertising, commercial transaction. There is a special test for commercial speech which proposes a commercial transaction Commercial speech is protected if it concerns lawful activity and is not misleading. If so, then it may only be restricted if: 

· There is substantial government interest 

· The regulation directly advances the government interest 

· The regulation is not more extensive than necessary 

· Rational Basis Review – All of these tests are substantially more rigorous than RBR applied to government regulations where no individual right protected by the Constitution is implicated. Here, a law is valid if it is rationally related to a legitimate government interest

Prohibiting Liberal speech in park – viewpoint based – presumptively unconstitutional 

Prohibiting pollical speech in park – content based – strict scrutiny 

Prohibiting loud speeches in park – content neutral – strict scrutiny 

Packingham v. North Carolina (2017)
By prohibiting sex offenders from using those websites, North Carolina with one broad stroke bars access to what for many are the principal sources for knowing current events, checking ads for employment, speaking and listening in the modern public square, and otherwise exploring the vast realms of human thought and knowledge.

The primary response from the State is that the law must be this broad to serve its preventative purpose of keeping convicted sex offenders away from vulnerable victims.  The State has not, however, met its burden to show that this sweeping law is necessary or legitimate to serve that purpose.
Fundamental Principle of the 1st Amendment – Everyone has access to places where they can speak and listen, and after reflection speak and listen once more 

A “commercial social networking Web site” is defined as a website that meets four criteria: 

1. it “[i]s operated by a person who derives revenue from membership fees, advertising, or other sources related to the operation of the Web site.”

2. It “facilitates the social introduction between two or more persons for the purposes of friendship, meeting other persons, or information exchanges.”

3. it “allows users to create Web pages or personal profiles that contain information such as the name or nickname of the user, photographs placed on the personal Web page by the user, other personal information about the user, and links to other personal Web pages on the commercial social networking Web site of friends or associates of the user that may be accessed by other users or visitors to the Web site.”

4. it “provides users or visitors ... mechanisms to communicate with other users, such as a message board, chat room, electronic mail, or instant messenger.”

Knight First Amendment Institute v. Trump (2019)

President Donald J. Trump appeals from a judgment of the United States District Court for the Southern District of New York concluding that he engaged in unconstitutional viewpoint discrimination by utilizing Twitter’s “blocking” function to limit certain users’ access to his social media account, which is otherwise open to the public at large, because he disagrees with their speech. We hold that he engaged in such discrimination and, consequently, affirm the judgment below

the First Amendment does not permit a public official who utilizes a social media account for all manner of official purposes to exclude persons from an otherwise–open online dialogue because they expressed views with which the official disagrees.

First Amendment restricts government regulation of private speech but does not regulate purely private speech. If, in blocking, the President were acting in a governmental capacity, then he may not discriminate based on viewpoint among the private speech occurring in the Account’s interactive space.
The 1st Amendment protects both the freedom of speech and of the press

Media-Shield laws – originally written for the benefit of reporters and protect them from being required to identify their confidential sources or turn over their unpublished files 

California’s: A publisher, editor, reporter, or other person connected with or employed upon a newspaper, magazine, or other periodical publication, or by a press association or wire service … cannot be adjudged in contempt by a judicial, legislative, administrative body, or any other body having the power to issue subpoenas, for refusing to disclose … the source of any information procured while so connected or employed for publication in a newspaper, magazine or other periodical publication, or for refusing to disclose any unpublished information obtained or prepared in gathering, receiving or processing of information for communication to the public.

Do those statutory terms include Apple Insider, a website devoted to rumors and leaks about forthcoming Apple products? 

· Yes, said a California court in O’Grady v. Superior Court writing that “the open and deliberate publication on a news-oriented Web site of news gathered for that purpose by the site’s operators” was “conceptually indistinguishable from publishing a newspaper.”

Compare with Too Much Media LLC v. Hale 

· which refused to apply New Jersey’s shield law to “a self- described journalist who posted comments on an Internet message board.” It compared her posts to “a pamphlet full of unfiltered, unscreened letters to the editor submitted for publication.”

Similarly, courts have been willing to allow news media to publish stories even when some of the information in those stories was obtained illegally.

· New York Times Co. v. United States, 403 U.S. 713 (1971) held that an order forbidding the New York Times from publishing the “Pentagon Papers” (a secret Defense Department study documenting the United States’s military involvement in Vietnam) violated the First Amendment as an unconstitutional prior restraint.

· Bartnicki v. Vopper, 532 U.S. 514 (2001) held that a radio commentator who was given a tape recording of two union officials discussing potentially violent negotiating tactics could play it on the air, because he “played no part in the illegal interception” and because “the subject matter of the conversation was a matter of public concern..”

Anti-SLAPP statutes – give defendants a chance to obtain early dismissal of lawsuits designed to chill free speech (SLAPP = Strategic Lawsuit Against Public Participation) 

· Indiana for example allows Ds to file a MtD on the basis that the act upon which the claim against them is based, is a lawful act in furtherance of the person’s right of petition or free speech In essence, the statute changes the usual sequence of civil case management so that the defendant can litigate her First Amendment arguments first without the expense and hassle of discovery. If she prevails, she is entitled to her reasonable attorneys’ fees.
Cyberbullying – actions that use internet technologies to support deliberate, repeated, and hostile behavior that is intended to harm others 
No federal cyber-bullying laws but if conduct overlaps with discriminatory harassment (based on race, color, sex, age, religion, or disability) federal stalking charges can be brought in some cases 

Violent Speech

True Threats – unequivocal, unconditional, and specific expressions of intention immediately to inflict injury are unprotected 

Whether a statement constitutes a threat is an objective question, to be judged from the perspective of a reasonable persons 

Virginia v. Black, the SC said:

· “True threats” encompass those statements where the speaker means to communicate a serious expression of an intent to commit an act of unlawful violence to a particular individual or group of individuals. 

· The speaker need not actually intend to carry out the threat. Rather, a prohibition on true threats protects individuals from the fear of violence and from the disruption that fear engenders in addition to protecting people from the possibility that the threatened violence will occur. 

· Negligently fine, recklessly undetermined 

· Fighting Words - “those which by their very utterance… tend to incite an immediate breach of the peace.” Can be restricted 

· Come at me bro

· Incitement – Can also be restricted. Is advocacy… directed to inciting or producing imminent lawless action [that] is likely to incite or produce such action.”

· Kick him before he can get up
Obscenity Test (Miller v. California)

Applies for works or content that depicts or describes sexual conduct 

1. Appeals to the prurient interest in sex

2. Portrays sex in a patently offensive way 

3. Taken as a whole, lacks serious literary, political, or scientific value 

Hardcore – Unprotected 

Softcore – Protected 
a. Whether the average person, applying contemporary community standards would find that the work, taken as a whole, appeals to the prurient interest

b. Whether the work depicts or describes, in a patently offensive way, sexual conduct specifically defined by the applicable state law

c. And whether the work, taken as a whole, lacks serious literary, artistic, political, or scientific value

It can be regulated because “it has no redeeming social value and its offensiveness provides a positive justification for banning it.” Mere possession of obscenity cannot be criminalized because doing so would intrude on the privacy of the home, but the government can constitutionally prohibit its distribution and sale

1. Child Pornography – Constitutionally prohibited outright, contraband, and mere possession of it is criminal. Two rationales 

a. “As a permanent record of a child’s abuse, the continued circulation itself would harm the child who had participated”

b. “The traffic in child pornography was an economic motive for its product, the State had an interest in closing the distribution network”

2. Harmful to minors - Material that is legal for adults to possess is nonetheless harmful to minors

c. It is lawful for adults to receive and exchange such material, but since children may be watching, the government can pass laws to restrict their access to it
Reno v. American Civil Liberties Union (1997)

At issue is the constitutionality of two statutory provisions enacted to protect minors from “indecent” and “patently offensive” communications on the Internet. Notwithstanding the legitimacy and importance of the congressional goal of protecting children from harmful materials, we agree with the three-judge District Court that the statute abridges “the freedom of speech” protected by the First Amendment.

Communications Decency Act (CDA)/TCA

1. Indecent transmission provision – Sec. 223(a) prohibits transmission of obscene or indecent message to younger than 18-year-old persons

2. Patently offensive display provision – 223 (d) prohibit knowing, sending, or displaying patently offensive messages in a manner that is available to any recipient less than 18 years old

Applies to both protected speech (softcore) and unprotected speech (hardcore)

The breadth of these prohibitions is qualified by two affirmative defenses:

1. One covers those who take “good faith, reasonable, effective, and appropriate actions” to restrict access by minors to the prohibited communications.

2. The other covers those who restrict access to covered material by requiring certain designated forms of age proof, such as a verified credit card or an adult identification number or code.

Held – CDA violates the 1st Amendment 

· Government has compelling interest in protecting children

· But CDA sweeps too broadly (not narrowly tailored) – Suppresses speech that adults have right to send and receive 

· Less restrictive means are available 

Communications Decency Act of 1996 – 47 U.S.C. Section 230 – Provides immunity from liability for providers and users of an “interactive computer service” who publish information provided by others
· No provider or user of an interactive computer service shall be treated as the publisher or speaker of any information provided by another information content provider 

Information Content Provider – Any person or entity that is responsible, in whole or in part, for the creation or development of information provided [online] 230(f)(3)
a website helps to develop unlawful content, and thus falls within the exception to section 230, if it contributes materially to the alleged illegality of the conduct
Material Contribution test – Whether the person provides the content; whether they make material alterations to the existing content such that it gives rise to violating 230 immunity 

A material contribution to the alleged illegality of the content does not mean merely taking action that is necessary to the display of allegedly illegal content. Rather, it means being responsible for what makes the displayed content allegedly unlawful

“In an abundance of caution,” the Roommates court gave several examples of applications of the “material contribution” test. For example: If an individual uses an ordinary search engine to query for a “white roommate,” the search engine has not contributed to any alleged unlawfulness in the individual’s conduct; providing neutral tools to carry out what may be unlawful or illicit searches does not amount to “development” for purposes of the immunity exception. A dating website that requires users to enter their sex, race, religion and marital status through drop-down menus, and that provides means for users to search along the same lines, retains its CDA immunity insofar as it does not contribute to any alleged illegality.

The court also gave specific examples of the application of the material contribution test for a website that solicits, edits, and displays content originating from third parties (i.e., a website akin to www.TheDirty.com). For example: A website operator who edits user-created content – such as by correcting spelling, removing obscenity or trimming for length – retains his immunity for any illegality in the user-created content, provided that the edits are unrelated to the illegality. However, a website operator who edits in a manner that contributes to the alleged illegality – such as by removing the word “not” from a user’s message reading “[Name] did not steal the artwork” in order to transform an innocent message into a libelous one – is directly involved in the alleged illegality and thus not immune

CX Digital Media, Inc. v. Smoking Everywhere, Inc. 

D Smoking Everywhere Inc. wanted to sell electronic cigarettes and used P CX Digital Media Inc. to place affiliate marketing ads. Starts out slowly, then there is massive increase resulting in a huge amount being required by CX. SE declines to pay.

Dispenses with requirement that the modification has to in writing 

The Insertion Order provides it “may be changed only by a subsequent writing signed by both parties.”

The common law rule is that “an oral agreement is sufficient to modify or rescind a written contract, notwithstanding a provision in the written contract purporting to require that subsequent modifications be evidenced by writing.

In this case, the modification was not oral, but appeared in writing in an instant-message conversation. Nevertheless, the same principle applies to this in formal, unsigned writing as to an oral modification. Therefore, the instant-message conversation, as an unsigned writing, suffices under Delaware law to modify the Insertion Order despite the signed-writing clause and notwithstanding the Court’s preliminary observation stated during the trial.

Even if the instant-message conversation did not qualify as an enforceable modification under Delaware law and the signed-writing clause of the Insertion Order were enforceable, Smoking Everywhere would have waived the provision because, following the instant messages, CX Digital materially changed its position in reliance on Touris’s statements. (  “[W]here, following the oral modification, one of the parties materially changes position in reliance on the oral modification, the courts are in general agreement that the other party will be held to have waived or be estopped from asserting the no oral modification clause.”
Meyer v. Uber Technologies Inc. 

Where there is no evidence that the offeree had actual notice of the terms of the agreement, the offeree will still be bound by the agreement if a reasonably prudent user would be on inquiry notice of the terms. Whether a reasonably prudent user would be on inquiry notice turns on the “[c]larity and conspicuousness of arbitration terms,” Specht, 306 F.3d at 30; in the context of web-based contracts, as discussed further below, clarity and conspicuousness are a function of the design and content of the relevant interface.
we have previously distinguished web-based contracts is the manner in which the user manifests assent:

· Clickwrap (or click-through) agreements - require users to click an “I agree” box after being presented with a list of terms and conditions of use

· Courts routinely uphold clickwrap agreements for the principal reason that the user has affirmatively assented to the terms of agreement by clicking “I agree.”

· Browsewrap - which generally post terms and conditions on a website via a hyperlink at the bottom of the screen

· Browsewrap agreements, on the other hand, do not require the user to expressly assent. “Because no affirmative action is required by the website user to agree to the terms of a contract other than his or her use of the website, the determination of the validity of the browsewrap contract depends on whether the user has actual or constructive knowledge of a website's terms and conditions.”

· Scrollwrap - online agreements that require the user to scroll through the terms before the user can indicate his or her assent by clicking “I agree.”

· Sign-in-wraps -  notify the user of the existence of the website's terms of use and, instead of providing an “I agree” button, advise the user that he or she is agreeing to the terms of service when registering or signing up
1. Reasonably Conspicuous Notice - In considering the question of reasonable conspicuousness, precedent and basic principles of contract law instruct that we consider the perspective of a reasonably prudent smartphone user

2. Manifestation of Assent - Although Meyer's assent to arbitration was not express, we are convinced that it was unambiguous... A reasonable user would know that by clicking the registration button, he was agreeing to the terms and conditions accessible via the hyperlink, whether he clicked on the hyperlink or not.

Therefore, we must determine whether the terms of the Agreement were “reasonably communicated” to the Plaintiffs. …

Under Massachusetts law, “conspicuous” means that a terms is “so written, displayed or presented that a reasonable person against which it is to operate ought to have noticed it.” Mass. Gen. Laws ch. 106, § 1-201(b)(10). … After reviewing the Uber App registration process, we find that the Plaintiffs were not reasonably notified of the terms of the Agreement.

If everything on the screen is written with conspicuous features, then nothing is conspicuous.
Computer Misuse Statutes 

COMPUTER FRAUD AND ABUSE ACT

Title 18, United States Code

§ 1030 – Fraud and related activity in connections with computers

(a) Whoever – …

(2) intentionally accesses a computer without authorization or exceeds authorized access, and thereby obtains – …

(C) information from any protected computer; …

 (4) knowingly and with intent to defraud, accesses a protected computer without authorization, or exceeds authorized access, and by means of such conduct furthers the intended fraud and obtains anything of value, unless the object of the fraud and the thing obtained consists only of the use of the computer and the value of such use is not more than $5,000 in any 1-year period;

 (5)

(A) knowingly causes the transmission of a program, information, code, or command, and as a result of such conduct, intentionally causes damage without authorization, to a protected computer; 

(B) intentionally accesses a protected computer without authorization, and as a result of such conduct, recklessly causes damage; or

(C) intentionally accesses a protected computer without authorization, and as a result of such conduct, causes damage and loss. … shall be punished as provided in subsection (c) of this section. …

(e) As used in this section –

(1) the term “computer” means an electronic, magnetic, optical, electrochemical, or other high speed data processing device performing logical, arithmetic, or storage functions, and includes any data storage facility or communications facility directly related to or operating in conjunction with such device, but such term does not include an automated typewriter or typesetter, a portable hand held calculator, or other similar device;

(2) the term “protected computer” means a computer – …

(B) 
which is used in or affecting interstate or foreign commerce or communication, including a computer located outside the United States that is used in a manner that affects interstate or foreign commerce or communication of the United States; …

(6) the term “exceeds authorized access” means to access a computer with authorization and to use such access to obtain or alter information in the computer that the accesser is not entitled so to obtain or alter; …

(8) the term “damage” means any impairment to the integrity or availability of data, a program, a system, or information; …

(11) the term “loss” means any reasonable cost to any victim, including the cost of responding to an offense, conducting a damage assessment, and restoring the data, program, system, or information to its condition prior to the offense, and any revenue lost, cost incurred, or other consequential damages incurred because of interruption of service; …

(g) Any person who suffers damage or loss by reason of a violation of this section may maintain a civil action against the violator to obtain compensatory damages and injunctive relief or other equitable relief. A civil action for a violation of this section may be brought only if the conduct involves [loss aggregating at least $5,000 in value, physical injury, or one of three other specialized factors]. …

Cybercrime’s Scope, Interpreting Access and Authorization in Computer Misuse Statutes 

Regulation of computer privileges by code – the owner or her agent codes the computer's software so that the particular user has a limited set of privileges on the computer

Circumventing regulation by code generally requires a user to engage in one of two types of computer misuse

1. The user may engage in false identification and masquerade as another user who has greater privileges. 

2. Alternatively, a user can exploit a weakness in the code within a program to cause the program to malfunction in a way that grants the user greater privileges 

Regulation of computer privileges by contract - The owner can condition use of the computer on a user's agreement to comply with certain rules

United States v. Morris

Morris released a worm. Basically transferred itself to other computers. Wasn’t meant to install duplicates but had an error that caused it to do so anyway, crashing the system as a result 

The question is whether Morris’s transmission of his worm constituted … accessing without authorization. …

Although the evidence may have shown that defendant’s initial insertion of the worm simply exceeded his authorized access, the evidence also demonstrated that the worm was designed to spread to other computers at which he had no account and no authority, express or implied, to unleash the worm program. Moreover, there was also evidence that the worm was designed to gain access to computers at which he had no account by guessing their passwords. Accordingly, the evidence did support the jury’s conclusion that defendant accessed without authority as opposed to merely exceeding the scope of his authority.

United States v. Nosal [I]

Many employers have adopted policies prohibiting the use of work computers for nonbusiness purposes. Does an employee who violates such a policy commit a federal crime? How about someone who violates the terms of service of a social networking website? This depends on how broadly we read the Computer Fraud and Abuse Act (CFAA), 18 U.S.C. § 1030.

David Nosal used to work for Korn/Ferry, an executive search firm. Shortly after he left the company, he convinced some of his former colleagues who were still working for Korn/Ferry to help him start a competing business. The employees used their log-in credentials to download source lists, names and contact information from a confidential database on the company's computer, and then transferred that information to Nosal.

We need not decide today whether Congress could base criminal liability on violations of a company or website's computer use restrictions. Instead, we hold that the phrase “exceeds authorized access” in the CFAA does not extend to violations of use restrictions. If Congress wants to incorporate misappropriation liability into the CFAA, it must speak more clearly.

US v. Nosal
· Nosal was an executive at Korn Ferry Int’l

· First transitioned to consultant role;

· Then left to start his own firm

· Received compensation not to compete, but without specifically requesting it

· KFI employees downloaded confidential info from KFI to help Nosal set up competing business (all but one of these KFI employees were moving to Nosal’s firm)

· Charged with aiding and abetting those employees in exceeding their “authorized access”

· 5 charges involved  Nosal’s use of his “own password,” 

· 3 charges involved use of the “shared password” by other KFI ee’s

· All KFI employees were allowed access to files, but weren’t permitted to disclose info to competitors
US v. Nosal [I]
· Before leaving KFI, Nosal Christian and Jacobs used their own usename and passwords to compile info from KFI that they used to compete with KFI.

· Issue:  Did Nosal’s conduct constitute “exceeding authorized access” under the CFAA?

· D/C:  No

· 9th Cir. Panel:  Yes.  Violation of computer use restrictions is “exceeding authorized use” under CFAA  [Nosal I]

· 9th Cir. en banc:  No, “exceeds authorized use” does not include violations of use restrictions
· Congress was not clear enough and rule of lenity requires penal law be construed strictly

· “Hacker statute” not one about misappropriation of trade secrets, rather  “circumvention of a technological access barrier”

· Dismissed 5 use of own password charges, and remanded

· On retrial convicted of 3 shared-password charges

United States v. Nosal [II]

Before leaving Korn/Ferry [Nosal, Christian and Jacobs] used their own usernames and passwords, compiling proprietary Korn/Ferry data in violation of Korn/Ferry’s computer use policy. Those efforts were encompassed in the CFAA accounts appealed in Nosal I. After Nosal became a contractor and Christian and Jacobson left Korn/Ferry, Korn/Ferry revoked each of their credentials to access Korn/Ferry's computer system. Not to be deterred, on three occasions Christian and Jacobson borrowed access credentials from [Nosal’s former executive assistant

US v. Nosal [II]
· After leaving KFI, but while working as a Contractor, Nosal got his former assistant, Froehlich to give him, Christian and Jacobs her password), which they used to compile info from KFI that they used to compete with KFI.

· Issue:  Did Nosal’s conduct constitute “without authorization” under the CFAA?

· On 5 Jul 2016, 9th Cir decided Nosal II, “without authorization”.

· Held: although current employees’ access was authorized, downloads on behalf of Nosal were unauthorized as a violation of KFI’s policies.

· Nosal filed Pet. For Cert. by U.S. S. Ct.; petition was denied

Trespass to Chattels 318

§ 158 – Liability for Intentional Intrusions on Land

One is subject to liability to another for trespass, irrespective of whether he thereby causes harm to any legally protected interest of the other, if he intentionally

(a) enters land in the possession of the other, or causes a thing or a third person to do so, or

(b) remains on the land, or

(c) fails to remove from the land a thing which he is under a duty to remove.

§ 218 – Liability to Person in Possession

One who commits a trespass to a chattel is subject to liability to the possessor of the chattel if, but only if,

(d) he dispossesses the other of the chattel, or

(e) the chattel is impaired as to its condition, quality, or value, or

(f) the possessor is deprived of the use of the chattel for a substantial time, or

(g) bodily harm is caused to the possessor, or harm is caused to some person or thing in which the possessor has a legally protected interest.

Intel vs. Hamidi
· Former Intel Engineer, Hamidi, is the webmaster and operates FACE-Intel (an unincorporated association of former and current Intel employees critical of Intel’s employment and personnel policies and practices).

· Hamidi gets a floppy disc of employee’s email addresses. Sends 6 mass emails to employees which criticized Intel. (with opt out)

· Intel sends a C&D letter demanding Hamidi stop.

· Hamidi says he has a right to communicate with the employees

· Intel sues for trespass to Chattels

Trespass to Chattel

· Prima facie elements:

· defendant intentionally and without authorization interfered with plaintiff’s possessory interest in the computer system; and (would have to be very significant use)
· defendant’s unauthorized use proximately resulted in damage to plaintiff.

UDNDRP 
Trademarks 

U.S. Constitution Article 1, Section 8, Clause 3 – the Congress shall have power to regulate commerce with foreign nations, and among the several states, and with the Indian tribes.

Congressional grant of authority is not express but rather relies on the commerce clause to regulate interstate and foreign commerce 

Not exclusively federal – concurrent jx – all states have a statute on point.

Delegation – Congress enacted Lanham Act – 15 U.S.C. 1051-1127

Subject Matter – any word, name, symbol, or device, or any combination thereof used or intended to be used in commerce to distinguish the trademark owner’s goods from those of another 

Protects both registered vs unregistered marks 

N.B. Lantham Act Numbering – trademark lawyers tend to use the Lanham Act’s numbering and not the U.S. Code numbering 

Duration – Trademarks can last forever so long as they are continuously used 

Rights – Prohibits others from using a similar in a manner that is likely to cause consumer confusion
The first to use a mark in any given territory has rights to that mark in that territory. Unless you register in state then you have whole state or register in federal then have whole country (unless someone already is somewhere)
Will consumers be confused about another use of the mark or similar mark? 

Trademark is for goods/Service Mark is used for services – Usually the same rules apply 

Registered mark could be either 

Patchwork of Privacy Protections in the United States 

· US relies on “sectoral approach” – industry specific federal laws often enforced by different agencies and providing diverse standards - instead of comprehensive federal regulation protecting personal data and informational privacy

· EU follow an omnibus approach with one law regulating data collection, use, and sharing consistently across industries. 

· For example, the EU’s General Data Protection Regulation is a broad regulation that applies across sectors and member states to all entities established within the EU, offering good or services in the EU, or monitoring people in the EU

Initially US businesses appreciated that it was more tailored to their needs. However, also facilitates regulatory capture, industry lobbying, and privacy abuses often falling through regulatory cracks

Recently, states in reaction to Cambridge Analytica have begun enacting their own privacy regulations to give their residents enhanced privacy protections and supplement gaps in federal laws.293 This further complicates the patchwork system of federal and existing state regulations technology companies must comply with. As a result, for the first time, technology companies have started lobbying for federal legislation to preempt state laws like California’s Consumer Privacy Act (CCPA).
State Privacy Laws 

All states require that individuals be notified when their information has been compromised, usually through cyberattack, but state laws often have dissimilar and incompatible requirements. For example: 

· “New Jersey requires that the state police cybercrime unit be notified of breach, while Maryland requires that the state attorney general be notified before any affected individual is.”
· Illinois considers biometric data to be “personal information” triggering breach notification unlike many other states.
· California’s “wall of shame” catalogs all cyber breaches affecting residents.

California’s Online Privacy Protection Act of 2003 (CalOPPA) requires operators of online services that collect “personally identifiable information” (PII) to post privacy policies that include: what data they are collecting, whom they are sharing it with, how to review or request changes to PII, and how users will be notified of policy changes. 

CalOPPA is supplemented by the newly enacted California Consumer Privacy Act (CCPA) -  the most expansive privacy regime in the country and resembles Europe’s omnibus approach. It protects types of data that were previously not protected under U.S. privacy laws such as purchasing history, browsing and search history, and inferences drawn from PII.

CCPA creates four individual rights giving California residents more control over their data, including the rights to delete, receive information and copies of their data, opt-out and be free from discrimination

Effective January 1, 2020, manufacturers of any IoT or smart device must implement reasonable security features preventing unauthorized access, information disclosure,304 or modification.305 Moreover, effective July 1, 2019, chatbots must identify themselves and cannot pretend to be a real person.306 Users will likely see these disclosures in Facebook profiles and Twitter bios for brands using chatbots. The law prohibits chatbots from incentivizing the purchase or sale of goods and services and influencing an election vote.307

Self-Regulation and Industry Practices 

The FTC encourages tech companies and industry associations to develop “industry specific codes of conduct. If the organization does not comply, however, the only repercussions are denying further membership opportunities.

European Privacy Law

General Data Protection Regulation (GDPR) effective May 25, 2018 - violators risk administrative fines up to twenty million euros or four percent of a company’s worldwide annual revenue, whichever is greater.311 As a result, tech giants such as Google have been forced to change their behavior due to sanctions under the GDPR

In 1948, Article 12 of the Universal Declaration of Human Rights (UDHR) established principles that include privacy as a fundamental human right. Article 19 provides broad protections for associated freedoms of expression.

The UN charter and UDHR are hortatory rather than binding law, at least in the United States.316 However, the Council of Europe, a treaty organization consisting of all forty-seven nations in Europe, followed up with the European Convention on Human Rights (ECHR),317 which is binding law within Europe

California Consumer Privacy Act 

New Privacy Rights:

· The right to know about the personal information a business collects about them and how it is used and shared;

· The right to delete personal information collected from them (with some exceptions);

· The right to opt-out of the sale of their personal information; and

· The right to non-discrimination for exercising their CCPA rights.

Businesses are required to give consumers certain notices explaining their privacy practices.

I don’t know what to right notes on, here’s the site:

https://oag.ca.gov/privacy/ccpa

European Court of Justice Invalidates EU-U.S. Privacy Shield and Upholds Standard Contractual Clauses 

· EU-U.S. Privacy Shield Framework (“Privacy Shield”) - “was designed by the U.S. Department of Commerce and the European Commission…to provide companies on both sides of the Atlantic with a mechanism to comply with data protection requirements when transferring personal data from the European Union…to the United States in support of transatlantic commerce.”

· The European Commission deemed Privacy Shield an acceptable transfer mechanism on July 12, 2016, and it quickly became a replacement for the prior Safe Harbor Framework, which the Court struck down in 2015.

· Four years later on July 16, 2020, the Court invalidated the European Commission’s decision above to validate Privacy Shield as an appropriate transfer mechanism.

the purpose of appropriate safeguards is to maintain the high level of protection afforded to personal data of data subjects in the EU even when that personal data is transferred to a country outside of the EU ( the Court concluded Privacy Shield does not maintain a high level of protection that is equivalent to protection afforded to personal data in the EU. As a result, Privacy Shield cannot provide appropriate safeguards and is an invalid mechanism for transferring personal data of data subjects in Europe to a U.S. location.

The Court’s ruling is based on the Court’s evaluation of:

(i) the potential for U.S. government access to transferred personal data as permitted under various U.S. laws, 

(ii) the lack of enforceable data subject rights, and 

(iii) the lack of adequate remedies for data subjects.

The Court states that U.S. law affords U.S. government agencies and government surveillance programs rights that, if acted upon by an EU Member State, would result in the Member State being in violation of EU data protection laws.
Trademark

A trademark is a word, phrase, or other symbol that identifies to consumers the source of a product or service.

1. Help identify product 

2. Mark of quality 

3. Protects brand against competitors 

The core rule of trademark law is that the owner of a trademark can sue for infringement anyone else who “uses” its trademark in a manner “likely to cause consumer confusion.” The relevant form of confusion is confusion over source: that is, confusion about who supplied the goods.

There are no trademark rights over non-source-identifying uses. If I describe my liquid beverage as WATER, I have no trademark rights over the word WATER.

In the present appeal, we must decide whether the following scenario constitutes trademark infringement: A customer goes online to Amazon.com looking for a certain military-style wristwatch — specifically the “MTM Special Ops” — marketed and manufactured by Plaintiff Multi Time Machine, Inc. The customer types “mtm special ops” in the search box and presses “enter.” Because Amazon does notmsell the MTM Special Ops watch, what the search produces is a list, with photographs, of several other brands of military style watches that Amazon does carry, specifically identified by their brand names — Luminox, Chase-Durer, TAWATEC, and Modus.

We affirm. The core element of trademark infringement is whether the defendant’s conduct “is likely to confuse customers about the source of the products. Because Amazon’s search results page clearly labels the name and manufacturer of each product offered for sale and even includes photographs of the items, no reasonably prudent consumer accustomed to shopping online would likely be confused as to the source of the products.

To prevail on a claim of trademark infringement under the Lanham Act, a trademark holder must show that the defendant’s use of its trademark is likely to cause confusion, or to cause mistake, or to deceive. The test for likelihood of confusion is whether a reasonably prudent consumer in the marketplace is likely to be confused as to the origin of the good or service bearing one of the marks. The confusion must be probable, not simply a possibility.

Eight Factor Test for evaluating the likelihood of confusion (from AMF Inc. v. Sleekcraft Boats)
An additional factor for internet search engines is “the labeling and appearance of the advertisements and the surrounding context on screen displaying the results page” 

clear labeling can eliminate the likelihood of initial interest confusion in cases involving Internet search terms.

It is possible that someone, somewhere might be confused by the search results page. But, unreasonable, imprudent and inexperienced web-shoppers are not relevant. To establish likelihood of confusion, MTM must show that confusion is likely, not just possible.

“Defendant’s Intent” — We have also held that “[a] defendant’s intent to confuse constitutes probative evidence of likely confusion: Courts assume that the defendant’s intentions were carried out successfully.”

Cybersquatting – See answer
Can Ford.jp in US even though usually in world is treated as sovereign. Enforceability would be an issue

ICANN – Internet Corporation for Assigned Names and Numbers – ICANN registrar means that ICANN has accredited you to be a registrar and gave you permission to register domain names. Have to pay fee to ICANN and give them a cut of all the domains you sell and register. But also have to put certain contract terms in, one of which is that all registrars must follow the Uniform Domain-Name Dispute-Resolution Policy (UDRP). Under this policy most types of trademark-based domain name disputes must be resolved by agreement, court action, or arbitration before a registrar will cancel, suspend, or transfer a domain name
Copyrights Rights – Reproduce, distribute, perform, display, or license 
The author also receives the exclusive right to produce or license the production of derivatives of his work 
The first sale defense – Limited to assertions of the distribution right (not the reproduction right). Notwithstanding the provisions of section 106(3), the owner of a particular copy or phonorecord lawfully made under this title, or any person authorized by such owner, is entitled, without the authority of the copyright owner, to sell or otherwise dispose of the possession of that copy or phonorecord… Under the first sale defense, “once the copyright owner places a copyrighted item [here, a phonorecord] in the stream of commerce by selling it, he has exhausted his exclusive statutory right to control its distribution.
Capitol Records v. Redigi

unauthorized transfer of a digital music file over the Internet – where only one file exists before and after the transfer – constitutes reproduction within the meaning of the Copyright Act
the first sale defense is limited to material items, like records, that the copyright owner put into the stream of commerce. Here, ReDigi is not distributing such material items; rather, it is distributing reproductions of the copyrighted code embedded in new material objects, namely, the ReDigi server in Arizona and its users’ hard drives.
“RAM copy doctrine”: copies in a computer’s memory count for copyright purposes, even if they vanish when the computer is turned off.
Cartoon Network v. CSC Holdings - unlike the data in cases like MAI Systems, which remained embodied in the computer’s RAM memory until the user turned the computer off, each bit of data here is rapidly and automatically overwritten as soon as it is processed. … Given that the data reside in no buffer for more than 1.2 seconds before being automatically overwritten … we believe that the copyrighted works here are not “embodied” in the buffers for a period of more than transitory duration, and are therefore not “fixed” in the buffers
“Sony defense.” The Court held that so-called dual-use technologies – those with both infringing and noninfringing uses – were legal: Accordingly, the sale of copying equipment, like the sale of other articles of commerce, does not constitute contributory infringement if the product is widely used for legitimate, unobjectionable purposes. Indeed, it need merely be capable of substantial noninfringing uses
DRM – Digital Rights Management is one type of access control technology. DRMs are used to restrict access to (or usage of) proprietary hardware and copyrighted works like software and multimedia content, as well as the use of systems within physical devices that enforce these policies 

Controls what access you have 

DRM keeps track of what rights you have – what you can and can’t do 

TPM – control access 

Technological (Protection) Measure – is a broad terms that covers many different types of technology. TPMs are used to control access to copyright content or to prevent users from copying protect content. Two general categories:

Access control TPMs (these control/limit access)

Copy control TPMs (control/limit copying)

Basically, any technology used to block or limit access to protected works (software/hardware/encryption/passwords/etc.)

Circumvention device – a technology used to remove, disable or circumvent a technology protection measure.

Cloudflare
1. Trying to get the website turned off at the registrar and registry level 

2. Talking to the hosting company to get the hosting account disabled (not just the content removed from the server but the entire account disabled)

3. Talking to DNS provider (Cloudflare) to get that taken down

4. Talking to Google 

Property that is generally held open to public – cannot stop speech. Not inside stores, but outside them
Spence Test - An intent to convey a particularized message was present and the likelihood the message would be understood by those who viewed it was great. 

1st Amendment only applies to government actors

Cyber Promotions v. AOL – Internet is not treated as a public forum. Internet platforms are not government actors 

Clickwrap – how obvious is it for the user to read that term

Erie Insurance Co. v. Amazon.om Inc. 

Amazon does not qualify for Section 230

· 230 protects interactive computer services providers from liability as a publisher of speech

· It does not protect from liability as the seller of a defective product 

Amazon is not liable as a seller

· It doesn’t sell, instead it is a fulfillment services provider

Kremen v. Cohen

Domain names are intangible property

Three-part test to determine whether a property right exists:

1. There must be an interest capable of precise definition 

2. It must be capable of exclusive possession or control 

3. The putative owner must have a established a legitimate claim to exclusivity 

Domain names satisfy each criterion. Like a share of corporate stock or a plot of land, a domain name is a well-defined interest. Someone who registers a domain name decides where on the Internet those who invoke that particular name – whether by typing it into their web browsers, by following a hyperlink, or by other means – are sent. Ownership is exclusive in that the registrant alone makes that decision. Moreover, like other forms of property, domain names are valued, bought and sold, often for millions of dollars, and they are now even subject to in rem jurisdiction, see 15 U.S.C. § 1125(d)(2)***

Finally, registrants have a legitimate claim to exclusivity. Registering a domain name is like staking a claim to a plot of land at the title office. It informs others that the domain name is the registrant’s and no one else’s. Many registrants also invest substantial time and money to develop and promote websites that depend on their domain names. Ensuring that they reap the benefits of their investments reduces uncertainty and thus encourages investment in the first place, promoting the growth of the Internet overall.

An intangible is “merged” in a document when, “by the appropriate rule of law, the right to the immediate possession of a chattel and the power to acquire such possession is represented by [the] document," or when "an intangible obligation [is] represented by [the] document, which is regarded as equivalent to the obligation.”

Kremen’s domain name falls easily within this class of property. Kremen’s domain name is protected by California conversion law. Exposing Network Solutions to liability when it gives away a registrant’s domain name on the basis of a forged letter is no different from holding a corporation liable when it gives away someone’s shares under the same circumstances.
Ip addresses might also be property 
“The legislature of course is always free within constitutional bounds to refashion the system that courts come up with. But that doesn’t mean that we should throw up our hands and let private relations degenerate into a free-for-all in the meantime. We apply the common law until the legislature tells us otherwise. And the common law does not stand idle while people give away the property of others. The evidence supported a claim for conversion and the district court should not have rejected it.“
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o Digital decentralized payment system
0 Relies on blockchain rather than banks
o decentralized public ledger
® no clearinghouse (financial institution)
= database contains all transactions
O transparent and trustless (but accountable)
® proof of solvency
= multiple authentication
O peer-to-peer trading (no gov't tracking)
= avoids border capital controls
O converted to/from currency on “exchanges”




