Innovation Law – Course Outline

· What is Innovation?

· Process of creating, collecting, and implementing novel ideas

· INTELLECTUAL PROPERTY
· Tangible vs. Intangible Property

· Tangible
· Exhaustible – can be used up

· Rivalrous – if one person uses, another cant

· Hard to misappropriate – cost to do so is high

· Intangible
· Non-exhaustible – can be duplicated without degradation

· Non-rivalrous

· Easy to misappropriate – cost to do so low

· Basis for IP in US – US Constitution Article 1, Section 8 – “congress has the power to promote the progress of science and useful arts, by securing for limited times to authors and inventors the exclusive right to their respective writings and discoveries

· TRADE SECRETS
· Trade Secret law resides in:

· State Laws

· Federal Defend Trade Secrets Act (DTSA)

· Federal Economic Espionage Act

· Subject Matter of Trade Secrets
· Information not Generally Known
· Secret, not in public domain

· Some states require that it be not easily ascertainable (not in CA)
· Has Economic Value
· Derives economic value from being exclusive info to those who know vs those who don’t know
· Reasonable Efforts used to Maintain Secrecy
· if there is no effort to maintain it, law wont help you

· Ex: Metallurgical Ind. v. Fourtek
· Facts: MI develops new industrial process, take steps to maintain secret, has limited previous disclosures to licensees/partners to further business, Fourtek learns it and uses it

· Rule: Court holds that limited exposure to further your business is ok, complete secrecy is not needed, Fourtek using the trade secret is misappropriation, and court says that negative know-how can be trade secret, as well as technical info, market info, business methods, unless those can be acquired with trivial effort

· Ex: Rockwell Graphics v. DEV
· Develops innovative machine parts, don’t patent because they don’t want to disclose, maintained as trade secret feeling it could not be reverse engineered, but DEV acquires their proprietary information

· Issue of whether or not RG used reasonable precautions to keep its info secret becomes key analysis, limited disclosure ok, they used fencing measures (sign in, vault, belief that looking at part doesn’t tell you how to make it)

· Inadvertent or negligent disclosure weighs against reasonable efforts, but compelled ones (like disclosure to government agency) is not same as disclosing to public

· Ex: EI duPont deNemours v. Christopher
· Aerial photography of plant while under construction, only time trade secret was visible, reasonable precautions were taken to hide, was only visible from above for brief time

· Court holds that efforts to maintain are limited by reasonableness, and aerial photos were improper means of discovery (overcoming the reasonable efforts)
· Improper means are things like unfair competition, industrial espionage, breach of confidence/contract, theft/trespass, hacking, or electronic surveillance

· Proper means of discovering trade secrets are reverse engineering or independently discovering
· Creating Trade Secrets

· Limit disclosure to employees who must practice it, or business partners who must evaluate it

· Prevent their disclosure via contract law

· Prevent theft or misappropriation via tort law

· Ex: Smith v. Dravo 
· Smith invents shipping container, discloses designs and customer lists to Dravo during negotiations to sell company, Dravo uses them to design around Smith’s patent, adapts his design, steals his customers

· There was no express promise of trust, but there was implied trust, they were shown during sale negotiations, Dravo knows limited purpose for disclosure, so it is misappropriation

· Ex: Warner Lambert v. J.J. Reynolds
· JJ develops formula for Listerine in 1880, licenses it to Lambert for royalty payments, over time Listerine loses status as trade secret as public learns about it, so Warner argues it is no longer obligated to adhere to contract

· Court holds that loss of trade secret status does not mean that contract is discharged.  Public knowledge does not mean that a party who acquired the secret through valid contract is allowed to escape obligations merely because 3rd party discovers it
· Assigning Inventions
· Common Law Rule (in absence of contract)
· Ownership depends on the employment:

· Employees hired to invent – employer owns invention

· Employee invents on employer’s time or resources – results in shop right for employer to practice invention in perpetuity, but not sell it (employee retains ownership)

· Employee invents independently – employee owns

· This typically extends to contractors and consultants too

· Contractual Assignment
· Established by employment agreements

· May include trailer clauses that include things invented after employment, on the theory that knowledge was fruit of employment, the conception date of ideas is imprecise

· Knowledge of Departing Employees
· Accumulated knowledge, skill, experience is not enjoinable, you cant prevent an employee from using it

· Trade secrets learned as part of employment, use of them at other jobs may be enjoined

· Even if employee developed it, under contracts or CL rules

· Employee Restrictions
· Invention Assignment Agreements
· Confidentiality Agreements & Non-Disclosure Agreements
· Express: like NDAs and Material Transfer Agreements

· Implied: like implied agreements arising from fiduciary relationships, duties to avoid conflicts of interest (like in Smith v. Dravo)
· Non-Competition Agreements
· Goes beyond confidentiality and trade secrets

· May be easier to prove breach of contract than misappropriation of trade secrets

· Common Law Rule of Reasonableness: NCA’s valid if:

· Limited in scope (type of business activities)

· Limited in time (1 year is common)

· Limited in geographic area (within regional market)

· Only used to extent necessary to protect employer’s business interests and not unduly harsh

· California (minority):
· NCA’s not enforceable almost completely, allowed when sale of business occurs
· Non-Solicitation Agreements
· A defecting employee cant solicit the coworkers or customers of their former employer
· Less severe than non-competition agreements
· Invalid in CA unless the customer list is a trade secret
· Ex: Edwards v. Arthur Anderson
· Edwards bound to noncompete clause when leaving AA.
· CA holds that NCAs are unenforceable unless they are part of the sale of a business, partnership, or LLC

· Ex: PepsiCo v. Redmond

· Competitor hires Redmond from Pepsi, Redmond knows Pepsi trade secrets, high degree of likelihood that R would inevitably use Pepsi trade secrets in his new job, as he cant separate the knowledge he has

· Inevitable Disclosure Doctrine: Court holds that inevitable misappropriation is actionable, and you don’t need to wait for actual misappropriation of the TS to sue.  P has the burden of proof of showing there is a high degree of probability of imminent and irreparable harm.  CA does not accept inevitable disclosure doctrine.

· REMEDIES FOR MISAPPROPRIATION OF TRADE SECRETS
· Ex: Winston Research v. 3M
· 3M develops new type of tape drive, employee defects and forms competitor and patent the mechanism, general background knowledge and general engineering principals used are prior art and public domain, but precise embodiment made by 3M and non-obvious engineering is trade secret, and even is patentable, appropriated by defecting employees
· Court forces assignment of patent to 3M (enforceable contract to do that), injunction against disclosure of the trade secrets (no longer than it would’ve taken to acquire TS through proper means), injunction limited to trade secret

· Ex: Lane v. Le Brocq
· Employee takes equipment, customer lists, and confidential info when he leaves

· Customer lists can be trade secret, misappropriation does not require use, taking them is enough, trade secret does not include any commercially available info, but includes proprietary info unless it could be independently developed with little effort (Illinois requires some effort needed, cant be trivial to be TS)

· Ex: US v. Nosal
· Employee resigns and starts own firm, takes colleagues with him, they download contact lists from protected PCs, they had access but not authority to take, list is TS

· Gaining access for fraudulent purposes after password revoked is access without authorization, which includes using someone else’s password, or using 3rd party who has access.  List was TS even if part of it was public, there is conspiracy to violate Economic Espionage Act if they believed the info was a trade secret
· Defend Trade Secrets Act (DTSA)
· Amends Economic Espionage Act

· Allows Remedies of:

· Ex parte seizures of trade secrets (including tangible items)

· Injunctions

· Whistleblower Defense allowed when reporting illegal action to government, attorney, or court

· ANTI-TRUST – established by Sherman Act, 

· Sherman Act
· Outlaws cartels (contract, combination, and conspiracy in restraint of trade)

· Outlaws price fixing

· Outlaws monopolization

· United States v. Adobe Systems
· Google, Apple, Intuit make agreement no to cold call employees away from each other, thus reducing mobility and cost of labor for tech companies

· Legitimate collaboration between competitors is per se violation, here they are directly competing for employees

· In re High Tech Employee Antitrust Litigation
· Class action brought by engineers harmed by actions in US v. Adobe, using case brought by DOJ, settlement for employees

· COPYRIGHT LAW
· Protection begins when work is fixed in tangible medium, no need to register, protection occurs automatically, so it may be protected prior to publication

· Must be registered in order to be litigated in federal court, register with copyright office

· Failure to register does not defeat the copyright

· Can still litigate if infringement occurs prior to registration

· Exclusive Rights Under Copyright
· Reproduction/Copy
· Derivative Works
· Distribution/Sell
· Performance and Display
· Subject Matter of Copyright
· Original Work of Authorship (independent creation with some level of creativity)
· Fixed in Any Tangible Medium of Expression – merger of an original work of authorship with tangible object
· Limited By:
· Idea/Expression Dichotomy - Does not include protection of facts and ideas, only expression of them

· Merger Doctrine – when there is only a limited number of ways to express an idea, cant be copyrighted because it limits expressing the underlying idea

· Ex: Feist v. Rural
· Work in question is compilation of information

· You can have protection in the organization/structure of compilations of data, but not in the factual data itself

· Here, expression doesn’t have sufficient originality to be protected by copyright, alphabetical ordering is not original expression

· Improper Appropriation of Copyright
· Ex: Nichols v. Universal Pictures
· The copyright of literary work is not limited to the literal text, here alleged infringement is movie copying play

· Plot, themes, characters, dialogue, etc. may be protected expression, but the more general they are the less protection they get.  Here no protection for a theme of love among feuding families (classic Romeo and Juliet), not infringement to have a common theme when expression is very different

· Scenes-a-faire doctrine – stock characters belong to public domain

· Indirect Liability for Infringement
· Contributory Liability – one who, with knowledge, induces, causes, or materially contributes may be held liable as contributory infringer

· There must be proven direct infringement for contributory to work

· Vicarious Liability – proven when there is right and ability to supervise infringer and a financial interest in it

· Digital Millennium Copyright Act (DMCA) Anti-Trafficking Provisions – it is infringement to circumvent or traffic in tech that circumvents measures controlling access or controlling copying without authorization (like passwords and DRMs)

· Defenses to Infringement
· Fair Use: (4 factors to consider)

· Purpose and Character of Use: commercial vs. non-commercial

· Nature of Copyrighted Work: factual work has thin protection, whereas expressive work has more

· Amount and Substantiality of Portion Used: compare portion used to the infringed work, not the challenged work

· Effect Upon Potential Market or Value: includes effect on market for derivative works

· Staple Article Defense – knowingly selling a component or product made for use in connection with infringement imposes liability, but if the article has substantial non-infringing use, the manufacturer is not liable, because the thing is a staple article
· Ex: Sony v. Universal
· Studios sue Sony not as direct infringer but contributory infringer for selling Betamax, with direct infringers being the Betamax customers.  Sony argues Betamax has substantial non-infringing uses

· Court holds that they aren’t contributorily infringing because there are substantial non-infringing uses and recording things for time-shifting is fair use

· Ex: Assessment Tech v. Wiredata
· Databases may be protected by copyright if original in structure, but harvesting the data itself is not infringing

· Ex: Chamberlain Group v. Skylink
· Companies are rival producers of garage door openers, Chamberlain makes opener and transmitter, Skylink sells universal transmitter that works with Chamberlains secure code openers, Chamberlain alleges Skylink is circumventing security

· No infringement for circumvention, P has to prove it was unauthorized, but customers are authorized to use the copy of the software on the product they bought, and users aren’t trying to access the code, merely open door

· Since it isn’t infringement for user to access their copy, it cant be infringement for Skylink, they merely give them a device allowing them to use copy they already own

· Ex: Universal Studios v. Corley
· Corley posts decryption program allowing circumvention of copy scrambling system on movies, claim against him that by posting he is trafficking in tech that circumvents protection measures

· Corley argues that posting programs is speech

· Service Providers
· Publishers and service providers should not be responsible for content created by users, limited by below:
· Online Service Provider Safe Harbor: No infringement for service provider if:

· They do not have actual knowledge that the material or activity on the system or network is infringing

· Meaning granular knowledge of infringing items, not simple awareness of some infringement occurring

· In the absence of actual knowledge, is not aware of facts or circumstances from which infringing activity is apparent

· And upon obtaining such knowledge or awareness, acts expeditiously to remove or disable access to the material (Take Down Regime)

· Ex: Lenz v. Universal Music
· Universal orders takedown of 29 second video, user counters

· Now burden is on copyright holder to consider whether there was fair use before ordering take down (a good faith assessment)
· Ex: Google Book Project
· Google scans 20 million books provided by libraries, stores digital copies, allows for data mining, provides very limited view of text, rights holder may opt out

· Ex: Author’s Guild v. Google
· Fair use established in Google Book Project, Google provides limited view of copyrighted work, fair use not defeated by commercial motivation, has security features to prevent unauthorized access

· PATENT LAW
· Patent = right granted by govt to an inventor to prevent others from using their invention for a limited time, in exchange for a detailed disclosure of the invention
· Invention = human-created solution to technological problem, not just a scientific discovery
· Ways to Realize the Value of a Patent
· Working the Patent – selling the product
· Assignment of the Patent – selling the patent right
· Licensing – authorizing use of the patent
· Damages – through suits against infringement
· Credential for Fund Raising – building portfolios of startups
· Getting a Patent
· Invent something and reduce it to practice
· Optional provisional application – will fix effective filing date for priority and prior art, not examined, expires after 12mo
· Apply for Patent (be first)
· Make it through examination process
· Repeat step 2 and 3 in each country you want patent protection
· US Patent term is 20 years from application
· Patent Applications must Contain:
· Specification

· Abstract/summary
· Background of invention
· Written description: Disclosure of what the invention is, how it works, what it does, and how to use it, indicates that the inventor is in possession of the invention at time of application
· Claims – the legal metes and bounds of the rights
· References to Prior Art – knowledge that is in public domain
· Oath

· Contesting a Patent
· Defending infringement cases
· I am not infringing
· I am infringing, but the patent is invalid
· PTO was wrong to allow the patent
· Prior Use Defense – was used commercially more than a year before filing, anywhere (doesn’t work for university-owned patents)
· There was inequitable conduct before the PTO
· Administrative Options (asking PTO to reconsider)
· Post-Grant Review filed by challenger, challenges patentability
· Reissue filed by patentee, cleans up invalid claims
· KINDS OF PATENTS
· Utility Patents – for functional inventions and processes (product, process/method, means-plus-function patents)
· Design Patents – for ornamental or industrial design for articles of manufacture
· Plant Patents – for any distinct and new variety of asexually reproducing plants
· PATENT RIGHTS
· Right to exclude other from:
· Making
· Using
· Selling or Offering to Sell
· Importing
· Unlike copyright, you can make derivative works, but, if the derivative work contains patented stuff, will need license from original patent to sell
· ELEMENTS OF PATENTABILITY
· Must be a patentable Subject Matter

· Process/Method, Machine, Manufacture, or Composition of Matter
· Excludes laws of nature, natural phenomena, and abstract ideas (mental processes and intellectual concepts)
· As these are basic tools of scientific work
· Must be Useful – real world application, not just theory
· Must be Novel – not previously known or used in public domain, must add to public knowledge base
· Used to be if it was used commercially or for sale in US, it is prior art and cant be patented
· As of 2013, this rule expands globally
· Must be Non-Obvious extension of prior art – ordinary or casual improvements are not patentable, must have inventive step, some degree of ingenuity required
· Obviousness assessed as to a person having ordinary skill in the art (PHOSITA) to which the subject matter pertains
· Ex: Diamond v. Chakrabarty
· Man made bacterium is patentable, because it differs from anything found in nature
· Rule: Anything under the sun that is made by man is patentable
· Who Can Get Patents?
· A human of any nationality (don’t need to be American to get US patent)
· Must pe a person to file, not a company, but rights may be assigned
· Who is the first to:
· Invent (pre-2013 in US)
· File for Patent (post-2013 in US, and rest of world)
· Obvious Advances that lack Innovation (too obvious for patent)
· Predictable variations on existing technology
· Apparent reason to combine known elements
· Obvious to try (even without appreciating how it works)
· Market driven design trends
· Ex: Rosaire v. National Lead
· Facts: 2 patents related to mining, other party had conceived of it earlier
· Rule: Conception alone doesn’t make prior art, because it is not known, it needs to be reduced to practice and have practical application, which occurs after successful trial and when mechanism of action is understood
· Ex: KSR v. Teleflex
· Patent for adjustable electronic throttle pedal assembly
· Court Overrules the rule that inventions are obvious only if prior art teaches or suggests to a PHOSITA how to practice the invention or motivates them to try and achieve it
· Examiners may now consider background knowledge, inferential knowledge, and interaction of multiple prior art
· Rule: Obviousness if a person of ordinary creativity in the field, and possessing the normal skill base, would be induced to try to create the invention (based on what would have been known at the time)
· Ex: Brenner v. Manson
· Process patent for chemical compound, process must produce product that has utility to satisfy the requirement of utility
· Ex: Mayo v. Prometheus
· Seeking method patent for diagnosis and application of drug
· Process for applying drug is prior art, formula used to determine dosage is not patentable because a formula is not patentable absent an application to technology, finding the existence of an optimal range of dosage is not patentable, because the existence of the range is law of nature (process for finding it could be patentable), instruction to remain within range is a mental step lacking any use of technology and therefore not patentable
· PATENT INFRINGEMENT
· Types of Infringement
· Literal Infringement – each and every element is recited in a claim has identical correspondence in the allegedly infringing device or process
· Infringement by Equivalents – (Triple Identity Test) if an element of the accused device or process performs substantially the same function, in substantially the same way, to achieve the same results as the element in claim
· No Infringement – if any element of the claim is missing, both literally and equivalently, in the accused device or process, no infringement
· Indirect Infringement – includes inducement (inducing infringement of a patent liable as infringement)
· Inducement requires:
· Knowing the patent exists
· Intent to infringe it
· Actively inducing, aiding and abetting, or causing, urging, encouraging, or aiding
· Direct Infringement of a third party
· Contributory Infringement – offering to sell, selling, or importing components of a patented device, or using in practicing a patented process, constituting a material part of an invention, with knowledge that it is made especially for or adapted for use in an infringement of a patent
· Not a staples article or commodity of commerce suitable for substantial noninfringing use
· Only liable as contributory infringer if a third party directly infringes
· Steps to Prove Patent Infringement
· Interpret the Patent Claims – question of law for Judge
· Compare Claims with Accused Device/Method – is every element of the claim found in the accused device, question of fact for jury
· Ex: Larami v. Amron
· Larami has patent on super soaker, accuses Amron of copying
· All elements met, except one, is different, not literally or equivalent, so no infringement (internal vs. external storage).  Otherwise it adds one feature, which does not defeat infringement
· Likely that they originally listed storage tank, and examiner made them surrender and restrict it due to prior art, when that happens, you are estopped from claiming infringement by equivalence when someone does the thing that the examiner thought was prior art
· Types of Injunctions for Patent Infringement
· Temporary Restraining Orders (<14 days, before trial)
· Preliminary Injunction (for pending trial)
· Permanent Injunction (granted by trial)
· eBay Rules for Permanent Injunctions
· Only issue permanent injunction if:
· There will be irreparable injury without it
· Legal remedies are inadequate
· Balance of hardships between P and D – would hardship of injunction on D outweigh hardship on P without
· Consideration of public interest
· Nothing in Patent Law requires deviation from standard equitable test
· ANTITRUST and IP MISUSE
· 2 Regimes:
· Antitrust – economic monopolies, firms with market power
· Patent – govt granted patent monopoly, in some rare cases it may create an economic monopoly, usually though there is patent immunity
· Inequitable Conduct vs. Fraud
· Inequitable Conduct – affirmative defense to your infringement
· Fraud – counterclaim, that the patent is invalid, must show fraudulent intent
· Either may render a patent entirely unenforceable, and spawn antitrust and competition law claims
· Old vs. New Standard for Fraud/Inequitable Conduct
· Old Standard – validity claims are claim specific, render patent unenforceable, low standard for intent and materiality
· New Standard: Intent – specific intent to deceive the PTO needed, gross negligence does not satisfy, the applicant must know of prior art and deliberately withheld it
· Cant find deceit if there are multiple reasonable inferences
· New Standard: Materiality – But-for Materiality, would the PTO have allowed the claim if it was aware of the prior art
· There is no advantage from misconduct if the patent would have issued anyway
· Ex: Walker Process
· Fraudulent patent filing, claimed no knowledge of prior use of machine, but had themselves engaged in prior use, had patent protection for 17 years, sued Walker for infringement, creating incentive for Walker to discover that patent was fraudulent, and therefore illegally enjoyed monopoly under Sherman Antitrust Act
· Patent rendered unenforceable for patent misuse, antitrust immunity is lost, Clayton Act imposes treble damages (damages to anyone harmed, times 3)
· Walker holds that purchasers don’t have standing to make antitrust claim, which would require:
· Counterclaim in infringement suit
· Declaratory action by competitor or one threatened by suit
· Not satisfied by purchasers
· ANTITRUST STANDING ANALYSIS
· 1: Is the injury of the type the antitrust laws were intended to prevent?
· 2: Efficient Enforcers?

· Direct Injury
· Motivated to enforce antitrust
· Effects can be measured
· Recovery can be apportioned between parties to avoid duplicate recoveries
· 3: Standing to Challenge Validity

· Walker Process originally says purchasers don’t have standing
· Ritz Camera later includes standing for purchasers
· Ex: Ritz Camera v. Sandisk
· Walker Process claims typically brought by competitors, Ritz sues based on fraudulent procurement of Sandisk patent, due to nondisclosure of prior art
· Holds that direct purchasers have Walker Process standing to make antitrust claim even if they do not have standing to challenge the patent’s validity
· Ex: Lasercomb America v. Reynolds
· There is no SCOTUS authority as to copyright misuse, but this case recognizes copyright misuse by analogy to patent misuse
· Reynolds infringed L’s software, but they didn’t sign the license agreement, but that doesn’t give them permission to make copies
· Reynolds is entitled to equitable defense to infringement based on copyright misuse due to improper terms in agreement, L had 99-year term for non-competition provision in license agreement, which extends well beyond any copyright, so it is misuse
· Patent Infringement by Importation of Infringing Articles
· Must imported articles are infringing patent
· US industry is affected
· Refusal to License Patents
· Usually you can decline to license, consistent with patent rights
· Concerted Refusals to License are in violation of Sherman Act
· This is when 2 companies have shared patents but refuse to deal
· Ex: Princo v. ITC (ITC is the standard setting org)
· Philips and Sony engineers agree to use Philips tech and incorporate it into the standard, offer license packages, which includes the techs of both companies, reducing transaction cost, but is limited, can only be used for making CDs, Princo enters license, but stop paying
· Philips files to block imports of Princo products (not paying for license, infringement by importation), Princo argue patent misuse, court holds no misuse because the license package is not tying, it reduces transaction costs and avoids disputes
· Ex: Kimble v. Marvel, Inc.
· Kimble invents something, wants to sell license to Marvel, they decline and release infringing product, Kimble sues, gets running royalties, Marvel learns about Brulotte case which says you cant have agreement for royalties after patent expires
· Royalty agreements after patent expires are patent misuse, as opposed to trade secrets under Warner Lambert, trade secrets can still have royalties after they become known (they don’t create monopoly)
· Brulotte Rules
· Royalty obligations on expired patents are unenforceable, once patent expires you cant demand royalties anymore
· Brulotte is triggered by last-to-expire patent when multiple patents are involved in license
· When patent and know-how are licensed together, royalties can continue beyond the expiration of the patent, so long as the royalties take a step down
· SOFTWARE and DATABASES
· Code Languages
· Source Code – programming language, high level code often readable by humans in plain text
· Assembly Language – intermediate step, has alphanumeric labels, convertible to binary
· Object Code – usually in binary, low level computer readable code
· Most infringement occurs here, literal copying

· Machine Code – specific parts of object code executed by specific components
· INFRINGEMENT OF NON-LITERAL ELEMENTS (copyright)
· Ex: CAI v. Altai
· Not literal copying of the code, employee wrote new code, same thing but without direct duplication, non-literal copying
· This case establishes the well accepted approach for determining substantial similarity: the Abstraction-Filtration-Comparison Test
· Abstraction-Filtration-Comparison Test – basically lets your determine if someone who didn’t directly duplicated software non-literally copied it nonetheless
· Abstraction – isolate each level of abstraction, moving from code and ending with ultimate function
· Filtration – separate protectable expression from the non-protectable material (ideas)
· Consider merger doctrine, elements that have such limited expression that they are dictated by external factors, are public domain elements
· Comparison – what remains is protected expression
· Fair Use Defense for Software Copyright
· Intermediate copying of object code is fair use
· Usual 4 factors of fair use are applied to software too
· Purpose and Character of Use

· Nature of Copyrighted Work

· Amount and Substantiality of Portion Used

· Effect Upon Potential Market or Value

· Ex: Sega v. Accolade
· Accolade reverse engineers Sega cartridges so that it can enable its games to work with the Sega console, involves copying the software 
· Court says this is intermediate copying and is fair, they are not copying for purpose of selling a competing console, they are copying for the purpose of learning how to make games work with the console, and no continuing infringement after, needed to make interoperability, the use allows competition in market for games, not usurping the market of the console, by making compatible games they are doing something good for the consumers
· Ex: Oracle v. Google
· Google copies a lot of Java code for Android OS, Java wont license them Java on terms Google will accept, so they develop without license, involving 7000 lines of code copied, and the rest is non-literally copied
· Court holds the copied elements were not copyrightable due to Scenes-a-faire doctrine, stock or standard elements, or things controlled by spec of hardware or are widely accepting programming practices do not have protection
· Interoperability concerns should be addressed using fair use analysis
· Patents for Software
· Software Integrated into Operation Specific Chip (firmware)
· Patent is for the device, in other words a means-plus-function patent, the function of something plus the means employed to accomplish that function
· The chip itself however is a regular product patent
· Stand-Alone Code (for a general-purpose computer)
· Would be a method patent, but must be in a machine-readable format, like a CD or downloadable file
· When code is just for a regular computer, you cant use the generic computer as the means for employing a function for a means-plus-function patent, its just a method patent
· Elements of Patentability for Software (same as all patents)
· Patentable Subject Matter
· Utility – application, not just theory
· Novelty – not previously known in prior art
· Non-Obviousness – must be an inventive step
· Ex: Gottschalk v. Benson
· Method for converting decimal into binary is rejected patentability by the court
· This method can be performed with all kinds of machinery or without an apparatus (mentally or written down), it is mathematical formula without practical application other than to say generically with computers, granting a patent for it would allow protection for a mere idea
· Ex: Diamond v. Diehr
· Although computer program relying on purely mathematical formula wouldn’t be patentable, a specific device using computers running the program may be patentable
· Simply having an unpatentable element somewhere within an otherwise patentable thing doesn’t make it unpatentable
· PTO’s Guidelines for Patentability of Computer-Related Inventions
· Software apart from a device is protectable if:
· It is embodied on a machine readable medium
· It does something useful
· Allows claiming means-plus-function in a patent, you can claim a program storage device that is readable by a machine, as it tangibly embodies a program of instructions that are executable by the machine to perform method steps
· Ex: State Street Bank v. Signature Financial
· Software patent for a data processing system for financial services, requires a computer, but not one dedicated to this specific software (just regular computer)
· Court holds that machine transforming data through a series of mathematical calculations does constitute a practical application of mathematical algorithm, so if it creates a useful, concrete, tangible result (on physical medium), its patentable
· Case led to a rush of applications for business method patents for e-commerce
· Ex: Bilski
· Develops business method for managing risks, but it only manipulates an abstract idea, doesn’t have practical or technical implementation
· Court holding limits State Street, a business method is only patentable if:
· Implemented on specific apparatus (machine), or
· Transforms some tangible object (outside the computer)
· Ex: Alice Corp. v. CLS Bank
· Patent claim for escrow system implemented on computer, very broad claim
· Court holds that an unpatentable idea is not patentable merely because it is implemented on a computer, escrow is an abstract economic principle, implementing it with math doesn’t make it patentable
· Contrast to Diamond v. Diehr where the mathematical algorithm was used to run a process outside the computer
· MAJORITY APPROACH TO PATENTABILITY OF ELECTRONIC BUSINESS METHODS (after Alice Corp)
· Is the claim directed to an ineligible concept? – like an abstract idea (escrow in Alice Corp)
· If so, are there additional elements in the claim that apply/transform the concepts? – search for an inventive step, you cant just recite an abstract idea (we cant monopolize ideas)
· Alice Corp – merely implements mathematical principle, not patentable, doing so on a computer is still not patentable, each step of the business method just recites a concept of economics which are not patentable, and the computer is just performing generic math/computer functions, business process is a NO here
· DATABASES
· Protection of Databases differs between US and EU
· In US:

· Database Architecture (patentable)
· Database Arrangement (copyrightable)
· Database Contents (facts are not protectable, so they should be kept as a trade secret, unless it is public)
· In EU:

· Database Architecture (patentable)
· Database Arrangement (copyrightable)
· Database Contents – the EU allows suis generis protection of database contents
· Unlike the US, EU prohibits extracting data from database if there has been substantial investment in obtaining, verifying, or presenting the data
· EU will continue to protect the data even if it no longer becomes secret (like a leak or infringement occurs)
· ARTIFICIAL INTELLIGENCE
· AI:
· Artificial system that performs tasks under varying unpredictable circumstances
· Without significant human oversight
· Can learn from experience and improve performance
· Or, can think or act like human, has cognition, acts rationally, or achieves goals via perception, planning, reasoning, learning, communicating, and decision making
· Machine Learning
· When AI provides computers ability to learn without explicit programming
· Allows for rational decision-making by a computer.  Steps for rational decision making are:
· Give computer a goal
· Give computer model of world (laws of math/physics) and set of data
· Computer choses an action with highest expected utility
· Computer adjusts/updates model based on result
· Just like humans
· Deep Learning (variant of machine learning)
· Uses deep neural networks (DNN) learns levels of representation and abstraction to make sense inputs (like image, sound, text)
· Neural Network: like a human brain, except with algorithms in place of neuronal connections
· LEVELS OF AI
· Artificial Narrow Intelligence (ANI)

· Machine intelligence equaling or exceeding that of a human at a specific task
· Artificial General Intelligence (AGI)

· Machine with ability to apply intelligence to any problem
· We estimate to accomplish this by 2029
· Singularity, or, Artificial Super Intelligence (ASI)

· Machine intelligence far exceeding best human brains
· Estimated to be accomplished by 2045
· Trade Secret Issues for AI/Robots
· EU Proposal of an Open-Source Requirement (for safety concerns)
· Free access to source code
· Mandatory interoperability
· Potential for obstacles to maintaining trade secrets
· Explainable Artificial Intelligence (XAI)
· Transparency of AI operations/reasoning may reveal code or facilitate reverse engineering
· Patents for Inventions in AI
· Hardware – simple mechanical device utility patents, cyborg/implant type stuff would likely still need FDA approval, just like patented medicines
· Software – Alice Corp tells us abstract ideas are not patentable
· Deep Learning systems would be analogous to business method patents
· Special Purpose Chips wouldn’t be greatly affected, means-plus-function patent
· PTO has established a class for patents that cover “system and methods for providing answers to questions” which signals AI inventions will be patentable in the future
· Issues with Patents Made by AI
· AI is Inventor – under Chakrabarty, the invention would not have been made by man, so this may exclude patentability for invention made by machines
· Patents require Named Inventor: issue if inventor or co-inventor is a machine
· Inventors have to be Individuals: inventor must be a person, cant be company or corp, so where do AI controlled machines fit in
· Patent Thicket: rapid production of patents, even if we don’t allow robots to get patents, they may rapidly produce prior art, preventing patents
· AI replacement of PHOSITA: obviousness is gauged by person having ordinary skill in the art, but many things may be obvious to AI that aren’t obvious to person
· Increased Patent Quality: AI may allow to fast and accurate searches for prior art
· Copyright By AI/Robots
· US Copyright Office – no copyright for robots
· Possible to amend US Patent and Copyright acts to protect inventions/works by AI enabled machines
· World Intellectual Property Org. (WIPO) – unclear whether human creation is required for copyright
· UK Copyrights – copyright protection for literary, dramatic, musical, or artistic CGWs (computer generated works) if done such that the computer, if they were a natural person, would be considered an author
· Question of who owns copyright though, the robot or its creator?
· Infringement by AI
· Even if humans are needed for creation, they are not needed for infringement to occur (because intentionality is not usually necessary for IP cases)
· Issue of who is liable though
· AI in Legal Field
· Today

· Question answering
· Information Extraction
· Argument Retrieval from Texts
· Algorithmic Law

· Input legal problem
· Output legal result
· Predicting Legal Outcomes
· External Determinants (easy to spot)
· Judge attributes (gender, age, political party, etc.)
· Law Firms
· Type of Case
· Internal Determinants (Legal merits, harder to extract)
· Prediction Techniques

· Nearest Neighbor Test – input the features from the newly assigned case, outputs the distance to the nearest neighbor
· Supervised Machine Learning – Data used for training system includes assigned outcomes, builds an algorithm (decision trees), determine most efficient sequence of questions
· BLOCKCHAIN and HASHING
· Hash Generator – complex algorithm that can be run on any digital file to generate 256 bit hash, but you cant tell based on the output what the input was, only goes one way
· Any string of any length can be input to get output number
· Slight change in input string will produce massive change in output
· Only way to hack or reverse engineer is to use trial and error to find the hash, but with input of any length, it will essentially take an infinite amount of time to run all possibilities, not enough time in universe to find by trial and error
· Bitcoin Blockchain and SHA-256
· Bitcoin is a blockchain that uses hashes to:
· Record data and assemble data records into blocks
· Link blocks together to form blockchain, where each block contains the hash of prior block
· Proof work via mining – randomized release of bitcoin to compensate the node that assembled next block to maintain the blockchain
· How Blockchain Works
· Blocks are chained together by including the hash of the prior block
· Any tampering with prior block will change its hash and be immediately noticeable
· Data structure is “append only”, you can only add to the end, you cant alter the chain
· Each block does not contain the contents of the previous block, but contains the hash of the previous block, this prevents blocks from getting bigger and bigger
· Contents of the blocks are bitcoin transaction data
· How Bitcoin Mining (Proof of Work) Works
· First miner to generate a hash within the target gets bitcoin
· Current reward is 12.5BTC (approx. $100k)
· Odds of being the one to get the block are proportional to the amount of hashing power a node applies
· Bitcoin are therefore distributed in fairly random, non-predictable way
· Therefore, you don’t know what block comes next
· Prevents people from adding untrue data to their block
· Everyone has same odds of winning (kinda) like the lottery
· Every node has same odds, like every lottery ticket
· Increasing processing power increases odds in same way buying more tickets increases odds
· Cost of Mining Bitcoin is electricity cost of the computers
· Cheaper to mine bitcoin where electricity rates are lower and where less cooling is needed
· But also need fast data connections to communicate wins
· Timing and Difficulty

· More nodes mining means it will be solved quicker
· Difficulty of the function is adjusted to narrow or widen the target (by changing the length of the hash value) based on amount of miners, difficulty is reevaluated every 2 weeks
· Difficulty sets such that solution is found every 10 minutes on avg
· As soon as a block is chosen, all users jump to process the next block, adding the hash of the chosen block to the next block
· When 2 Blocks win at the same time
· Some nodes hear message from one winner first, others hear the other winner first
· Whenever node hears a miner won, they scrap their own block, hash the winners block, and begin working on next one
· System works because chain allows all parties to agree on prior history
· But now there is fork in the chain, next round of chain has contest for 2 blocks now, and some minors will work each one
· Whichever chain ends up having more miners will grow faster due to more processing power
· Nakamoto Consensus
· Everyone can see the two chains, longer one commands more processing power, shorter branch falls behind as more and more nodes give up on it to work on the longer chain, short one eventually dies
· Any bitcoin earned building the shorter chain is invalid, as its not recorded in the chain that ultimately becomes the longer true chain, loss of incentive to work short chain
· Every node maintains complete copy of the blockchain, so all nodes determine collectively the state of the blockchain
· The Bitcoin Itself
· Every coin comes from mining process, none made outside process
· Every coin owned by miner who mined it
· Every coin has own unique history, can be traced to particular block that created it
· We therefore always know how many bitcoin exist
· Bitcoin is capped, and will stop being produced at approx. 21 million BTC
· BITCOIN TRANSACTIONS
· Miner wanting to send BTC directs it to buyer’s public key
· Transaction creates an unspent transaction output (UTXO)
· If buyer wants to send it to someone else, she keys that UTXO to them
· Peer to Peer Network records the transaction in the blockchain 
· When a node gets notification of transaction, it shares with all connected nodes (gossips it)
· Connected nodes to the same, and so on
· Depending on connections with other nodes, a node may hear it twice, but it only listens first time, ignores after that
· Every node in network gets message in approx. 10 seconds
· Every node that hears the network adds it to next block if space
· If no space, holds it provisionally and places in next block
· Spending essentially is using one’s private key to direct the bitcoin to payee’s public account
· Double Spending (cant be done)
· Each transaction has a UTXO, so it cant be used again in another transaction, because it is no longer unspent, it was spent and recorded in the blockchain
· The second transaction relying on that UTXO is not recorded
· If transactions occur simultaneously, chain does not care who has a better claim to that payment
· Some nodes will hear about transaction between A-B first and record that, while others will hear A-C transaction and record that
· The block that wins and is added to the chain will have one of those transactions on it, but not both, and that’s the transaction that becomes valid and is recorded
· Owning Bitcoin 
· If you have 7 bitcoin, it means you have been keyed 7 UTXO, which can be identified on the blockchain with your secret key
· Public and Private Keys
· Keys are generated in pairs, one public and one secret, they are mathematically linked
· Public keys act as identities, “addresses”, inboxes, visible to anyone
· Public key like safe deposit box, everyone can see it, but only private key can open it 
· Anything encrypted to your public key, like a bitcoin you are transferring, a UTXO, can only be accessed using the corresponding secret key, which authorizes transactions
· Everyone can see what public key owns what bitcoin, no secrets exist on the blockchain
· Secrets exist off chain, who controls the public keys or addresses is secret (secret who actually has the secret key that corresponds to that public one)
· Loss of private key, don’t know it, you will never be able to access your UTXO, so unspent transactions remain unspent forever (everything is permanent)
· If key is stolen, no way to prove its not theirs
· Lost key means your bitcoin becomes valueless, cant be spent
· Address typically refers to public key, while key refers to private key
· SMART CONTRACTS
· Contracts written in code - may or may not correspond to a legal contract
· May reside on the blockchain
· The code essentially executes an event upon satisfaction of a programed condition
· Increased Certainty of Performance – because conditions are hardwired into code, they occur automatically, there is no option to not perform and pay damages instead
· Condition being met, and payment made, recorded on blockchain
· May require 3rd party oracle to verify condition is met (but this undermines what the blockchain tries to avoid, need for trust in a third party)
· LICENSING / TECH TRANSFER / STANDARDS
· Standard Setting Organizations (SSO)
· Owning a patent to a technology required by an SSO allows owner to command high royalty prices
· F/RAND Royalties – “Fair/Reasonable and Non-Discriminatory” licensing
· When a patent holder’s patent is incorporated into a standard, they may impose RAND loyalties, limiting the monopoly on that patent, requires the holder to forego exclusive use and licensing, but assuring adequate compensation in reasonable royalties
· Ex: Rambus v. FTC
· Rambus owns 4 patents in technologies adopted by SSO setting standards for computer memory, does not disclose this to SSO, this way they acquired monopoly due to the standardization, but avoided imposition of RAND limits and royalties, this is a Sherman Act violation
· FTC orders limits on royalties, conduct in avoiding RAND was deceptive and raises prices
· Ex: Golden Bridge v. Motorola
· GB alleges a conspiracy by the SSO to remove their tech from the standard
· Sherman Act claim dismissed, common dislike of a certain tech compared to others is not conspiracy, merely circumstantial, information exchange is important part of standard setting and doesn’t establish conspiracy, SSO’s must inherently exclude some products and technologies
· Ex: Microsoft v. Motorola
· Motorola enjoins sale of Xbox in Germany when Microsoft wont pay license fee they want, Microsoft obtains anti-suit injunction in US claiming that’s breach of RAND obligations, Motorola is subject to RAND commitment as part of standard, court holds no injunction unless infringer refuses to pay RAND, Microsoft pays RAND, don’t have to specifically license from Motorola
· Ex: Apple v. Motorola
· Cant get an injunction if damages would suffice, we know damages would suffice if party was willing to license for FRAND royalties
· Proper way to compute FRAND royalty:
· Determine licensing cost for patent immediately prior to adoption of standard
· Confine royalty demand to patent value as distinct from value due to adoption as standard
· Refusal to negotiate license does not justify injunction, but, court has power to increase damages to address bad-faith negotiations
· Non-Practicing Entities
· Motorola – after iPhone comes out, Motorola pretty much dies as manufacturer, becomes non-practicing entity
· Owns patents, doesn’t practice them, but license them
· Patent Stacking – many tech devices contain thousands of patents in them, even a minute price for them adds up to huge profits
· FIRST SALE DOCTRINE – sale of patented or copyrighted article exhausts restrictions on that article
· Ex: Adams v. Burke
· Facts: Licensed vendor to sell coffins lids within certain area only, undertaker buys product and uses outside that area, sued for infringement
· Rule: Territorial use restrictions do not survive sale from vendor to customer, the vendor is limited to area, but purchaser buys product free and clear of any claim of the patent holder
· Copyrights and Patents: Rightful owner of a copy of a copyrighted work is free to sell that copy without any issue from copyright holder, works the same for patents
· Copyright in that particular copy is exhausted, but the copyright of the content is still held by the copyright holder
· If you buy a patented good, you are the owner of that good, you can sell it, due to exhaustion
· Ex: General Talking Pictures
· Party licenses licensee to produce vacuum tubes for non-commercial use, licensee sells to buyer for commercial use use, buyer knows about the restriction
· Buyer is infringing just like licensee, because all parties involved know about restriction, licensee’s sale was unauthorized, seems inconsistent with Adams v. Burke, but buyer purchased it with knowledge that the sale was not authorized
· Ex: Quanta Computer v. LG
· Quanta buys Intel chips and uses with non-Intel components, sued for infringement of process patent (for managing memory), Quanta claims exhaustion
· Patent is not product patent, but process, court holds sale of component substantially embodying the process exhausts it, no infringement
· Ex: Kirtsaeng v. John Wiley & Sons
· Thai student buys tons of textbooks abroad, ships them to LA, sells cheaper than bookstore, makes tons of money
· Court holds that exhaustion occurs when book is sold legally, even internationally
· Ex: Lexmark v. Impression Products
· Court at first overrules Kirtsaeng’s ruling that exhaustion occurs internationally
· At SCOTUS level, reversed, court holds exhaustion occurs regardless of location of sale
· Ex: Vernor v. Autodesk
· V purchases software from Autodesk licensees, resells on ebay, Autodesk files DMCA take down notice
· Court holds that Autodesk is actually licensing its software, not selling it, according to their license agreement where Autodesk retains title and states it is nontransferable, so first-sale doctrine is unavailable
· DESIGNS
· IP in Design
· Design Patents – cover ornamental features for articles of manufacture, but not the function
· Granted for 14 years from date of grant
· Copyright – covers pictorial, graphic, sculptural works, but does not cover useful articles (called the Useful Article Doctrine)
· Trademark – doesn’t cover functionality in product design
· Utility Patents – cover the useful or functional device or process, but cant claim design is completely integral to function of the invention)
· But you can still seek both utility and design patent that has a novel design and novel function
· DEFINITION OF DESIGN
· Visual ornamental characteristic embodied in, or applied to, an article of manufacture

· Manifested in appearance, may relate to configuration or shape of an article or to the surface ornamentation applied to an article
· A design for surface ornamentation is inseparable from the article to which it is applied and cannot exist alone

· If a design is dictated by its functionality, it lacks ornamentality, and thus is not eligible for design patent
· Design Patents Require:
· Drawings – complete disclosure of appearance of design
· Does not require the underlying functional device to be patentable
· But the design patent only applies to this design applied to the specific type of article of manufacture named in the patent
· Ex: design patent on chair, if design is applies to table, that is not infringing, design patent only protects this design applied to chairs
· Ex: Apple v. Samsung
· Samsung claims Apple’s design patent is barred by prior art
· Obviousness must be determined by an ordinary designer, not an ordinary observer
· Infringement occurs when accused device deceives ordinary observer
· Apportionment – can look to components for analysis of infringement, not necessarily whole article (component being a part that is separate at wholesale)
· BIOTECH & PHARMA PATENTS/LICENSING
· Pharmaceutical Approval
· Research and Development phase – patent application
· Pre-Clinical Trials (animals)
· Investigation New Drug Application (INDA)
· Clinical Trials (humans)
· New Drug Application (NDA)
· Post Approval Monitoring
· FDA Approval
· Time to approval averages 11 years
· Cost of approval averages $2.5 billion
· FDA doesn’t approve drugs outside the US
· Hatch-Waxman Act
· Extends patent term for time of FDA Process (up to 14 years from FDA approval date)
· Abbreviated New Drug Application (ANDA)

· Encourages entry of generics into market
· Need only show bioequivalence to existing approved drug
· Clinical trials not needed
· Filing ANDA is deemed infringement of brand patent, but you get 6-month exclusivity if you successfully defeat patent
· Ex: AMP v. Myriad Genetics
· Isolated genes are not transformed from natural state, and purified sequences exist in mRNA as well, so they are unpatentable natural phenomena.  Genes were merely discovered, not invented, by extracting from natural surroundings (a groundbreaking, innovative, or even brilliant discovery does not by itself satisfy patentable subject matter)
· cDNA is patentable, because it is synthesized and does not exist in nature
· UNVERSITY RESEARCH & GOVT CONTRACTS
· Government Funded Research
· Most research funding comes from federal govt
· Pre Brayh-Dole Act – government de facto owns govt funded research, what govt and public pays for, it owns
· Post Brayh-Dole Act – IP best promoted/practiced in private sector, the government doesn’t adequately exploit inventions it acquires through funded research
· Universities must practice patented invention, or govt may require them to outlicense
· Outlicensing 
· Govt may require owner of govt-funded patent to grant a license if:
· Owner hasn’t taken effective steps to achieve practical application of invention
· Action is necessary to alleviate health or safety needs

· Action is necessary to meet requirements for public use

· Owner is in breach of agreements
· Requirements for University Outlicensing:
· Preference for US Industry – substantially manufacture in US unless not commercially feasible

· Preference for Small Firms – less than 500 employees, or license to inventor himself

· License to practice on behalf of US – non-transferrable, irrevocable, paid-up, ex: produce meds for military

· GOVERNMENT CONTRACTS
· When US patent is used or manufactured by or for the US govt without a license:

· Patent holder has no claim against competitor who is actually practicing the patent

· Contractor enjoys immunity from infringement claims

· Patent holder only has claim against the Govt for compensation

· No injunction, just compensation

· Ex: Zoltek
· Zoltek owns patent on stealth tech, Lockheed uses that tech in design of B-2 and F-22 under contract with govt, Zoltek sues US govt, not Lockheed, for infringement of process patent

· Court holds part of process occurred outside US, in Japan, no infringement of US process patent, only works if all process is in US

· On remand, Lockheed added as D, court overturns and finds cause of action against the govt (because no violation for practicing process patent outside US, but infringement occurs when imported), but Lockheed is immune
