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I. Introduction
a. Defining “white collar crime” 
i. Full range of frauds committed by business and gov’t professionals 
1. Usually by one with a fiduciary duty who abuses a position of power
ii. Characterized by deceit, concealment, or violation of trust
1. Do not depend on force or violence
iii. Motivation is financial 
iv. Almost always proved with circumstantial evidence 
v. The ‘cover-up’ is often worse than the crime
vi. Types: 
1. Structuring  breaking up financial transactions to avoid federal reporting requirements
2. Mail fraud
3. Wire fraud
4. Healthcare fraud
a. Off-label marketing (FDCA violations)
b. Antikickback violation
c. False Claims Act
5. Money laundering
6. RICO
7. Dodd-Frank
8. Process offenses
a. Perjury
b. False statements
c. Obstruction of justice 
b. Definitions: 
i. OCI = ‘office of criminal investigation’ (within each federal agency)
ii. OIG = ‘office of inspector general’
iii. ‘Strike force’ –DOJ attorneys in target cities to combat a certain type of crime
iv. ‘Takedown’ –coordinate law enforcement action against a large group of people (i.e., execute search warrants, make arrests, etc.)
v. Target –substantial evidence linking to a crime; most culpable
vi. Subject –may or may not have committed a crime, but need more information
vii. Witness 
c. U.S. Attorneys’ Manual (USAM)
i. Reference manual for DOJ attorneys
ii. Not binding
iii. Title 9 covers the criminal division
d. U.S. Sentencing Guidelines (USSG)
e. Complaint + affidavit (supported by probable cause)  criminal complaint  grand jury indictment
i. Information =an agreed-upon indictment; to waive grand jury for specified charges 

II. Criminal Liability 
a. Actus reus + mens rea + add’l statutory req  result w/o affirm. defense = guilt
i. Specific intent -intent to violate the law
1. Exception to the maxim “ignorance of the law will not excuse”
2. i.e., tax offenses (Cheek v. U.S.)
a. Ratzlaf v. U.S.  held that to be found guilty for structuring, the π must prove that the  knew that his conduct was against the law, not just that avoiding a reporting requirement (‘willfully violated’)
i. But Congress responded to decision and implemented law that  just needs to know that avoiding a reporting requirement
ii. General intent -intent to do the act
1. i.e., fraud
b. Rule of lenity –interpretation in favor of the accused when multiple possible readings of a statute
c. 2 core elements in white collar crime: 
i. Knowledge 
ii. Intent
1. “Intent to defraud”  an intent to deceive or cheat
a. Ways to negate intent element: 
i. ‘Good faith’ defense –when no intent to defraud; when good faith belief in the truth of alleged misrepresentations
1. π doesn’t want good faith jury instruction because superfluous and confusing, but  does
ii. Advice of counsel defense 
1. Raises this defense waives privilege 
2. Elements: 
a. Before taking action
b.  in good faith sought the advice of a competent attorney
c. For the purpose of securing advice on the lawfulness of possible future conduct
d. Made a full and accurate report to the attorney of all known, material facts, and
e. Acted strictly in accordance with the advice of the attorney
iii. Bona fide practice of law defense 
1. Available in obstruction cases 
2. Excuses lawful, bona fide, legal services in connection with a proceeding



III. Corporate Liability 
a. Historical development…
i. A corporation could not be criminally liable because no mind/body/soul
ii. Corporate liability for only regulatory offenses (act of omission) (1800s)
1. Intent not necessary
2. Fines only
iii. Corporate liability extended, but still to only strict liability offenses
iv. Corporate liability extended beyond the regulatory/strict liability space
1. NY Central & Hudson River RR Co. v. U.S. (1909)  held that the bad acts of an employee (i.e., fixing rates) may be imputed to the employer
a. Policy: An employer is in the best position to prevent bad acts by employees; only fair that between punishing the public and the corporation, the corporation bears the burden
2. The ‘Park Doctrine’ (‘responsible corporate officer’ doctrine)  potentially innocent corporate officers may be held strictly liable for violations of the FDCA (Federal Food, Drug, & Cosmetics Act)
a. Policy: Food, drugs and cosmetics affect public health, so better to put the burden of preventing a hazard on an innocent person who is in a ‘responsible relation’ to the potential danger than on the public
b. U.S. v. Park (1975)
c. [FDCA violation -one of very few criminal law offenses with no mens rea requirement (strict liability)]
b. Potential gov’t responses to corporate misconduct: 
i. Non-prosecution agreement (NPA) –occurs pre-indictment
ii. Deferred-prosecution agreement (DPA) –occurs post-indictment
iii. Plea agreement
1. Federal system -courts not bound by the parties’ agreement
2. State system -courts supervise parties’ agreement
iv. Conviction (or acquittal) 
v. Declination
c. Factors for determining whether to prosecute or not (USAM 9-28) [A]:
i. Not exhaustive; one factor not determinative 
ii. A strong and well-documented “culture of compliance” can help defend itself in a gov’t investigation and can help mitigate sentencing
1. Nature and seriousness of the offense
a. Risk of harm to the public
b. Applicable prosecution policy/priorities
2. Pervasiveness of wrongdoing
a. Complicity or condoning by upper management
3. History of similar misconduct 
a. Prior enforcement actions
4. Willingness to cooperate
a. As to potential wrongdoing by its agents
b. Yates Memorandum (2015) [B]  codified guidelines for the prosecution about when a corporation can get cooperation credit
i. Highlights:
1. Criminal and civil investigations should focus on individuals
2. Criminal and civil attorneys should regularly communicate 
3. Attorneys should not resolve a matter with a corporation without a clear plan to resolve the related individual cases 
ii. Criminal cases: Companies must identify individuals who were ‘substantially involved in or responsible for’ the conduct 
1. 2018 revision because requiring companies to identify individuals who played ‘any role’ in the conduct wasted time and resources
iii. Civil cases: Companies must identify wrongdoing by ‘senior management or the board of directors’ for some credit (full credit to identify those ‘substantially involved in or responsible for’ the conduct)
1. 2018 revision because binary choice (no credit or full credit) delayed resolution
c. In antitrust cases, the first to self-report gets a free pass 
5. Adequacy/effectiveness of the cooperation’s compliance program
a. At time of offense
b. At time of charging
6. Timely and voluntary disclosure 
7. Remedial actions
a. Efforts to implement or improve a compliance program
b. Efforts to replace responsible management
c. Efforts to discipline or terminate wrongdoers
d. Efforts to pay restitution
8. Collateral consequences
a. Whether there is disproportionate harm to shareholders, pension holders, employees, and others not personally culpable
b. Impact on the public arising from prosecution
9. Adequacy of other remedies (civil or regulatory enforcement) 
10. Adequacy of the prosecution of individuals responsible 

IV. Mail/ Wire Fraud (18 U.S.C. § 1341,1343)
a. Elements:
i. Knowingly participated in 
1. A scheme or plan for obtaining money or property by fraudulent pretenses, representations, or promises
2. OR any scheme to defraud [including defrauding another of the intangible right of honest services]
a. Mainly public corruption 
b. More narrow than mail/wire fraud
c. Evolution…
i. Development of intangible-rights theory
ii. McNally v. U.S. (1987)  held that mail fraud is limited in scope to protect only property rights
1. Carpenter v. U.S. (1987)  held that ‘confidential business information’ constituted property in a scheme where a reporter passed on advanced information on stock recommendations to a brokerage firm
iii. Congressional response (18 U.S.C. § 1346) –‘scheme to defraud’ includes a plan to deprive another of the intangible right of honest services 
1. Elements: 
a. Devised or knowingly participated in a scheme or plan to deprive a victim of a right to honest services involving an “official act” 
i. “Official act”  a decision or action on a ‘question, matter, cause, suit, proceeding or controversy’ that involves a formal exercise of governmental power (i.e., initiating research; exerting pressure on another; etc.); merely setting up a meeting or calling another official is insufficient (McDonnell v. U.S.)
b. Scheme consists of “bribes or kickbacks” in exchange for ’s services
i. Exchange may be express or implied
ii. U.S. v. Skilling  direct benefit through payment, not ‘undisclosed self-dealing’
c.  acted with the intent to defraud
d. ’s act was material
e. Used, or caused to be used, the mails or wires to carry out, or attempt to carry out, the scheme


ii. Statements made or facts omitted as part of the scheme were ‘material’
1. ‘Material’  had a natural tendency to influence, or were capable of influencing, a person to part with money or property 
2. Making a false statement not required 
iii. Acted with intent to defraud
iv. Used, or caused to be used, the mails or wires to carry out, or attempt to carry out, an essential part of the scheme
1. Wires –including radio or communication in interstate communication
2. Sufficient that the mailing/wire is incidental to an essential part of the scheme
a. Inquiry =whether the mailing/wire was part of the execution of the scheme as conceived by the  at the time 
i. Schmuck v. U.S.  held that where  purchased old cars, rolled back the odometer, and sold to dealerships, the dealerships mailing the title applications met the mail element (‘essential part of the scheme’)
3. ‘Cause a mailing/ wire’   one knows or can reasonably foresee mails/wires will be used in ordinary course of business
a. Doesn’t require that mail/wire was itself false or deceptive, so long as used as part of the scheme
b. Doesn’t matter whether scheme was successful
c. Not required that interstate communication was foreseeable
4. Jurisdictional element
b. Statutory maximum –20 years 

V. Healthcare Fraud (18 U.S.C. § 1347)
a. Prohibits:
i. (1) Schemes to defraud any ‘health care benefit program’, or
ii. (2) Schemes to obtain, by means of false pretenses, representations or promises, any of the money or property owned by any health care benefit program
1. ‘Health care benefit program’ =public or private
a. Title 42 (i.e., antikickback) prohibits only public pay programs 
b. Elements: 
i.  knowingly and willfully devised or participated in a scheme to defraud a health care benefit program or a scheme for obtaining money or property by means of false pretenses, representations or promises
1. ‘Knowing’ –aware of the act
2. ‘Willful’ –does not require specific intent that violating the law (in this context)
ii. Statements made or facts omitted as part of the scheme were ‘material’
iii. Acted with intent to defraud
iv. Scheme involved the delivery of or payment for health care benefits, items, or services 
c. Statutory maximum –variable
i. Default –10 years; GBI –20 years; death –possible life
d. After the ACA, healthcare offenses also include violations of: 
i. FDCA offenses
1. Off-label marketing 
ii. Anti-kickback violations
iii. False Claims Act
1. Making these federal healthcare offenses makes available:
a. Add’l remedies (i.e., criminal forfeiture –order to forfeit the property involved in an offense)
b. Add’l prosecution for process offenses (i.e., obstruction of justice) 
c. Add’l prosecution for money laundering 
i. Because a healthcare violation qualifies as a required, specified unlawful activity (SUA) underlying a money laundering charge
e. FDCA (21 U.S.C. § 321 et seq)  prohibits misbranded, unapproved, misleading marketing (strict liability)
i. Off-label marketing  although doctors can prescribe medication for off-label use (the practice of medicine), companies cannot market off-label, or an unapproved use
1. A pharmaceutical company must get approval for each intended use
a. Modern drug approval standards –balancing safety and efficacy (i.e., do the benefits outweigh the risks for the drug’s intended use?)
i. Requires ‘substantial evidence’; well-controlled clinical trials
f. Antikickback (42 U.S.C. § 1320a)  prohibits paying or soliciting ‘illegal remunerations’ for healthcare (i.e., bribes)
i. E.g., speaking engagements are OK unless a sham, like not a real conference, overpayment, no experience with the product, etc.
ii. E.g., bribery through paperwork, like pharma company doing administrative work on the doctor’s behalf
iii. An antikickback violation can be a false claims act violation because it taints the claim, even if the claim was medically necessary 
1. When kickbacks/bribes paid to federally-insured patients
iv. No specific intent required (do not need to know that violating the law) 
g. False Claims Act  
i. FCA claim if not medically necessary or even if necessary, but illegal remunerations paid 
ii. Also potential FCA claim because since the gov’t will not pay for off-label uses (unless a medically-accepted use), off-label promotion can cause the submission of false claims

VI. False Claims Act (31 U.S.C. § 3729)
a. A powerful tool for anti-fraud enforcement
i. Civil action, not criminal
1. Preponderance of the evidence standard 
ii. Gov’t can recover double or treble damages 
iii. No requirement of actual privity with the gov’t; simply that ‘caused’ a false claim
b. Definitions: 
i. ‘Qui tam’  lawsuit under the FCA
ii. ‘Qui tam’ relators (aka ‘whistleblowers’)  who bring lawsuits under the FCA
iii. Victim =the United States
1. E.g., U.S. ex rel [relator] v.  
c. Elements: 
i. The “submission” of a “claim” to the United States
1. i.e., FDA, healthcare, gov’t contracts, etc.
ii. The “falsity” of the claim
iii. “Materiality” of the claim
iv. “Knowledge” of the falsity of the claim
1. Looser element –includes actual knowledge, or acting in deliberate ignorance or reckless disregard for the truth 
d. Requirements:
1. [3 reform bills passed after 2008 –FERA, PPACA, Dodd-Frank –that gave the gov’t add’l tools to investigate companies in heavily regulated sectors] 
ii. “Public disclosure” bar  prevents relators from profiting from fraud that is already exposed 
1. A relator may overcome this bar is he is an “original source” 
a. Someone who has “knowledge that is independent of and materially adds to the publicly disclosed allegations or transactions” 
iii. Reverse false claims  for failing to act; companies must report and return any overpayment within 60 days 
e. Stages: 
i. A relator files a complaint and disclosure statement
1. Automatically sealed for 60 days, but may be extended while investigating 
ii. The gov’t can intervene or decline
1. Intervention
a. Relator is entitled to 15-25% of the recovery, depending on extend substantially contributed
b. What the relator wants because no further work 
2. Declination
a. Relator is entitled to 25-30% of the recovery (as long as relator did not ‘plan and initiate’ the violation)
f. Statute of limitations 
i. 6 years after the violation
ii. Or 3 years after the violation should have become known by the gov’t
1. But < 10 years
iii. Tolling provision

VII. Money Laundering
a. Accompanies another crime (the SUA –specified unlawful activity)
b. 3 types: 
i. Monetary transactions involving criminally deprived property (CRD)
1. ‘Criminally deprived property’ –any property derived from the proceeds of a criminal offense 
2. Elements: 
a.  knowingly engaged or attempted to engage in a ‘monetary tx’
i. ‘Monetary tx’ –a deposit, withdrawal, transfer, or exchange, in or affecting interstate commerce, of funds through a financial institution 
1. ‘Financial institution’ –e.g., FDIC-insured bank, credit union, travel agency, casino, precious metal dealer, etc.
2. Excludes money to hire an attorney (6th am.)
b. Knew the tx involved criminally deprived property
i. Gov’t does not have to prove the  knew the precise nature of the criminal offense or that the money represented the proceeds 
c. Property had a value greater than $10,000
d. Property was, in fact, derived from an unlawful activity
e. Tx occurred in the U.S. or overseas provided the  qualifies as a “U.S. person”
ii. Promotional 
1. Elements: 
a.  conducts or intends to conduct a financial tx involving the proceeds of a prior, separate criminal activity
i. ‘Financial tx’ –involves the movement of funds by wire, one or more monetary instruments, or through a financial institution that affects interstate commerce
1. ‘Monetary instrument’ –e.g., currency, checks, securities, etc. (title passes upon delivery)
ii. ‘Proceeds’ –any property derived from, directly or indirectly, through some form of unlawful activity
1. Procured or retained as a result of unlawful activity 
2. Before 05/20/09 –gross receipts; after that date –net profits 
b. Knew that the property represented the proceeds of that prior, separate criminal activity
c. Acted with the intent to promote the carrying on of that activity
iii. Concealment
1. Elements: 
a.  conducts or intends to conduct a financial tx involving the proceeds of a prior, separate criminal activity
b. Knew the property represented the proceeds of that prior, separate criminal activity
c. Knew that the tx was designed in whole or in part to:
i. Conceal the nature, location, source, ownership, or control of the proceeds of the prior, separate criminal activity, or
ii. Avoid a state or federal reporting requirement
2. E.g.,  transported money from within the U.S. through a place outside of the U.S. (or vice versa), knowingly that the money represented the proceeds of a prior, separate criminal activity and that the transportation was designed to conceal the source of the proceeds

VIII. RICO (Racketeer Influenced & Corrupt Organizations Act) (18 U.S.C. § 1961 et seq)
a. The ‘crime of being a criminal’
b. Several criminal and civil penalties 
c. 4 types of prohibited activity: 
i. Through a pattern of racketeering, invest in an enterprise
ii. Through a pattern of racketeering, maintain an interest in an enterprise
iii. Through a pattern of racketeering, participate in the affairs of an enterprise 
iv. Conspire to engage in enterprise conduct constituting a pattern of racketeering 
1. 'Pattern of racketeering’ –requires at least 2 predicate offenses (specified unlawful activity)
a.  Can be state or federal offenses

IX. Dodd-Frank
a. New regulations to strengthen civil and criminal sanctions after “too big to fail” banks
i. Securities regulation
ii. Swaps and derivatives regulation
iii. Consumer financial protection 

X. Process Crimes
a. Powerful prosecutorial tools because the underlying substantive crime is often difficult to prove (knowledge & intent); s commit process crimes more often; and help show consciousness of guilt
b. 2 primary ways to commit: 
i. Conceal 
ii. Falsify 
c. Types: 
i. Perjury
ii. False statements 
iii. Obstruction of justice 
d. Perjury
i. Elements:
1.  testified under oath (orally or in writing)
2. The testimony was false
a. Specific unanimity –each juror must agree which specific statement was false
b. Must be literally untrue
i. Bronston –held that no perjury where witness asked, “Have you ever had accounts in Switzerland,” and responded, “My company has”
1. Recognized that the literal untruthfulness requirement allows a ‘wily witness’ to escape prosecution 
2. Emphasized that incumbent on πs to ask the right questions and follow-up if given an unclear/indirect answer
ii. DeZarn –held that perjury where witness asked a question about a horse racing political party, but the π mistakenly said the wrong year, and witness’ answer was technically true
1. The court said that  knew what the π was really asking
2. Imposed a limit on the ‘wiliness’ of witnesses
c. Corroboration (the “two witness” rule) –the testimony of one witness is insufficient; need add’l witness testimony or other evidence 
3. The false testimony was material to the matter
4. The  acted willfully 
a. Deliberately and with knowledge that the testimony was false
e. False statements (18 U.S.C. § 1001)
i. Broader than perjury because doesn’t require  to have been under oath
ii. Elements: 
1.  made a false statement in a matter within the jx of the U.S.
a. Falsifies, conceals, or covers up a material fact by any scheme, or 
b. Makes any materially false statement, or 
c. Makes or uses any false document knowing that it contains a false statement
2. The  acted willfully 
a. Deliberately and with knowledge that the statement was untrue
3. The statement was material to the activities or decisions of the gov’t
a. Does not require actual reliance
f. Obstruction of justice 
i. Includes: 
1. Telling others to lie to the gov’t during an investigation
2. Tampering with or attempting to influence witnesses
3. Fabricating records
4. Destroying documents
a. E.g., instructing employees to comply with the company’s ‘document retention policy’
ii. Various obstruction statutes
1. E..g., obstructing an official proceeding (18 U.S.C. § 1512(c)(2))
a. Elements:
i.  obstructed, influenced, or impeded (or attempted to)
ii. An official proceeding
iii. With “corrupt intent”
1. Consciousness of wrongdoing
2. E.g., concealing & falsifying documents in a federal investigation (18 U.S.C. § 1519)
a. Elements: 
i. An investigation/matter within the jx of the U.S. was pending or contemplated by a U.S. agency
ii.  was aware of the investigation/matter
iii.  knowingly altered, concealed, mutilated, or destroyed something 
iv. With the intent to impede, obstruct, or influence the investigation/matter 
1. Courts have read in “corrupt intent” requirement
iii. Bona fide practice of law defense available in all obstruction prosecutions

XI. Vicarious Liability
a. A member of a scheme to defraud (with the requisite intent) can be liable for a co-schemer’s actions during the course of and in furtherance of the scheme, even if the member did not know what the co-schemer said or did
i. As long as the offense was reasonably foreseeable as a necessary and natural consequence of the scheme
1. E.g., scheme to fraudulently procure wheelchairs; beneficiary – recruiter –company – medicare 
a. Beneficiary, recruiter, and company potentially fully liable 

XII. Investigative Tools
a. Include: 
i. [Surveillance
ii. Witness interviews
iii. Data mining (electronically stored information) 
iv. Consensual/undercover recordings]
v. Parallel proceedings
vi. Grand jury
vii. Search warrants
viii. Subpoenas
ix. Wiretaps
b. Parallel Proceedings
i. Simultaneous investigations (often joint)
1. E.g., an investigation proceeding civilly and criminally, or state and federal, at the same time
2. Can help achieve greatest deterrence and financial recovery, and avoid duplication of resources 
ii. U.S. v. Stringer  the ‘dos and don’ts’ of parallel proceedings
1. OK as long as the gov’t does not make an affirmative misrepresentation or use a civil investigation as a pretext for a criminal investigation 
iii. Cross-collaboration and information sharing between civil and criminal attorneys OK 
1. But remember Rule 6(e) secrecy –cannot share ‘grand jury material’
c. Grand Juries
i. An investigative body with subpoena power
ii. Comprised of 23 members
1. A quorum of 16 needed to conduct business
2. 12 votes needed to return an indictment
a. A grand jury “should” indict if it finds probable cause, but grand jurors have discretion
iii. Rule 6(e) –Secrecy & Disclosure
1. Applies to: 
a. Grand jurors
b. Court reporter
c. Interpreter
d. AUSA
e. Other gov’t personnel assisting in the investigation
2. Does not apply to: 
a. Witnesses 
3. “Grand jury material”
a. Includes anything that happens in the grand jury room
b. But not pre-existing documents/records subpoena’ed to the grand jury, such as business records
c. E.g.: 
i. Grand jury transcripts 
ii. Exhibits or demonstrative material 
iii. Interview reports 
iv. Oral accounts of what happened in the grand jury room
iv. Exculpatory evidence
1. Federal –no constitutional obligation to present (but a π should if it is substantial and directly negates target’s guilt) 
2. State –duty to disclose evidence ‘reasonably tending to negate guilt’ (Johnson rule)
v. Hearsay
1. Federal –can be used to obtain an indictment because the FRE don’t apply
a. π selectively use hearsay testimony when want to avoid cross-examination fodder or avoid using it when want to lock in a witness’ testimony
2. State –not allowed; only evidence that would be admissible at trial
d. Search Warrants
i. Issued by a magistrate 
ii. Gov’t must:
1. Demonstrate probable cause 
2. Particularity requirement –in the premise to be searched and the items to be seized 
a. Exception: A business is “permeated with fraud”
iii. Remedy for invalid search warrant =exclusionary rule
1. Exception: “good faith” (Leon)
iv. Components: cover sheet; attachment A (premise to be searched); attachment B (items to be seized); affidavit (often under seal, until  is indicted) 

	Advantages
	Disadvantages

	No 5th am. privilege against self-incrimination
	Probable cause requirement and review by a magistrate

	Minimizes loss or destruction of documents
	Suppression of evidence if warrant invalid

	Plain view doctrine gives the gov’t other opportunities to seize evidence
	Particularity requirement

	Immediate access
	Disclosure of supporting affidavit 

	Availability of employees for interviews 
	Large volume of potentially irrelevant records

	No Rule 6(e) secrecy limitations
	Practically, only one shot

	Dramatic effect of search
	Adversarial relationship with subject of the search 



v. Practice pointers: 
1. Give instructions from a single source
2. First impressions with investigators really matter
3. Never interfere with agents
4. Communicate well with the AUSA
5. Ask to review the warrant and if permitted, determine the scope/limitations on areas of access, types of documents, etc. 
a. Object, but don’t obstruct, if agents exceed limits
b. Don’t give consent to go beyond the scope without approval and consideration
i. Agents ask for consent to avoid getting a “rollover warrant” (when an agent sees something responsive, but technically falls outside of the original warrant)
6. Accompany all agents during the search
a. Take detailed notes and photos/video if allowed (2-party consent required in CA)
7. Try to reach an agreement to retain copies of documents seized, to continue operating the business
8. State your objection in the presence of a witness if an agent takes confidential/protected documents
a. Make note to talk to AUSA
i. AUSAs avoid this problem on the frontend with a ‘clean team’ (aka ‘taint team’) of attorneys unconnected with the case to filter out privileged documents 
1. ‘Special master’ as a neutral arbiter re what is privileged (more common in state court)
9. Have a ‘search warrant response plan’ 
e. Subpoenas
i. Various kinds: 
1. Investigative (i.e., grand jury)
a. Subpoena duces tecum (for documents) or testimony
b. Nat’l in scope
2. Trial subpoena
a. Post-indictment 
3. Inspector General
a. Civil or criminal 
b. Not subject to Rule 6(e)
4. Rule 45
a. Civil
b. Directed to non-parties
c. Not subject to Rule 6(e) (because not criminal)
5. State and local agency
a. Not subject to Rule 6(e) (because not federal) 
6. HIPAA
a. Does not prevent a healthcare provider from turning over personal patient information 
b. Not subject to Rule 6(e)
ii. Components: fill-in-the-blank form with return of service 

	Advantages
	Disadvantages

	Does not require a probable cause showing or prior approval
	Loss of surprise

	No outside interference by the court or defense counsel (only remedy =motions to quash, which are rarely successful)
	Risk of document destruction or obstruction

	Opportunity to investigate the case in secret 
	Risk of ‘document dump’ of a large volume of irrelevant documents

	Broader in scope
	π has no control over the internal review of records



iii. Circuit split re whether a protective order or a subpoena takes precedent 
iv. Practice pointers: 
1. Suspend ‘document retention policy’
2. Have outside counsel handle making the response
3. Keep detailed notes of what doing
4. Have a ‘subpoena response plan’
f. Wiretaps  interception of the content of phone calls in real time
i. Not surreptitious recording by an agent (i.e., wearing a wire), but rather judge-authorized listening to phone calls
1. Agents listen in “wire rooms” 
ii. Components: 
1. Application 
2. Affidavit
a. Agent experience
b. List of target subjects
c. List of target offenses
d. Objectives of the investigation 
e. Prior applications
f. Information on target subjects
g. Probable cause 
i. That the phone (with a specific phone number) will be used for specified criminal activity
h. Necessity
i. That other investigative methods failed or would not be successful if employed 
iii. A highly intrusive tool, so safeguards: 
1. Bi-weekly reports
a. Including minimization efforts 
2. Sealing application 
3. Inventories 
4. DOJ oversight
5. 30-day periods and re-application process 
6. Necessity requirement
7. Minimization requirement  agents must stop recording when the call is not pertinent
iv. Pen Registers  record outgoing and incoming numbers 
1. Often a precursor to a wiretap because helps agents identify investigative targets
2. Access requires ‘specific and articulable facts establishing reasonable grounds to believe that the information is relevant and material to an ongoing criminal investigation’
a. Something less than probable cause 

XIII. Privileges & Immunities
i. The Fifth Amendment  protects a person against self-incrimination when a person’s response would be testimonial, incriminating, and compelled
a. Testimonial: the communication must ‘relate a factual assertion or disclose information’
b. Incriminating: a ‘real or appreciable fear’ that the testimony would be used to incriminate him or would ‘furnish a link in the chain of evidence needed to prosecute him’ 
c. Compelled: in response to a subpoena 
2. Act of Production Doctrine  a person may assert the privilege against self-incrimination in response to a subpoena (SDT) when the act of production would be testimonial, incriminating, and compelled 
a. Testimonial…
i. The act of production may communicate the existence, possession, and/or authenticity of documents
ii. ‘Foregone conclusion’ –not testimonial (no 5th am. protection) when the existence and location of the subpoena’ed documents are a ‘foregone conclusion’
1. Adds little or nothing to the sum total of the gov’t’s information by conceding that he has the documents
b. Incriminating… 
i. The message conveyed by the act of production, not the contents of the documents, must be incriminating 
c. Compelled 
i. United States v. Hubbell 
1. Facts: 
a.  entered a plea deal with the gov’t and promised to cooperate by turning over documents related to the Whitewater investigation
b. Gov’t began to suspect that  did not keep his promise, so sent him a SDT
c.  asserted the act of production doctrine
d. π granted him use/derivative immunity
e.  responded 
f. π charged  with tax fraud for under-reporting his consulting income
2. Holding: the Court dismissed the indictment, finding…
a. That the act of production privilege applied because the act of producing the documents furnished a link in the chain of evidence that led to his prosecution 
b. That  was protected by immunity because the π did not show a ‘wholly independent’ source 
3. Collective Entity Doctrine  the 5th am. privilege against self-incrimination does not apply to the records of corporate entities
a. Governs corporate records, not personal
i. Factors to determine a document’s ‘essential nature’: 
1. Who prepared it
2. The nature of the contents
3. The purpose or use
4. Who possessed it
5. Who could access it
6. Whether the corporation required its preparation
7. Whether the document was necessary to further the corporate business
b. An individual cannot rely upon the privilege to avoid producing documents that he possesses in a representative capacity, even if producing the records might incriminate him personally 
i. Rationale: An agent of a corporation asserting the privilege is tantamount to the corporation asserting the privilege 
c. Applies even to a dissolved corporation 
b. Attorney-Client Privilege
i. Elements: 
1. A communication
2. Between a lawyer and a client
3. For the purpose of obtaining legal advice
4. That is intended to be kept confidential
ii. The gov’t should not condition cooperation credit on the waiver of privilege
iii. In the corporate context:
1. General rule that corporate counsel represents the company, not individual employees, officers, directors, etc. 
a. Although a lawyer-client relationship may develop with individuals
i. Conflict of interest issues may arise if this happens
2. Upjohn Co. v. United States –held that if the communication is for the purpose of obtaining legal advice, including factual investigations by legal counsel, then it is privileged 
a. Factors: 
i. Communication made by employees
ii. To corporate counsel
iii. At the direction of superiors
iv. For the purpose of obtaining legal advice
v. Regarding matters within the employees’ duties 
vi. Employees know the purpose of the communication
b. The company (board of directors) holds the privilege and can therefore waive it
c. Practice pointer: 
i. Give an “Upjohn warning” before interviews with corporate employees 
1. I.e., “I represent the company, not you as an individual.  Of course, everything we say is privileged and confidential.  But the company holds the privilege, so it can decide whether to share our communication to a third-party like the gov’t.  Do you understand?”
iv. Attorney Work Product Doctrine (Fed. R. Civ. P. 26(b)(3))
1. Protects documents prepared “in anticipation of litigation or for trial”
a. No clear test, so often litigated 
2. Absolute protection for mental impressions, conclusions, opinions, and legal theories
3. Qualified protection for facts
a. Disclosure if opposing party shows: 
i. Substantial need, and 
ii. Depriving the party of the evidence would impose an undue hardship
4. Privilege held by both the attorney and client, unlike the attorney-client privilege which is held by the client only 
v. Joint Defense Agreements  allows information-sharing with third-party without waiving privilege 
1. Requires: 
a. An attorney-client relationship with one member of the joint defense group
b. Threat of litigation
c. Common interest or joint defense 
2. Even if a party withdraws from the agreement, the communication during the agreement period remains privileged 
vi.  Crime-Fraud Exception  communication or work product for the purpose of the client committing a current or future crime is not covered by the privilege 
1. Not easy to establish because cannot use privileged communication to establish the crime/fraud 
c. Immunity 
i. Types: 
1. Transactional  a witness cannot be prosecuted for any crimes discussed in his/her testimony 
a. Narrow
2. Use  a witness can be prosecuted but any information directly or indirectly derived from his testimony is barred 
a. 18 U.S.C. § 6002 
3. Absolute

XIV. Sentencing
a. Remedies: 
i. Criminal Forfeiture –an action/remedy added to the indictment giving  notice that assets can be seized 
ii. Civil Forfeiture –an action/remedy in rem (against the property) because the property was used in a crime; no accompanying criminal charges necessary 
b. 2-step process: 
i. The court calculates a sentence based on the sentencing guidelines
1. U.S. Sentencing Guidelines  starting point in determining a sentence
a. Base offense level + enhancements – departures =total offense level
i. Criminal history category 
ii. The court analyzes the statutory factors in 18 U.S.C. § 3553(a)
1. Nature and circumstances of the offense
2. History and circumstances of the 
3. Seriousness of the offense
4. Promote respect for law and just punishment
5. Avoid unwarranted sentencing disparities among similar s
6. Adequate deterrence 
7. Protect the public from further crimes by the 
8. Provide training, medical care, or other correctional treatment effectively
9. Restitution
c. Cooperation credit…
i. Sentencing is put over until ’s cooperation is no longer needed
ii. The π is required to report to the court how  cooperated 
iii.  gets a ‘downward departure’ based on ‘substantial assistance’ given to the π
1. ‘Substantial assistance’ factors: 
a. Significance and usefulness of ’s assistance
b. Truthfulness, completeness, and reliability of the information that  provided 
c. Nature and extent of ’s assistances
d. Danger or risk of injury to  or his family resulting from his assistance
e. Timeliness of the assistance
