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Computer Fraud & Abuse Act – 1984
· Restrictions

· Unlawful for any person to access a protected computer “w/o authorization”

· Forbids a person who has a legitimate and authorized right of access from “exceeding the authorized access”

· Results

· If there is either type of access AND

· It results in the person’s obtaining information from the protected computer AND

· If the conduct involves interstate or foreign communication

· THEN there is a violation of this Act

· Additional restrictions

· No dissemination of malicious software and trafficking in stolen passwords

· Cause of Action

· Any person who suffers damage or loss has a civil cause of action and may obtain:

· Compensatory damages

· Injunctive or other equitable relief
Amendments to the CFAA through the USA PATRIOT Act
	Issue
	CFAA
	USA PATRIOT ACT

	Definition of “protected computer”
	CFAA

· Computer used by the federal government or a financial institution, OR

· One which is used in interstate or foreign commerce or communication
	Amends the definition of “protected computer” to include:

· Computes outside US, as long as they affect interstate or foreign commerce or communication

Amendment allows prosecution of foreign criminals in the US



	
	Implications – Did not explicitly include computes outside the US
· B/c of interdependency of computer systems, crackers w/in the US targeted foreign computes AND

· Foreign crackers routed communications through the US and b/c of the lack of any US victim, discouraged US law enforcement agency from assisting foreign investigations.
	Implication

· This allows the US to use speedier domestic procedures to join in international computer crime investigations

	Definition of loss
	CFAA

· § 1030 (a)(5)(B)(i) – must cause $5,000 “loss”


	Codified the broad definition of “loss” that was adopted in US v. Middleton


	
	Implication

No definition of loss
· US v. Middleton – adopted an inclusive definition of loss, which includes a wide range of harms typically suffered by victims of computer crimes

· Thus, responding to the offense, conducting damage assessment, restoring the system and data to their prior condition, and any lost revenue or cost incurred b/c of interruption of service
	

	Issue of Aggregating Damages
	CFAA
§ 1030 (e)(8) – definition of damage – any impairment to integrity or availability of data, a program, a system or information that:
· Causes loss aggregating at least $5,000 in value during any 1 year period to one or more individuals
· Modifies or impairs or potentially modifies or impairs the medical examination, diagnosis, treatment or care of one or more individuals
· Causes physical injury to any person
· Threatens public health or safety

	May aggregate loss resulting from a related course of conduct affecting one or more other protected computers that occur w/in a 1 year period in proving the $5,000 jurisdictional limit

	
	Implication
· Unclear h/w re: whether prosecutors could aggregate the loss resulting from damage an individual caused to different protected computers in meeting the jurisdictional $5,000 loss threshold 
	

	Intent
	CFAA

· § 1030 (a)(5)(A) – “intentionally cause damage w/o authorization”


	An individual need only intend to damage the computer or the information on it, and not intend a specific $ amount of loss or other special harm.

	
	Implication

· CT’s have had difficulty in interpreting whether an offender must intend the actual loss suffered by the victim
	

	National Security and Criminal Justice Computes
	CFAA

· No special provision
	Created § 1030 (a)(5)(B)(v)

· Criminal violates federal law by damaging a computer “used by or for a government entity in furtherance of the administration of justice, national defense or national security” even if that damages does not result in provable loss over $5,000



	
	Implication

· Federal investigators and prosecutors did not have jurisdiction over efforts to damage criminal justice and military computers where the attack did not cause $5,000 loss or meet one of the other special requirements
	

	Penalties
	CFAA

First-time offenders
· No more then 5 years
Repeat offenders
· No more then 10 years
Mandatory Minimum
· 6 months

	First-time offenders
· No more then 10 years
Repeat offenders
· No more then 20 years
Mandatory Minimum
· Eliminated all mandatory minimum guidelines

	
	Implications

· Argued that the sentences did not adequately take into account the seriousness of the crime
	


Government Surveillance of Electronic Communication
Limitations on the government’s ability to survey electronic communication

· 4th Amendment

· 18 USC §§

· 2510-22

· 2701-11

· 3127-27

· 47 USC §§ 1001 et seq.

4th Amendment
· Search will satisfy 4th Amendment if it does not violate a person’s “reasonable” or “legitimate” expectation of privacy
· 2 discrete questions arise from the 4th Amendment

· Whether individual’s conduct reflects an “actual” (subjective) expectation of privacy?

· Whether the individual’s subjective expectation of privacy is “one that society is prepared to recognize as reasonable?”

· There is no bright line rule indicating whether expectation is constitutionally reasonable

· If a search will violate reasonable expectation of privacy, the government must obtain a warrant prior to conducting the search by demonstrating probable cause

Wiretap Act (18 USC §§ 2510-22) – commonly known as Title III

· Prohibits the intentional interception of any “wire, oral or electronic communication”
· Created the foundation for communication privacy and electronic surveillance laws by establishing a judicial process by which law enforcement officials may obtain lawful authorization to conduct electronic surveillance AND 

· Prohibiting electronic surveillance by private individuals

Electronic Communications Privacy Act (ECPA) (18 USC §§ 1367, 2521, 2701-09, 2711, 3117, 3121-24, 3126 & 3127)

· Extended the prohibitions of Title III to electronic communications that are intercepted contemporaneously w/ transmission

· Expansion

· Includes electronic communications that did not have a human voice element (i.e. email, cell phones, pagers, etc.)

· Additional requirements

· Minimal interference of the person using the service

· Minimize interception of communication not otherwise authorized for interception

· Also classifies electronic communication according to privacy interest implicated by the information sought

· i.e. disclosure of stored email v. subscriber account information

· Computing services available to public under stricter regulations then private
· Varying degree of legal protection depending on the perceived seriousness of the privacy interest involved

· Criminalizes and creates a civil liability for intentionally intercepting electronic communications w/o a judicial warrant
Stored Communications Act (18 USC §§ 2701-11)

· Provides protection for messages while they are in the course of transmission

· Applies to messages that are stored in intermediate storage temporarily, after the message is sent, but before it is retrieved by the intended recipient

· Does not apply to messages acquired after transmission to the intended recipient is complete

Communications Assistance for Law Enforcement Act (CALEA) (47 USC §§ 1001 et seq.)
· Telecommunication carriers must cooperate w/ law enforcement personnel in conducting lawfully authorized electronic surveillance
Pen Register & Tap-&-Trace State (18 USC §§ 3121 et seq.)
· Permits government to install devices that record and decode electronic signals used in call processing
· Used to determine the source and destination of wire and electronic communication

· Implications

· Though statute applied to telephone communications, there was a question as to whether it also applied to communication over computer networks

· USA PATRIOT Act § 216

· Clarifies that law enforcement may use pen/trap orders to trace communication on internet and other computer networks

· Limited to any non-content information (i.e. routing, addressing, dialing and signaling information)
· Also, before the law only referred to the use of mechanical devices, but today, the method used is software based, and therefore it was amended to include “intangible” process 

· Pen/trap orders issued by federal CT’s have nationwide effect

· Law enforcement must file a special report w/ CT whenever they use pen/trap order to install their own monitoring device (i.e. Carnivore) on computer belonging to a public provider

Intercepting Communications

Procedural Safeguards

· Government agent will need a subpoena to obtain information identifying a subscriber
· CT order to obtain a transactional records identifying the source and destination of communications

· Warrant to obtain the actual content of the electronic communications

· Wiretap order to intercept communications as they occur

Because of the privacy values it protects, Title III and ECPA places the highest burden on real-time interception of oral, wire, and electronic communications

· Therefore the government needs a CT order

· Must show that normal investigative techniques for obtaining the information have or are likely to fail or are too dangerous, and that any interception will be conducted so as to ensure that the intrusion is minimized

· Remedies for violations

· Criminal sanctions, civil suits, and adverse employment action

Title III Exceptions

· Permits a person acting under color of law to intercept an electronic communication where such a person is:
· Party to the communication OR

· One of the parties to the communication has given prior consent to such interception

· ( it has been held that a victim may monitor and authorize the government to monitor system intrusions directly w/ his or her computer
· Permits a person NOT acting under color of law to intercept an electronic communication where such a person is:

· Party to the communication OR

· One of the parties to the communication has given prior consent to such interception

· ( victim can monitor before law enforcement gets involved
· ( implied consent through the use of banners

· permits electronic communication providers to intercept communication as a “necessary incident to the rendition of his service” or to protect the “rights or property of the provider to that service.”

· ( private parties may monitor their system to prevent misuse

· Limitations

· Monitoring must be reasonably connected to the protection of the provider’s service and not as a pretext to engage in unrelated monitoring

Private Search and Seizures

· 4th Amendment prohibition does not apply to searches and seizures conducted by private parties who are not acting as agents of the government
· Therefore private individual’s warrant-less searches do not violate the 4th Amendment

· If private finds information and turns it over to the government, government can recreate search, but cannot exceed it w/o a CT order

· What would TIPS have done to people, would they then be considered private individuals or government agents?

Computer Crime and Intellectual Property Section (CCIPS)
	
	Previous law
	Amendment

	Authority to Intercept Voice Communications in Computer Hacking Investigations (§ 202)
	· Investigators could not obtain a wiretap order to intercept wire communications (involving human voice) for violation of CFAA.
	· Amends § 2516 (1) [the subsection that lists those crimes for which investigators may obtain a wiretap order] by adding felony violations to the list of predicate offenses.

	Obtaining Voice-mail and other Stored Voice Communications (§ 209)
	· ECPA governed law enforcement access to stored electronic communications (email) but not stored wired communications (voicemail)

· Wiretap statutes governed access to voicemail, which required use of a wiretap order (not search warrant).

· H/w access to voicemail is different then access to real time voice communications, and ( use of burdensome wiretap order was not good.
	· Changes the way in which wiretap statute and ECPA apply to stored voice communications.
· Deletes “electronic storage” of wired communications from definition of “wire communications”

	Scope of Subpoenas for electronic evidence (§ 210)
	· § 2703 allows gov. to use subpoena to compel a limited class of information (name, address, etc.) but did not include other (credit card #).

· § 2703 also were tech-specific, primarily dealing w/ telephone communications.
	· Updates § 2703 to expand the narrow list of records that law enforcement authorities may obtain w/ subpoena.

· Includes “records to session times and duration” as well as “any temp. assigned network address.”

· Also includes “means and source of payment”

	Clarifying the Scope of the Cable Act (§ 211)
	· Law contained 2 sets of rules re: privacy – cable and telephone.

· Cable act was very restrictive, limiting access of records possessed by cable company.  Prior notice to customer was required b/4 release of evidence by cable company.
	· When dealing w/ issues of communications services (as opposed to cable television), the wiretap and trap and trace statues apply.

	Emergency Disclosure by Communications Providers (§ 212)
	· No special provision allowing providers to disclose records or communications in case of emergency
· Did not permit provider to voluntarily disclose non-content records (i.e. login records) to authorities
	· Allows voluntary disclosures

	Using pen/trap orders to trace communications on computer networks (§ 216)
	· Lang. of statute only seemed to apply to telephone communications, not to computer network communications.
	· Amends §§ 3121, 3123, 3124, and 3127 to clarify that pen/trap statutes applies to a broad variety of communication technologies
· Also, installation of pen register and trap & trace devices may obtain any non-content information

· Also, includes the device to be “attached or applied” to the target facility and also revises devices to include processes.

	Nationwide effect of pen/trap orders (§ 216)
	· CT could only authorize installation of P/T devices w/in jxn of CT.
· H/w communications travels via many different providers and finding source will be difficult and if another provider is indicated as the source, another order must be pursued from jxn where the source is located.
	· CT’s jxn extends to the entire US

	Reports for use of law enforcement P/T devices on computer networks (§ 216)
	· Usually, will be able to get information from provider, but in certain cases, provider may not be able to do so, necessitating the use of other device (carnivore)
	· To attach device, must provide to CT under seal (1) ID of officer who installed and accessed the device, (2) date and time device was installed, etc., (3) configuration of device and (4) information collected by device

	Intercepting the Communications of Computer Trespassers (§ 217)
	· Computer owners could monitor activity on network for self-help, but unclear on whether they can get assistance from law enforcement officers.
	· Allows victims to authorize law enforcement to monitor trespassers on their computer systems.

· First requires that the owner or operator of the protected computer authorize the interception

· Second requires that law enforcement be conducting an ongoing investigation

· Law enforcement officer have reasonable grounds re: relevancy

· Law enforcement can only intercept the communications made by the trespasser

	Nationwide Search Warrants for Email (§ 220)
	· Search warrants for property may only be obtained w/in the district of the issuing CT
	· Expand power to issue search warrants for email

	Additional defense to civil actions relating to preserving records in response to government requests (§ 815)
	· 
	· 

	Development and Support of Cybersecurity Forensic Capabilities (§ 816)
	· 
	· 


Deterrence and Prevention of Cyberterrorism § 814
	
	Previous law
	Amendment

	Deterrence and Prevention of Cyberterrorism (§ 814)
	· 10 years
	· Increases the penalties for hackers who damage protected computers to 20 years

· Mens rea to intend damage, not the particular type of damage

	Raising max. penalty (§ 1030 (c))
	· 1st time offenders – 5 years

· Repeat offenders – 10 years
	· 1st time offenders – 10 years

· Repeat offenders – 20 years

	Intent to cause damage (§ 1030 (c)(2)(C) & (e)(8))
	· Requirement that there be intent to cause damage w/o authorization

· Damage was enumerated

· Therefore the question was whether there is required intent to cause the particular damage as was enumerated
	· Individual only needs to intend to cause damage, not damage of any particular kind

	Aggregating damage (§ 1030 (c))
	· Unclear as to whether aggregation was permissible
	· Aggregation is permissible

	New offense for damaging computers used for national security and criminal justice (§ 1030 (c)(2)(C))
	· No special provision where criminal or military computers damaged, but did not meet the jurisdictional requirement of $5,000
	· When criminal or military computers attacked, no requirement that jurisdictional requirement be met

	Expanding definition of “protected computer” to include computers in foreign countries (§ 1030 (e)(2))
	· Protected computer was a computer used by federal government or a financial institution, or one that was used in interstate or foreign commerce.
· Did not explicitly include computers outside the US
	· Computers outside the US included in definition of “protected computer”

	State convictions as “prior offenses” (§ 1030 (e)(10))
	· Though sentencing CT could consider prior convictions of state computer crime offenses…

· These state offenses did not trigger recidivist sentencing provision of 1030
	· State offenses included and triggers

	Definition of loss (§ 1030 (e)(11))
	· No definition of loss
	· Codifies United State v. Middleton


p/t – pen/trap


