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Video Surveillance
· Cameras are everywhere

· Improved technology

· Advances such as digitization of video mean cheaper cameras, cheaper transmission of far flung video feeds and cheaper storage and retrieval of images

· Centralized surveillance

· Unexamined assumptions that cameras provide security

· Monitoring video screens is both boring and mesmerizing and have found that after 20 minutes, attention of individuals has degenerated to well below acceptable levels

· Study of Britain (where there are lots of cameras) revealed that there was no conclusive evidence that camera reduced crime

· In addition to all this

· Cheap cameras w/ wireless transmission to a centralized source

· Face recognition and possibility of false ID

· Also does not require that participant know about it, cause it can be done from really far away

· Unmanned drone cameras

· Have been used by military for reconnaissance outside the United States

· Talk by Senate Armed Services Committee Chairman John Warner re: use in Homeland Security
· Surveillance systems, once installed, rarely remains confined to their original purpose
· Once it is set up, there will be an overwhelming force to make surveillance pervasive

Date Surveillance

· Collection of information about an identifiable individual, often from multiple sources, that can be assembled into a portrait of that can be assembled into a portrait of that person’s activities
· Some think that life outside in the public is not private

· H/w though person may be in the public, only that person knows where she’s going and been, the only comprehensive view

· Comodification of information by corporations

· It is easier to collect data

· This data is valuable to marketing efforts

· Genetic privacy
· Relentless commercialization of data is breaking down of long standing traditions such as doctor patient confidentiality

· DNA

· Difficult to keep confidential

· Extremely revealing about us

· Also issue genetic diseases, risk factors and other characteristic
· May result in 

· Discrimination by insurers

· Employment discrimination

· Genetic spying

· Financial privacy

· Similar to doctor-patient confidentiality, tradition of privacy and discretion by financial institutions has also collapsed.  Routinely put details of customers financial data up for sale

· Gramm-Leach-Bliley Act of 1999 – billed as financial privacy law.

· Creates a weak privacy standard, so weak that it has resulted in increasing abandonment of customer privacy by financial institutions

· Gives financial institution permission to sell customer’s financial data to anyone.  Any and all information except account number
· No privacy, unless you file complex paperwork, following a financial institution’s precise instruction before a deadline they set and repeat the process for each institution

· Intentionally make them difficult and cumbersome

· Few have opt-out

· New Data Gathering Technology

· Cell phone locations

· Biometrics

· Black boxes

· RFID chips – toll booth speed passes

· When prices drop, affix them to products in stores

· Implantable GPS

· Government surveillance

· Privacy Act of 1974 – banned government from maintaining information on citizens who are not target of investigations

· H/w government can get around this by purchasing data from private sector

· Government databases

· FBI

· Treasury Dept.

· Dept. of Health and Human Services

· Name, addresses, social security number and quarterly wages of every working person in the US

· Dept. of Education

· DMV

· Communication Surveillance

· Carnivore – tap into email traffic of particular individuals

· H/w unlike telephone wire tap, doesn’t cover just one device, but filters through all the traffic on the ISP

· The only thing keeping the government from trolling through all this traffic is software instructions written by the government

· W/o any independent oversight

· Conflict of interest

· Echelon – international eavesdropping program, partnership consisting of US, UK, Canada, Australia, and New Zealand

· Reportedly grabs email, phone calls, and other electronic communications from far flung listening posts all over the world

· US can’t listen to information gained w/in the US directly, but can exchange information w/ other partners who can

· Patriot Act – easy access to records

· FBI can force anyone to turn over records on their customers or clients, giving government unchecked power to rifle through various files

· Does not need to show suspicion of crime

· Can gag recipient of a search order from disclosing search

· Subject to no meaningful judicial oversight

· Expansion of “pen register” exception in wiretap laws

· FBI does not need to show probable cause or even reasonable suspicion of criminal activity

· Judicial oversight is essentially nil

· Expansion of intelligence exception in wiretap law

· Loosens the evidence needed by government to justify an intelligence wiretap or physical searches
· Lets the government circumvent Constitutions probable cause requirement

· More secret searches

· Previously, subject of search be notified of searches

· Notice is a crucial check on government’s power b/c it forces authorities to operate in the open and allows the subject of searches to challenge their validity in CT

· Now allows government to conduct searches w/o notifying subject re: search
· Under these changes and other authorities asserted by Bush Administration, US intelligence agents could conduct a secret search of an American citizen’s home, use evidence found there to declare him an “enemy combatant” and imprison him w/o a trial.  The CT’s would have no chance to review these decisions – indeed, may never even find out about them.

· TIPS Program

· Dividing citizens from citizens by encouraging mutual suspicion and reporting to the government would dramatically increase government’s power by extending surveillance into every nook and cranny of American society

· Such a strategy was central to Soviet Union and other totalitarian regimes

· Loosened Domestic Spying Regulations

· Ashcroft (5/02), issued new guidelines on domestic spying that significantly increases the freedom of federal agents to conduct surveillance on American individuals and organizations 

· FBI agents can infiltrate “any event that is open to the public”

· From public meetings and demonstrations to political conventions to church services to 12 step programs

· This was the same basis upon which abuses were carried out by the FBI in the 1950’s and 1960’s

· Surveillance of political groups that disagreed w/ government 

· Anonymous letters sent to the spouses of targets to try and ruin their marriages

· Infamous campaign against MLK

· If it is not just the reality of government of surveillance that chills free expression and freedom that Americans enjoy.  The same negative effects come when we are constantly forced to wonder whether we might be under observation 

· Dangers of Magic Lantern

· Not well defined by law.  May lead to unsupervised surveillance by law enforcement, b/c it is unclean whether any laws requiring oversight apply to the situation.

· More troubling then traditional wiretap, b/c removing the communications (even Carnivore requires assistance from ISP)

Stuff

· Under Title III, application for interception requires authorization of a high level DOJ official b/4 US Attorney can apply for such orders

· Interception orders must be filed w/ federal DC judge

· Therefore unlike typical search warrant, judges are not authorized to approve such applications and orders

· Interception limited to certain federal felonies

· Application – probable cause and state w/ particularity and specificity

· Offenses being committed

· Telecommunication facilities or places from which subjects communication are to be intercepted 

· Description of types of conversations to be intercepted

· ID of persons committing the offenses that are anticipated to be intercepted

· Thus focus on gathering of evidence, not intelligence

· Application

· Must indicate that other normal investigative techniques will not work OR are too dangerous

· Must indicate information concerning any prior electronic surveillance re: the subject or facilitating in question

· CT orders are limited to 30 days and interception must be terminated sooner if objective are obtained

· Judge may require periodic reports

· Therefore assures close and ongoing oversight of electronic surveillance

Viruses – I Love you

· Replicates in 3 ways

· Email attachments

· Internet relay chat file transfers

· Shared drives

· Writes itself into 3 locations

· Windows directory

· Windows directory

· System directory

· Modifies computer’s registry key

· Virus runs on restart

· Start page for MS Internet Explorer points to 1 of 4 web pages, hosted by Sky Internet

· These 4 pages linked to an executable called “win-bugsfix.exe”

· Virus code made the exe run

· Exe looked up computer’s dial up connection password and emailed them to an email address in Philippines

· Exe created HTML file on computer’s hard drive to infect other computers connected on IRC

· Then overwrites various music and graphic files and renames them as .vbs files

eBay v. Bidder’s Edge

· Dispute re: methods used to search eBay’s databases

· Preliminary injunctive relief

· Likelihood of success on merits 

· Possibility of irreparable injury OR

· Serious questions going to merits were raised AND

· Balance of hardship tip sharply in favor

· eBay – pro rata harm must pay for % of cost caused by harm

· CT said it is actual harm that must be measured

· H/w grant based on future harm that may occur.  If left unchecked, other aggregators may do the same thing and that will cause harm in the future

· Thus, in cases of patent infringement, held that infringers may continue and increase is an appropriate harm

Konop v. Hawaiian Airlines

· Alleged that ER viewed secured website w/o authorization, disclosed contents of that website and took other related actions in violation of the federal wiretap act, stored communications act and Railway Labor act

· TC granted summary judgment against EE on all except Railway Labor Act

· AC reversed Wiretap Act and Stored Communciations Act

· AC now affirmed re: Wiretap Act and reverse TC’s stored communications Act

· ECPA

· Title I – amended wiretap act – interception of electronic communications

· Title II – created stored communication act, which dealt w/ access to stored wire and electronic communications and transactional records

ID theft

· Widespread use of SSN

· Expansion of the internet

· GAO report

· Methods used to obtain ID information
· Basic street theft

· Sophisticated organized crime schemes, involving use of computerized databases or the bribery of EE’s w/ access to personal information on customer’s or personnel records

· Victims

· Do not realize it until attempt to obtain financing on home or vehicle loan

· How does it occur?

· Ranges from careless sharing of personal information to intentional theft

· Shoulder surfing

· Watch and listen

· Home, computer and online

· Outside home, dumpster diving

· Investigation and prosecution

· Investigation is labor intensive and individual cases are usually considered to be too small for federal prosecution

· Perps victimize multiple victims in multiple jurisdictions

· Victims are of little assistance

· Federal laws – ID Theft and Assumption Deterrence Act

· Previously – fraudulent creation, use or transfer of ID documents and not the theft or criminal use of the underlying personal info was forbidden

· Criminalizes the use of information w/o authorization

· Prevention

· Share information only when needed

· When in public, exercise caution

· Do not carry unnecessary ID info in purse or wallet

· Secure your mailbox
· Secure your computer

· Keep financial and medical records in a secure location

· Shred nonessential materials containing ID information

· Sanitize contents of garbage

· Ensure that organizations shred

· Remove name from mailing list

· Carefully review financial statements

· Periodically request copies of credit reports

· CA – mandates public disclosure of computer security breaches in which confidential information may have been compromised

· Failure to disclose

· Liable for civil damages

· Class action
p/t – pen/trap


