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General
I. General

A. General

1. What is internet law?

a) That is the question that we will be dealing w/ in this class, b/c unlike torts or K law, it is too new to determine what it is

(1) Thus the question is not what it is, but what should it be?

B. Topics
1. Privacy

a) Basic notion of privacy 

(1) Right to be left alone

(2) Right to anonymity 

(a) Are these fundamental concepts or dated concepts?

b) Other threats

(1) Corporations

(a) Can a protest on a website be private?

(i) EE sets up a website to protest ER, and ER breaks in.  Can EE sue ER?  9th Circuit ruled for EE and then reversed itself.

(b) Corporate email?  No right of privacy when sent w/ ER’s equipment

(2) Individuals – identity theft

2. Cybercrime

a) Common criminals on the internet

(1) Hackers and DOS

(2) Viruses and destruction of data

(3) Bad bots and access w/o permission

b) Number one problem cited by consumers is identity theft

3. Intellectual property

a) Internet trademarks, domain names, patents, TS

(1) Domain name disputes – 1995 cases (interesting b/c they were settling issues of jurisdiction)

(a) Panavision – there is jurisdiction, b/c satisfy the minimum contacts analysis

(b) H/w corporations don’t want to get into federal CT, b/c of the amount of money and time required over domain names, and thus ADR have been used to settle this issue

(2) Patents

(3) Trade Secrets

(a) DVDCCA case

(4) Copyrights

(a) Sony v. Universal – oldest case for this class

(i) Substantial non-infringing use (VCR’s and recording television)

(b) Universal v. Reimerdes – DMCA

b) Intellectual Property

(1) Napster

(2) RIAA v. Napster

(3) MGM v. Grokster

(4) Others

c) Database protection

(1) Feist case

4. Electronic Discovery

a) Technology for preparing a case

(1) Discovery in an electronic world

b) Technology for presenting a case

(1) Presenting evidence to an MTV jury

5. Free Expression

a) Protection for internet speech

(1) Reno v. ACLU – still the only SC internet case

(2) Free Speech v. Reno

b) Interesting result

(1) Congress

(a) Has lots of commerce power

(i) Passed 0 laws regarding internet commerce

(b) Does not have lots of power b/c of 1st amendment and free speech

(i) Constantly passes laws regarding speech on the internet

(2) Why?

(a) Porn on net is more interesting then money on the net

c) Libel

(1) Zerman v. AOL – time of the OK bombing and t-shirts w/ insensitive statements were sold and posted on the internet w/ Zerman’s business number.  Asked to remove it, but it went up again, and received lots of phone calls.  Zerman then sued AOL for compensation

(a) Should Zerman receive compensation from AOL b/c of other people’s posting

d) Software as speech

(1) Junger v. Daly – writing encryption software, is it a munitions or free expression?

(2) Universal v. Reimendes 

e) Foreign restrictions

(1) Can a foreign entity enjoin a US company from posting things that would be legal in the US, but illegal in the foreign state?

(2) How does the law of one nation impact the laws of another nation?

(a) Yahoo case

6. E-commerce

a) What really happened to the dot-com economy

b) Regulations of e-commerce

(1) Access Now v. Southwest Airlines

c) Spam

(1) Typhoon case

(2) CA anti-spam law

II. Cybercrime

A. Steganography

1. How does it work?

a) Image files (i.e. jpeg, gif) are composed of many tiny pixels, and a combination of pixels of different color and number will cause colors and shades in the image

b) H/w a change in the color of one tiny pixel will not make a noticeable difference in the picture

c) Therefore, messages can be hidden by changing the colors (via 1’s and 0’s) of a certain set of pixels w/o any noticeable change in the image

B. Hactivism

1. What is the basic premise?

a) Today’s society is very dependent on the network, and thus are very vulnerable to attacks on the network

b) Hackers can be used to help discover and resolve vulnerabilities in the network

2. Definitions and Concepts

a) Cybercrime

(1) There are 2 types of cybercrime:

(a) Acts which are totally w/in cyberspace

(b) Physical components which are merely facilitated in cyberspace

(2) Examples

(a) Unauthorized access to computers (this is where most of the statutes that deal w/ cybercrime are focused on)

(b) Malicious code

(c) DDoS attack (distributed denial of service attack) – take over a thousands of computers on a network and have them all make thousands of repeated request to a particular server, network, hub which causes them to incapable of responding to legitimate requests

(i) The simplest form of DDos attack is the use of the ping, which basically asks, “are you there?” and the other computer responds, “yes I’m here.”

b) Security Measures

(1) Computer Fraud & Abuse Act

(a) Focused on unlawful access to protected computers w/o authorization

(2) USA PATRIOT Act of 2001

(a) Act did many things, fundamentally (1) expanded the scope of the CFA and (2) narrowed the extend of the government actions re: wiretaps

(b) Specific changes in the law:

(i) Scope was expanded to computers outside of US and gave jurisdiction to US to prosecute foreigners

(a) i.e. in the Philippines, computer programmer caused damage to computers in the US.  Since there was no law in the Philippines which made what he did unlawful, there was no way to prosecute them

(i) Therefore it is now theoretically possible to prosecute them

(b) Was it necessary to expand the law in this way?

(i) In civil litigation, would be possible under the effects test to sue the Philippine hacker for damages

(ii) Therefore the question is was it necessary to expand the law into criminal prosecutions?

(ii) Defining loss – under the previous law, there was a $5,000 minimum

(a) If a hacker breaks in and takes over the computer, was there damage?  The computer is not physically damaged, so was there damage?

(i) Some courts have allowed creative ways of calculating whether there was damage or not

(ii) Thus, if the network administrator had to research the problem, remove the malicious code, install a firewall and patches, the time and cost involved could be used to say that damage was caused.

(b) What if a hacker does a little damage on a several computers?

(i) Under the new law, aggregates were allowed.  What are the implications?

(ii) RIAA hates the P2P networks and so decides to create a little mp3 file labeled “Brittney Spears” but it’s actually someone else’s voice saying, “piracy is bad.”  

(iii) Was there damage?  Time has been spent downloading the file and then erasing it.  Though damage is small, in the aggregate it is huge, and thus is the RIAA liable?

(iii) Intent

(iv) No damage requirement for computers that are used for the administration of justice, national defense or national security

(a) How broad are these definitions?

(b) Isn’t the purpose of requiring damages to be shown to show harm?

(c) If they are so valuable, why presume damages, wouldn’t it be easy to show damages anyway?

(v) Increase in penalty

(a) First time offenders – 10 years

(b) Repeat offenders – 20 years

(c) A lot of this was done very quickly and w/o debate and thus there are many implications and problems w/ the statute that the legislature probably has not thought of

c) Enhancing Privacy

(1) Encryption and right to remain anonymous conflicts w/ the government’s ability to catch the bad guys.  Thus, the government, since technology was being developed, have been trying to get (1) government escrows and (2) export controls

(a) Phone taps – originally, this was a mechanical device.  When the telephone system was developed, the government told the Bell that they wanted access to it, and they got it.

(i) When the Bells were broken up, there were differences in priorities b/t the Bells and the government.  Thus, what started out as a backroom deal became a federal law.

(b) Is your computer sending information to the government (Magic Lantern)?

(i) Is there a problem w/ that?  What if Microsoft has been doing this from the beginning?  Is there a problem w/ that?

(a) What if Microsoft is doing this on their own, w/o telling the government?

(i) If so, how much involvement does there need to be before Microsoft is considered a government actor?

(c) Carnivore – email sniffing program

(d) Echelon

d) Constitutional and Statutory protections

(1) 4th Amendment – search is ok, as long as it does not violate reasonable expectations of privacy

(a) What is a reasonable expectation of privacy?  Since there is more technology and it can be more invasive, does that mean we have a lower expectation of privacy?  Does that mean that privacy is a function of the level of technology?

(b) Independent parties are not covered by the 4th amendment, and therefore the question is when does the action of a private party become government action?

(2) Electronic Communication Privacy Act

(3) Wire Tap Act

(4) Procedural Safeguards

(a) Usually only relevant as a evidentiary safeguard

(i) FBI obtains some evidence w/o a warrant.  What is the punishment?  FBI cannot use the evidence in court.

(a) This is fine if you are being tried for something, b/c FBI can’t use the information

(b) H/w not very useful to protect someone’s privacy outside of the trial setting, b/c there are no other punishments for violating procedural safeguards

e) Miscellaneous topics

(1) Consent – on the website, there is a banner that says, “by accessing this website, you consent to certain things.”

(a) H/w what if you are accessing the site via an automated agent?

f) Agencies

(1) Information Awareness Office

(a) To come up w/ new techniques to determine who the terrorist are before they do something

(2) National Infrastructure Protection Center 

(a) Since the Clinton administration

g) Security holes

(1) There is a known security hole in the MS SQL software, and if a hacker exploits that security hole and causes damage, can you sue them in torts?

(a) No, software developers are exempt form civil liability

(b) Is that a good thing?

(i) On the one hand, if they are held liable, then innovation will be suppressed

(ii) On the other hand, if they are not held liable, there is less of an incentive for them to fix security holes

(2) Should the computer industry be regulated?

(a) Automobile manufacturers are regulated, but computers can cause more damage, so should the computer industry be regulated?

C. ACLU article

1. Advances in technology are eroding the chains that are in place to keep the government from intruding into the lives of its citizenry

a) Law is not keeping step w/ the bigger technological beast

b) When we are speaking about they, who are “they?”

(1) Government

(2) Corporations 

2. What are some of the new technologies?

a) Video surveillance

(1) Trends

(a) Proliferation

(b) Face recognition

(i) And the databases behind them

(2) What is important is not the technology itself, but the aggregation of technology

(3) Cameras are everywhere

(a) Improved technology

(i) Advances such as digitization of video mean cheaper cameras, cheaper transmission of far flung video feeds and cheaper storage and retrieval of images

(b) Centralized surveillance

(c) Unexamined assumptions that cameras provide security

(i) Monitoring video screens is both boring and mesmerizing and have found that after 20 minutes, attention of individuals has degenerated to well below acceptable levels

(ii) Study of Britain (where there are lots of cameras) revealed that there was no conclusive evidence that camera reduced crime

(4) In addition to all this

(a) Cheap cameras w/ wireless transmission to a centralized source

(b) Face recognition and possibility of false ID

(i) Also does not require that participant know about it, cause it can be done from really far away

(c) Unmanned drone cameras

(i) Have been used by military for reconnaissance outside the United States

(ii) Talk by Senate Armed Services Committee Chairman John Warner re: use in Homeland Security

(5) Surveillance systems, once installed, rarely remains confined to their original purpose

(a) Once it is set up, there will be an overwhelming force to make surveillance pervasive

b) Data surveillance

(1) Collection of information about an identifiable individual from a multitude of sources that can be assembled into a portrait of the person

(a) Predictive data

(2) A trail is left whenever people act

(a) Spending money and the use of credit cards

(b) Website tracking

(c) Cell phones as a tracking device

(i) Cell phones is basically a tracking device, where the service provider can figure out where the person is so that the data can be sent to them

(d) GPS and car rentals

(i) Drive too fast and the car rental company can fine you

(3) Collection of information about an identifiable individual, often from multiple sources, that can be assembled into a portrait of that can be assembled into a portrait of that person’s activities

(a) Some think that life outside in the public is not private

(i) H/w though person may be in the public, only that person knows where she’s going and been, the only comprehensive view

(4) Comodification of information by corporations

(a) It is easier to collect data

(b) This data is valuable to marketing efforts

(5) Genetic privacy

(a) Relentless commercialization of data is breaking down of long standing traditions such as doctor patient confidentiality

(b) DNA

(i) Difficult to keep confidential

(ii) Extremely revealing about us

(a) Also issue genetic diseases, risk factors and other characteristic

(i) May result in 

(ii) Discrimination by insurers

(iii) Employment discrimination

(iv) Genetic spying

(6) Financial privacy

(a) Similar to doctor-patient confidentiality, tradition of privacy and discretion by financial institutions has also collapsed.  Routinely put details of customers financial data up for sale

(i) Gramm-Leach-Bliley Act of 1999 – billed as financial privacy law.

(a) Creates a weak privacy standard, so weak that it has resulted in increasing abandonment of customer privacy by financial institutions

(i) Gives financial institution permission to sell customer’s financial data to anyone.  Any and all information except account number

(ii) No privacy, unless you file complex paperwork, following a financial institution’s precise instruction before a deadline they set and repeat the process for each institution

(iii) Intentionally make them difficult and cumbersome

(iv) Few have opt-out

(7) So what if all this data is being compiled, what is the problem with that?

(a) How reliable is that data?

(i) Larger the database, the more chance for errors

(a) i.e. drivers license – there is both rampant corruption at the base level of the DMV and there is also incompetence, b/c how much can you input on a clear head?  When you’re on the 5000th entry, how clear headed are you?

(ii) Thus, if there is a large database (national ID cards), how reliable will that data be?

(a) Next, if there is a mistake in the database, then how difficult will it be to make any changes?

(i) i.e. look at identity theft, if someone has their identity stolen and their credit ruined, it is very difficult for them to clear their name and get a good credit rating again

(b) Cell phone locations

(c) Biometrics

(d) Black boxes

(e) RFID chips – toll booth speed passes

(i) When prices drop, affix them to products in stores

(f) Implantable GPS

(8) Intrusive data surveillance

(a) TIPS – postal workers spying on the neighborhood (h/w it has been killed by Congress)

(b) DOJ guidelines – “infiltrate any event that is open to the public”

(c) CAPS II (computer assisted passenger screening)

(i) Suspicious citizen

(ii) Trusted traveler

(a) H/w what is this based on?  If there is a mistake, how do we fix it?  If someone has been mistakenly placed on the list, they are not going to be notified and given a hearing, so how do you fix it?

c) These systems are going to have shortcomings and they are not going to catch all the bad guys, then what’s going to happen next?

(1) One possibility is that they are going to scrap the program, and say that it was a failure

(2) Another possibility is that they are going to say that the program did not go far enough, and therefore we need more comprehensive measures, more deterioration of liberties

d) Look at Cointelpro and how much damage the government did w/ low tech.  Government did not like some people and used low tech methods to get at them.  Do we really trust the government with all the high tech methods?

3. ACLU’s conclusion

a) Must change the terms of the debate

(1) Must look at the big picture

(2) One of the problems w/ the loss of incremental freedoms is that it is incremental and thus not noticeable.

(a) Thus, needs to put everything in a mosaic

b) Create comprehensive privacy laws

(1) Instead of creating reactive laws

(a) i.e. Robert Bork’s video rental habits were released and thus a law preventing such disclosures was made

c) New technologies and new laws

d) Revive the 4th amendment

(1) Find a better way to interpret the constitution

D. Technologies
1. Government surveillance

a) Privacy Act of 1974 – banned government from maintaining information on citizens who are not target of investigations

(1) H/w government can get around this by purchasing data from private sector

b) Government databases

(1) FBI

(2) Treasury Dept.

(3) Dept. of Health and Human Services

(a) Name, addresses, social security number and quarterly wages of every working person in the US

(4) Dept. of Education

(5) DMV

2. Communication Surveillance

a) Carnivore – tap into email traffic of particular individuals

(1) H/w unlike telephone wire tap, doesn’t cover just one device, but filters through all the traffic on the ISP

(a) The only thing keeping the government from trolling through all this traffic is software instructions written by the government

(i) W/o any independent oversight

(ii) Conflict of interest

b) Echelon – international eavesdropping program, partnership consisting of US, UK, Canada, Australia, and New Zealand

(1) Reportedly grabs email, phone calls, and other electronic communications from far flung listening posts all over the world

(a) US can’t listen to information gained w/in the US directly, but can exchange information w/ other partners who can

3. Patriot Act – easy access to records

a) FBI can force anyone to turn over records on their customers or clients, giving government unchecked power to rifle through various files

(1) Does not need to show suspicion of crime

(2) Can gag recipient of a search order from disclosing search

(3) Subject to no meaningful judicial oversight

b) Expansion of “pen register” exception in wiretap laws

(1) FBI does not need to show probable cause or even reasonable suspicion of criminal activity

(2) Judicial oversight is essentially nil

c) Expansion of intelligence exception in wiretap law

(1) Loosens the evidence needed by government to justify an intelligence wiretap or physical searches

(a) Lets the government circumvent Constitutions probable cause requirement

d) More secret searches

(1) Previously, subject of search be notified of searches

(a) Notice is a crucial check on government’s power b/c it forces authorities to operate in the open and allows the subject of searches to challenge their validity in CT

(2) Now allows government to conduct searches w/o notifying subject re: search

4. Under these changes and other authorities asserted by Bush Administration, US intelligence agents could conduct a secret search of an American citizen’s home, use evidence found there to declare him an “enemy combatant” and imprison him w/o a trial.  The CT’s would have no chance to review these decisions – indeed, may never even find out about them.

5. TIPS Program

a) Dividing citizens from citizens by encouraging mutual suspicion and reporting to the government would dramatically increase government’s power by extending surveillance into every nook and cranny of American society

(1) Such a strategy was central to Soviet Union and other totalitarian regimes

6. Loosened Domestic Spying Regulations

a) Ashcroft (5/02), issued new guidelines on domestic spying that significantly increases the freedom of federal agents to conduct surveillance on American individuals and organizations 

(1) FBI agents can infiltrate “any event that is open to the public”

(a) From public meetings and demonstrations to political conventions to church services to 12 step programs

(i) This was the same basis upon which abuses were carried out by the FBI in the 1950’s and 1960’s

(a) Surveillance of political groups that disagreed w/ government 

(b) Anonymous letters sent to the spouses of targets to try and ruin their marriages

(c) Infamous campaign against MLK

b) If it is not just the reality of government of surveillance that chills free expression and freedom that Americans enjoy.  The same negative effects come when we are constantly forced to wonder whether we might be under observation 

7. Dangers of Magic Lantern

a) Not well defined by law.  May lead to unsupervised surveillance by law enforcement, b/c it is unclean whether any laws requiring oversight apply to the situation.

(1) More troubling then traditional wiretap, b/c removing the communications (even Carnivore requires assistance from ISP)

8. Carnivore

a) FBI says that it is the equivalent of the wire tap (uses the term pen register, which was the method used long time ago to record the numbers that the phone had dialed)

b) Issue – government wrote the code and has been reluctant to share it (except for a limited exception)

(1) Therefore the question of what passes through the filter is unknown

(2) There is no oversight

9. Magic Lantern

a) Key logger via a Trojan horse (as opposed to a virus which replicates itself)

b) Has been used once in a case against mob bosses computer to get passwords

10. Which one is more dangerous to privacy?

a) Carnivore

(1) Effects are greater number of people and therefore is arguably more dangerous

b) Magic Lantern

(1) Does not require ISP’s cooperation and therefore can be done w/o anyone’s knowledge

(2) Access to information is greater

(3) There is no oversight

11. Shouldn’t the Computer Fraud and Abuse Act forbid the government from using such techniques?

a) No, b/c under § 1030 (f) there is an exemption for the FBI

E. Total Information Awareness

1. What is it?

a) Data surveillance

b) What the ACLU has been talking about

2. Congress has requested information re: TIA, but has not killed it

F. Today

1. Previously, privacy had been protected by practical barriers

a) H/w today, those practical barriers are being destroyed

(1) If you had to hire a human being to follow people around, that would be prohibitively expensive, and thus there were limits on what the government was able to do

(a) CoIntelPro was the limit of what could be done w/ low tech intelligence

(2) H/w w/ cameras on every corner, it is not as hard to do anymore

2. Fair use and copyright

a) If you break copyrights on a small scale, it is ok, b/c the implications are not going to be that great, and thus the CT’s developed a term of fair use

(1) This was a practical compromise

b) H/w everything is now changing b/c of technology

G. Things about the internet

1. It is difficult to verify sources on the internet

a) Reporter created a website, claiming to be a terrorist group and the creator of the “slammer” virus.  Many reporters saw the site, believed it, and had an email correspondence w/ the “terrorist.”

2. Dot gov website that doesn’t belong to the website

a) Dot gov suffix is suppose to be only government websites.  But somehow, a non-government group was able to obtain a dot gov suffix, and created a website, claiming to be a government agency.

H. Hackers

1. Note: hacker was originally meant to refer to one who makes furniture w/ an axe.

a) The term “hack” meant to create a solution overnight

2. 3 Types of hackers

a) White – motivated not by personal profit or other malicious motivation, but curiosity and a desire to fix things

b) Grey – not necessarily malicious, but motivated by something less then altruistic

c) Black – motivated by malicious motivation, either personal aggrandizement or profit

(1) Difference b/t different types of hackers seems to be the intent of the hacker

(a) Though intent is important, oftentimes the difference b/t a white, grey and black is just a matter of perspective

(i) Also, another thing to note about the hacker culture is that it is not static

(ii) Instead, hackers will change hats constantly (just like regular people)

3. Dildog

a) L0pht – exposed vulnerabilities in Microsoft

(1) Considered to be white hat (or possibly grey) b/c they gave notice to MS

(2) L0pth Crack 2.5 – cracking windows password file though “brute force.”

b) Cult of the Dead Cow – extremely arrogant in what they claim to be able to do (i.e. moving satellite orbits)

(1) Back Orifice 2000 – remote access control (similar to LapLink, PCAnywhere, and remote access controls in Windows XP Professional)

4. Equalizer / Max Vision

a) Both a skilled hacker and a FBI informant.  Was arrested and charged on 15 counts; computer intrusion (Computer Abuse & Fraud Act), interception of communications (Electronic Privacy Act), and stolen passwords (property).  Sentenced to 18 months in prison and banned from the internet for 3 years.

b) What did he do?

(1) Wrote a worm that closed a security hole that was being opened by another worm, but also left a secret backdoor for self, OR

(2) Refused to wear a wiretap into a meeting w/ a friend

c) Implications?

(1) Taltos – it is a witch hunt and the resulting message is don’t work for the FBI or the government, b/c they will get you when you refuse to be their puppet

(2) Judge – needs to make an example out of the him to deter other hackers

I. Viruses

1. Replicates in 3 ways

a) Email attachments

b) Internet relay chat file transfers

c) Shared drives

2. Writes itself into 3 locations

a) Windows directory

b) Windows directory

c) System directory

3. Modifies computer’s registry key

a) Virus runs on restart

b) Start page for MS Internet Explorer points to 1 of 4 web pages, hosted by Sky Internet

(1) These 4 pages linked to an executable called “win-bugsfix.exe”

(a) Virus code made the exe run

(b) Exe looked up computer’s dial up connection password and emailed them to an email address in Philippines

(c) Exe created HTML file on computer’s hard drive to infect other computers connected on IRC

(2) Then overwrites various music and graphic files and renames them as .vbs files

4. Secret backdoors and Easter Eggs
a) If you look at any source code for a program, there are an incredible number of lines of code, and it is practically impossible for a single human being to check all those lines to make sure that it is all “safe.”  Thus, it is possible for programmers to add little “Easter eggs” into a program and nobody will know what had happened (and it is also very common).

b) Easter Eggs are common and known b/c the programmers publicize their existence or b/c the way to discover it is not very complex.  H/w if it is something like a secret backdoor, which would not be publicized and would have a more complicated method to access it, it would probably not be discovered (except by sheer luck and accident).

5. I Love You Virus
a) Viruses in general are more of an annoyance and a source of embarrassment for most people, unless of course you are a system administrator and the viruses are clogging up your servers.  But for most people, viruses don’t really cause much damage, b/c they just replicate and then send themselves out to a lot of people, w/o causing actual damage to a computer.

b) Propagation

(1) Networks

(2) Email

(3) IRC

c) Hid media files or changed media files into .vbs files

(1) Could have caused real harm to a web business like mp3.com, whose entire database consists of media files

d) Access up to 4 different website sites and executes a program there

(1) Thus, it could have been a harmless little virus, but then when it checks the website and there is a malicious payload there, could execute that and then cause damage

e) Looked up dial-up connection passwords and emailed them to an email address in the Philippines

f) Laws applicable to viruses

(1) Unauthorized access to a protected computer (CAFA)

(2) Beyond scope of consent of access to a protected computer (CAFA)

(a) If it is argued that by clicking on the attachment, that was giving consent, it went beyond the scope of the consent when it acted like a virus

(3) Possession of passwords

(a) Property right, conversion

J. eBay v. Bidder’s Edge

1. Parties

a) eBay – web-based auction site

b) Bidder’s Edge – service that aggregates auction information into 1 site (so that visitors don’t have to visit multiple sites)

2. eBay argues that robots cannot be used

a) User agreement – explicit language in the user agreement says that the user agrees to not use robots while searching eBay’s website

(1) H/w the CT says that don’t know whether the user agreement was in effect at the time BE used their robots

3. eBay and Bidder’s Edge was negotiating to set up a licensing agreement, but was not successful

a) eBay – wanted BE to access eBay servers when a request was made by a BE visitor to (1) keep the information accurate and (2) minimize server load

b) BE – wanted to use robots to have constant access to the site and then store the data on their own servers to give their visitors faster access to the data

4. eBay argues for a motion for a preliminary injunction, which requires a showing that there be (1) irreparable harm and (2) likelihood of success on the merits 

a) Note: preliminary injunctions are disfavored, b/c they are drastic remedies and are not to be granted lightly

b) Irreparable harm – harm that cannot be addressed through the use of damages

(1) eBay argues:

(a) Reputation harm, that eBay does not want people to be confused by BE’s use of their logos and don’t want people that visit BE to receive inaccurate information.

(i) CT does not focus on this issue

(b) System harm, that BE makes up 1.5% of the total usage on their servers, and thus should pay for 1.5% of their total cost that eBay has put into their servers.

(i) CT states that pro rata is not the proper method of calculation of damages, b/c eBay has got to spend the money anyway.  The correct method of calculation is the additional incremental cost that eBay has had to put in b/c of BE, and in this case, there does not seem to be any incremental cost to eBay b/c of BE’s activity

(ii) H/w b/c if the injunction is not issued, then there will be encouragement by other parties (that are not before the CT) to use robots and that will increase the server load, and thus cause irreparable harm to eBay.

(a) H/w this seems a bit speculative, in saying that the injunction will cause other people that are not before the CT to act in a certain way.  It is troubling to base a preliminary injunction on the actions of an unknown.

(b) If eBay was able to show incremental harm, then maybe the conclusion that there would be irreparable harm caused by unknowns would be possible, but eBay was not even able to show that.

(iii) In supporting their decision, the CT analogizes this situation w/ patent cases, that injunctions must be issued in patent cases, b/c if not issued, would encourage other’s to violate the patent.

(a) H/w is that proper?  The patent laws are based on the constitution and thus does not seem to be analogous

c) Success on the merits – CT says that there is a possibility of success on the merits on the theory of trespass to chattel

(1) There must be an intentional interference w/ possessory interest

(a) In this case, it is present

(2) There must be damage (sounds like we’re going back into the realm of irreparable harm)

(a) Has BE accessed eBay’s servers?

(i) Yes

(b) Does this effect a possessory right?

(i) Yes, there is a robot.txt file and good robots are suppose to follow that and not enter.  Thus it is like having a “no trespass” sign on one’s property and BE’s robots are violating it

(c) Has there been damage (full circle)?

(i) There is no evidence of out of pocket cost (incremental costs)

(ii) Speculative damage of the actions of unknowns

5. Bidder’s Edge’s Defense
a) Delay – there is no damage b/c eBay took 2 years before filing for a preliminary injunction

(1) During this time of 2 years, eBay was conducting negotiations and were using self-help methods, and thus delay is not a bar

b) Copyright infringement – this is a copyright infringement case b/c this is an issue of BE taking eBay’s content and displaying it on BE’s servers, and therefore a copyright remedy should be used

(1) eBay is not complaining about the use of the content, but of the methods used, and therefore there is no copyright issue involved

c) Balance of harm – eBay’s harm is speculative at most if the injunction is not granted, but the damage to BE is real and therefore should not issue the injunction

(1) If a business is built around a illegal model, that is not a business model and the CT’s will not protect that party from any harm that may occur b/c of the injunction

III. Threats to Privacy – Corporations and Individuals
A. Corporations

1. What is your privacy rights at the workplace?

a) Telephone

(1) Monitoring conversation?

(a) Depends, under CA law, cannot monitor w/o disclosure if the call is w/in CA

(b) If the call is going to another state, then federal law is applicable, and it is not as protective as the CA law

(i) But once it is personal, must stop monitoring (?)

(2) Print out a list of numbers called?

(a) Yes, it is legal, it is the equivalent to a pen register

b) Computer

(1) Keystroke monitoring?

(a) Yes

(2) Monitor the websites that are visited?

(a) Yes

(3) Email?

(a) Yes

(i) What if there is an express policy that grants certain protections, that ER will not monitor email?  Could ER still monitor contents of email, find something ER doesn’t like, then fire EE, and then could the EE rely on the policy for protection?

(a) Maybe.  This may depend on what the actual contents of the communications are.

(b) If it is something that is illegal, perhaps, but this is still an area of litigation w/o any set of rules

c) Mobile (i.e. Blackberry)

(1) 2 questions involved in dealing w/ mobile devices:

(a) On the one hand, ER is paying for the equipment and therefore theoretically could be allowed to monitor communications

(b) On the other hand, depending on where the communications are stored, may or may not be able to monitor

(i) If the email is on the ER’s servers, then it would be just like monitoring regular email that is written on the office computer

(ii) H/w if the email is located on a 3rd party’s server, then there is the question of whether the 3rd party will allow access of the server to the ER

2. Konop v. Hawaiian Airlines

a) Procedural posture

(1) Π – files several claims
(2) TC – grants summary judgment on all claims except for retaliation claim under the Railway Labor Act

(a) Bench trial on retaliation claim and Π loses

(b) Π appeals
(3) AC – reverses TC on Wiretap Act and Stored Communications Act, stating that there is a triable issue of fact

(a) Therefore remand

(4) Δ – filed a petition for a rehearing en banc

(5) AC – withdrew previous opinion and issues a new opinion

(a) Affirms judgment on Wiretap Act and retaliation

(b) Reverses judgment on Stored Communication Act

b) The procedural posture is very interesting, b/c there is a total reversal of the CT on itself.  Boochever wrote the majority opinion in the Konop I and then reverses self and writes the majority opinion in Konop II.

(1) Why?

(a) In the intervening year and a half, there was 9/11, and after that, there was a greater interest in security, and thus, the government wanted more leeway in their ability to monitor activities

(i) USA PATRIOT Act was passed

(b) Another reason was that Reinhart may not have wanted the case to go to the 9th circuit en banc.

(i) En banc has more authority and a decision en banc can only be overturned by another en banc (or the SC)

(ii) Therefore it is better to be a dissent in a 3 judge panel and slowly chip away at the decision later, then be a dissent in an en banc decision and have your options very limited

(2) Briefs

(a) Π – supported by ACLU, EFF, etc.

(b) Δ – supported by government (i.e. Justice Department)

c) Facts of the Case

(1) Π created a password protected website that criticized the ER and the UN.  To get access, must be on an EE list, create a password, and accept the terms and conditions of the accessing the site (cannot reveal contents to management)

(2) Δ received consent from 2 EE’s that were on the list and accessed the site, claiming that it was necessary to counter possible untruth allegations on the site

(3) UN then contacted Π and threatened him w/ defamation, resulting in Π taking down the site for the rest of the day
d) Issue – whether conduct of ER violated Wiretap Act and the Stored Communications Act?

(1) When Wiretap Act was first created, to have a wiretap, the party had to physically cut wires and tap into the wires to listen in, and w/ the technology of the time, it must be done contemporaneously

(2) Problem in this case is trying to apply concepts of yesterday w/ today’s new technology and the CT struggles w/ this throughout the opinion

e) Analysis re: Wiretap Act

(1) WTA states that it is an offense to intercept wire, oral, and electronic communications (e. comm. was added later w/ the ECPA)

(2) First of all CT held that a website is an electronic communication.

(3) Thus, the question turned on whether there was an interception

(a) Definition of interception – “the aural or other acquisition of the contents of any wire, electronic, or oral communication through the use of any electronic, mechanical, or other device”

(b) From a simplistic reading of the statute, there seems to be an interception w/in the definition of the statute

(4) H/w CT says that the simplistic definition cannot be used, b/c there is a more narrow definition that must be used

(a) Precedent

(i) Steve Jackson Games, Inc. v. US Secret Service (5th)

(ii) US v. Smith (9th)

(b) CT’s have differentiated b/t wire and e. comm..

(i) Wire – consists of telephone and protection of stored content extended to wire communication (so that voicemails could be protected)

(ii) E. comm. – consists of email and webpages and protection of stored content was not extended to e. comm.

(a) H/w is this differentiation logical?  Does it make sense?  Most telephone conversations are digital, not analog, and therefore they are more akin to email then to the older telephone systems

(c) Also, w/ the USA PATRIOT Act, stored content under wired communications were eliminated from protection of Wiretap Act.

(d) Therefore the more narrow definition of intercept applies to both e. comm. And wire comm.

(e) To determine this definition, the CT looks to the dictionary.

(i) What’s wrong with this?

(a) Definition of intercept has already been clearly defined in the statute.

(f) Therefore only contemporaneous acquisition of content of e. comm. is protected under the Wiretap Act.

(5) Dissent – points to the statute and states that the majority’s analysis doesn’t work.

(a) Stored e. comm. is electronic comm.

(b) Interceptions applies to e. comm.

(i) But then the CT says that it must be contemporaneous

(c) H/w that doesn’t make sense practically

(d) There is a logical difference b/t the Wiretap Act and the Stored Communications Act

(i) Acquisition of content

(ii) Access of content – deals /w hackers, who access the content, but do not actually acquire the content

f) What happened?

(1) 9/11

(a) If acquiring content of e. comm. falls w/in Wiretap Act, then that would mean that law enforcement would have to go through the procedures of that Act and get a warrant

(b) H/w if acquisition of e. comm. does not fall w/in Wiretap Act, but instead falls w/in Stored Communications Act, then law enforcement just needs to contact the ISP and issue a subpoena

g) Analysis re: Stored Communications Act

(1) Parties concede basically everything and the only issue is whether Δ fit into an exception

(a) Whether a user has authorized a 3rd party to access the site?

(2) CT goes back to the dictionary and holds that a user must have “used” the website, and since there was evidence that Wong never “used” the website, and there was not enough evidence on whether Gardner “used” the website, there was a triable issue of fact.

(a) Therefore summary judgment was inappropriate

B. Individuals

1. Widespread use of SSN

a) Expansion of the internet

2. GAO report

a) Methods used to obtain ID information

(1) Basic street theft

(2) Sophisticated organized crime schemes, involving use of computerized databases or the bribery of EE’s w/ access to personal information on customer’s or personnel records

3. Victims

a) Do not realize it until attempt to obtain financing on home or vehicle loan

4. How does it occur?

a) Ranges from careless sharing of personal information to intentional theft

(1) Shoulder surfing

(a) Watch and listen

(2) Home, computer and online

(3) Outside home, dumpster diving

5. Investigation and prosecution

a) Investigation is labor intensive and individual cases are usually considered to be too small for federal prosecution

b) Perps victimize multiple victims in multiple jurisdictions

c) Victims are of little assistance

6. Federal laws – ID Theft and Assumption Deterrence Act

a) Previously – fraudulent creation, use or transfer of ID documents and not the theft or criminal use of the underlying personal info was forbidden

b) Criminalizes the use of information w/o authorization

7. Prevention

a) Share information only when needed

b) When in public, exercise caution

c) Do not carry unnecessary ID info in purse or wallet

d) Secure your mailbox

e) Secure your computer

f) Keep financial and medical records in a secure location

g) Shred nonessential materials containing ID information

h) Sanitize contents of garbage

i) Ensure that organizations shred

j) Remove name from mailing list

k) Carefully review financial statements

l) Periodically request copies of credit reports

8. CA – mandates public disclosure of computer security breaches in which confidential information may have been compromised

a) Failure to disclose

(1) Liable for civil damages

(2) Class action
9. Identity Theft

a) Currently one of the fastest growing crimes, b/c it is very hard to get caught

b) Congress passed the Identity Theft Act

(1) Why?

(a) Pre-Identity Theft Act – prosecution for fraudulent creation of, use or transfer of identification documents
(b) H/w the laws did not deal /w the theft or the criminal use of information
(2) Penalties

(a) The statute increased the penalties for a conviction

(b) H/w the CT’s have not been issuing high sentences

10. Data Security

a) CA statute – there must be public disclosure of security breaches where confidential information might have been compromised

(1) There is an understanding that there has been a breach

(a) Thus, a hospital that donates its computers w/o properly wiping their hard drives of medical information could not be subject to this statute

(2) The statute is aimed at ER’s who are being actively hacked

(3) Exceptions – when there is an investigation and disclosure may hinder the investigation, then public disclosure is not necessary

b) Personal data list compiled by online business

(1) When online business go bankrupt and their only asset is the personal data list, can they sell it?  

(a) Currently there is a lot of litigation re: this issue and it has not been settled as of yet

(2) Truste & BBBonline – industry measures to head off possible draconian privacy legislation

(a) i.e. CA legislature passed a “opt-in” policy that ER’s had to comply w/ but it was vetoed by the Governor

(i) This would have created better record keeping, accuracy of the records, an just more cost to ER

IV. Trademarks and Copyrights

A. Trademarks
1. Traditional trademark laws

a) It was ok to have multiple entities use trademarks, as long as it was in different areas (i.e. candy v. soap)

b) There were 2 causes of action for a violation

(1) Infringement

(2) Dilution

(a) Use of something similar dilutes the value of the trademark.

2. Internet trademark laws

a) Different b/c there can be only one internet domain name

(1) Therefore some of the earliest disputes dealt w/ how do you take trademark law and apply it to domain names

(a) H/w before even this, the question was how do you get into CT to sue?

(i) In 1994, there was the idea that if a person puts a website, that it would be unfair to drag them all over the country suing them and that the world of cyberspace was not bound by the laws and economics.

3. Personal Jurisdiction

a) Zippo Manufacturing v. Zippo Dot Com

(1) Lighter company v. news service company

(a) Dot Com – had a business plan of selling subscriptions which would give subscribers access to use nets.

(2) Question of personal jurisdiction and what kinds of contact does the CA group have w/ PA?

(a) Customers – 2% of their total subscribers were PA residents (3,000/ 140,000)

(b) K w/ several ISP’s located in PA

(3) This is a trademark infringement and dilution case

(4) Is there jurisdiction?

(a) State’s long arm statute

(i) K’s to supply services or things in this commonwealth

(ii) Fullest extent allowed under the constitution of the US

(a) Note: this is an example of an expansive long arm statute.  What if PA had a restrictive long arm statute?  Since the content can be accessed anywhere, could the Manufacturing go to another state and sue Dot Com from there?

(i) Yes.

(ii) Wouldn’t there be an issue of forum shopping?  

(iii) There are no laws against forum shopping.  The question will turn on “reasonableness” prong, whether it is reasonable, since Manufacturing does not have any connections w/ the forum state.

(iv) Also, Manufacturing could just go to Dot Com’s home state and sue them there, then there is no problem w/ jurisdiction.

(b) Due Process analysis

(i) Minimum contacts 

(ii) Arises out of 

(iii) Reasonableness

(5) Only Black Letter Rule – likelihood that personal jurisdiction can be constitutionally exercised is directly proportionate to the nature and quality of commercial activity that an entity conducts over the internet
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(a) Note: how can you protect yourself from a CT in a far away land exercising personal jurisdiction over you?
(i) Refuse to take sales from that forum

(a) “Click here if you are not a resident of PA”
(b) Note: Compuserve v. Patterson is not really analogous to this case, b/c it does not deal w/ the internet.  Instead, in that case, there was a network, and there was a K b/t the parties, where one party uploaded software for others to download.  Therefore, it is not an internet case.

(6) This is not an advertising case (this is not Bensusan), but instead this is a doing business case, b/c of the K’s that Dot Com has w/ the residents and the ISP’s.

(a) Dot Com argues that the contacts w/ residents is a fortuitous contact w/ the state, b/c the residents reached out and contacted Dot Com, trying to make an analogy w/ WWW Volkswagen.  H/w the CT does not buy this argument.

(i) In any case, the CT held that even if we assume that the resident’s K w/ Dot Com was fortuitous, the K w/ ISP was not and therefore there is sufficient contact to satisfy due process 

(a) Ironically, this case turns on a regular K contact, and not the internet contacts.

(7) How long did this all take?  Claim is filed and there is a move for dismissal b/c of a lack of personal jurisdictions, and CT says that there is personal jurisdiction, appealed, then AC says that there is personal jurisdiction, and now you get to try the case on the merits. 

(a) Approximately 8 months before the case is being tried on the merits.

(i) As a result, UDRP and ICANN was formed

(a) UDRP – Uniform Domain Name Dispute Resolution

(i) Body of rules that govern ownership of names

(b) ICANN – Internet Corporation for Assigned Names and Numbers

(i) International group (though located in US)

4. UDRP – Uniform Domain Name Dispute Resolution
a) This is not a law (not state or federal), then how does it have binding effect?  

(1) Consent, when you register a domain name, you must also consent to be bound by this procedure

(a) If you don’t comply, the domain name register will transfer the name if you lose

b) Elements

(1) Domain name is identical or confusingly similar

(2) There is no legitimate right or interest

(a) There are no goods or services being offered

(3) Registered and is being used in bad faith

(a) Offer to sell for an exorbitant amount

(b) Pattern of registering names

(i) 2 is sufficient

(c) Acting to prevent rightful holder from using it

c) This procedure was designed to counter the acts of cybersquatters

d) Statute

(1) § 1125 (d) – anti-cybersquatting law passed by congress, which is similar to the UDRP

(a) note: § 1125 deals w/ trademark dilution

e) Difference b/t §1125 (d) and UDRP

(1) Relief

(a) UDRP – transfer of the name

(b) § 1125 (d) – transfer of name, damages, and in really egregious cases, attorney fees

(2) Speed

(a) UDRP – 3 months

(b) § 1125 (d) – still going

(3) Costs

(a) UDRP – very cheap, total filing cost is $1,500

(b) § 1125 (d) – very expensive, $1,500 will cover one motion

5. Arroyo Craftsman Lighting v. Golden Realty – WIPO is what is arbitrating this issue, and is located in Geneva.  Did the parties have to go to Geneva?  No, everything was done via a paper hearing

a) Complainant – Arroyo Craftsman – lighting fixtures where the trademark has been registered (incontestable)

b) Respondent – Golden Realty – speculators re: domain names

(1) Note: the complaint was originally filed against Robert and Edward Golden, but the arbitrator sent it back, b/c the complaint must be filed against the person that has registered the name, which would be Golden Realty.  Therefore, notice of deficiency and complaint was refilled against Golden Realty

(a) What if you put in “ham sandwich” is that possible?

(i) One of the ways to show bad faith would be to put incorrect information into the registry, and therefore could be evidence of bad faith.

(ii) H/w since the registry is not checked that often, it is possible to do so.

c) Analysis

(1) Confusingly similar?

(a) Yes, even though the names are not identical (lack of a space b/t Arroyo and Craftsman, and the addition of www and .com), cannot be distinguished in any meaningful or cognizable way

(2) Right or legitimate interest?

(a) Respondents argue that they are in the business of selling generic names, “I am a speculator, not a cybersquatter.”

(i) Thus, there is an area in Pasadena called Arroyo Seco

(ii) Craftsman is also a generic word

(a) Therefore the word that was registered is generic and there is no violation.

(b) Also there was a magazine that used that word once in 1908.

(i) Held that even if we can find a legitimate use for it out there somewhere, we are not going to find that it is generic

(3) Bad faith?

(a) Selling the name for $7,500 to $10,000 is grossly excessive and therefore is sign of bad faith.

(i) Also, Golden Realty told complainants to drop it or they will never get the name (though this was not introduced into evidence)

(b) Golden Realty then registered Arroyocraftsman.net

(i) Therefore there was bad faith.

6. Natwestfraud.com

a) Person had a problem w/ NatWest, which is a bank in UK.

b) Finally, set up a website called natwestfraud.com and basically blasted the bank.  The bank responded by trying to get the name away from him.

(1) Was it confusingly similar, lack of a legitimate interest in the website, or bad faith?

(a) Held that the bank loses b/c not confusingly similar.  Nobody would go to natwestfraud.com and think that they were at the natwest site.

(i) H/w this would be different in the US, where there is an issue of “initial confusion”

(a) If you do a Google search, natwestfraud.com will be some of the top sites listed, and therefore b/c of jurisdictions in the US will say that it is confusingly similar

(ii) Also, isn’t there dilution b/c of the juxtaposition of the words natwest and fraud, even if the person never went to the site, but just saw the results from Google?

B. Patents and Trade Secrets
1. see chart

	
	How created?
	Standard to receive
	Coverage
	Duration
	Enforcement & defenses
	Remedies

	Patents
	· constitution
· no state law patents

· file ex parte w/ PTO

· Fed CT’s exclusive jxn

· Fed AC hears all appeals
	· Novel
· Non-obvious

· Useful

· Full (enabling) disclosure
	· Device 
· Process
	· Approx. 20 years
	· Infringement (both direct and contributory)
· Invalidity

· Anticipation

· Obviousness

· Noninfringment
	· Injunction against infringement
· Dollar damages

	Trade secret
	· CL
· UTSA – most states

· Just is – no process to recognize

· No general fed. TS law
	· Economic value from not being known

· No public disclosure
	· Information
	· Indefinite (as long as it is kept a secret)
	· Misappropriation
· Not a TS

· No $ value

· Not a secret

· Mistake
	· Same
Additional

· Attorney’s fees (for improper actions or willful and malicious misappropriation)


2. DVD Copy Control Association v. Bunner – CA state CT, claim under CA UTSA.  What is the trade secret at issue?

a) CSS (content scramble system), to prevent copying to HD’s or to give to other people.

b) DeCSS, written by a 15 year old Norwegian boy

(1) Bunner took it and placed it on his website for distribution.  What’s his defense?

(a) 1st Amendment Free Speech

(2) First of all, software is speech (Junger v. Daley)

(a) Does the nature of the language that is being used make a difference?

(i) No, just b/c the language happens to be source code does not make a difference.

(a) H/w the CT makes an interesting point, saying that if it was compiled, then it would not be protected

(i) But isn’t that still a type of speech, even though now, it is really hard to understand?

(3) DVDCCA argues that this is not speech, but function

(4) DVDCCA then argues that this deals w/ copyright infringement

(a) CT does not buy this either

3. DMCA

a) You have a copyright

(1) Then DMCA says you can build a technological box to protect it

(a) There are a few wrinkles, and other companies have tried to exploit it

(i) Computer printers use toner cartridges, the toner cartridges is where the money is for the printer makers.

(a) Since it is easy to reverse engineer the chip and the cartridge, other company make imitation and sell them for a cheaper price

(i) Thus, the printer company creates “content” and then encrypts it, and then places it on the chip of the cartridge.  If the printer does not see it, then the cartridge cannot be used

(ii) This is easy to decipher, and thus many other companies do crack it and place the encryption on their own cartridges

(iii) Printer companies then says that we have some content, it is being encrypted, and you have circumvented it, and thus have violated the DMCA

(iv) This is still pending

b) When congress made the DMCA, they were thinking about Bambi, not printer cartridges.

(1) This is an example of the law of unintended consequences

C. Copyrights

1. Napster

a) What are the benefits of Napster?

(1) Unknown artist can get published (viral distribution)

(2) Obscure music that is out of print can be found

b) Who is the opposition?

(1) Copyright holders that paid for the rights

(a) Concern

(i) There will be a generation that believes that content is free

c) How does Napster work?

(1) P2P

(2) Lists on Napster servers

(3) Queries sent to Napster’s servers

(4) P2P connection for request and transfer

(a) Therefore the infringing activity, the copyrighted file never goes through the Napster server.  It only has a list of the files that other computers carry

(i) Thus, Napster is not a direct infringer

(a) Napster also does not have direct knowledge of the illegal activity.  They know that there has been a request for the copyrighted material, and they know who may have it, but whether a transfer actually occurred or not is beyond what they know

(i) Thus, there is only vicarious liability available

d) What is the problem?

(1) What is the relationship between A and C?

(a) A has a right to own the work, he has paid for it

(i) A may have a right to send the file, under “fair use”

(b) What kind of right does C have?

(i) Is C copyright infringing?

(a) A destroys his copy or sells his copy to C, then under the “for sale” doctrine there is no infringement

(b) A and C are the same person,, then no problem

(c) Fair use – I could make a copy and give it to my buddy and therefore this is like Sony, and therefore it is ok, since it is “personal noninfringing use”

(i) However, there are differences between Napster and Sony
(ii) Sony – fair use doesn’t deal w/ giving copies to other people, only dealt w/ personal use

(iii) Sony – time-shifting

(iv) Napster claims to be doing space shifting

(v) One problem, there is no evidence that that is what is going on

(vi) Sony – lots of copyright holders, i.e. Mr. Roger’s Neighborhood, said that it was ok for VCR to record their shows

(vii) In this case, many of the copyright holders are actually saying that it is not ok

e) Note – Procedural Posture – this is in the preliminary injunction stage.  H/w this is not a case where there is a filing of a complaint and then the party asks for a preliminary injunction.  Instead, this is after a lot of experts have done research and surveys and then there is a request for a preliminary injunction.
f) Note – finding of fact – the TC here made a lot of finding of fact.  What’s the importance of this to the AC?  
(1) There can be no disturbance of the finding of fact by the AC unless it is clearly erroneous

(a) Therefore for the AC, the only question that they can ask is whether the conclusion of law is supported by the finding of fact.  This places a very hard burden on the appealing party.

(2) In this case, finding of fact are pretty bullet proof

2. Fair use

a) Nature of the work, is it published or unpublished?

b) How much are you taking?

c) Transformative use?

(1) No it is a complete copy

d) Impact on the market

(1) Was this in dispute?

(a) Yes

(i) Napster’s argument

(a) Enhancing value of new artist via New Artist Program

(i) Volume is small

(ii) Started after litigation (PR play)

(b) Sampling and then shopping

(i) Record company was trying to create sampling sites

(ii) Users determine scope of sampling

(iii) Survey data of college students were buying less

(iv) This was also disputed

(v) TC sides on the side of the recording industry, saying that the Napster expert is not credible

(vi) H/w if this is a paper declaration, how can you make such a credibility finding?

(vii) Most likely, TC had them on the stand

3. Limiting of the Sony doctrine in the internet based copyright infringement

a) Staple of commerce that is capable of substantial noninfringing uses

(1) It is possible, but the mere possibility and capability of noninfringing use is not enough, when most of the its uses deal w/ infringing uses

4. Where did Napster plan to make their money?
a) Monetizing their user base
5. Types of P2P
a) Napster
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b) Gnutella
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c) Grokster
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6. RecordTV – record the TV signal and then make it available to subscribers.  Ad-supported model.  TV guide, click on it, records it, come back later and watch it.
a) What is a complaint about?

(1) Who is the audience?

(a) Δ
(i) Give them notice

(ii) Threat

(b) CT

(i) State a claim or a cause of action to survive a motion to dismiss

(a) Thus in this internet age, can’t assume that judge is familiar w/ technology and thus must educate them as well.

(c) Public or the press

(2) Why use screenshots?

(a) Show the CT that there is something there

(b) Get the evidence in

(c) Helps illustrates and visualizes

(d) We’ve been watching you

b) Defense – it didn’t work and therefore there was no infringement
c) What if:

(1) Took out cable stuff

(a) There is still the right to release works based on geography, and thus there would still be infringement

(i) Thus, if company was not planning on releasing “Friends” to Korea until next year, but they can see everything right now, then there is a copyright issue involved

(2) What if you had to put in your zip code

(a) Closer call

(i) Illustrates what you can do, and what you are doing to make money

(ii) Then it would not have made as much money

7. Feist v. Rural Telephone Service
a) Death of the sweat of the brow doctrine

b) Places limits on the extent of data compilation

c) Compile data, you can sell it

(1) Can it also be copyrighted?

d) What is at issue?

(1) Telephone book

e) There is no dispute that it was copied

f) Procedural posture

(1) TC – summary judgment for Π
(2) AC – affirmed summary judgment for Π
(a) Thus there was no dispute as to the facts, the only question was the application of the law

(b) This is not the type of case that you would want to take to the SC.

(i) h/w b/c t is betting their company on the decision.  If they don’t appeal, then they are going to go out of business

g) SC – facts are discoverable by whoever and are not copyrightable.  However expression can be copyrightable (this is the basis of copyright law, originality, which is a lower standard then novelty)

(1) When you have a compilation, what can be original?

(a) Arrangement

(b) Selection

(c) Something else

(2) Held that not everything can be copyrightable, and if there is something that can’t be copyrighted, then this is it

V. Wired Lawyer

A. One of the most significant

1. Management of the lawsuit

a) If its in paper, then very large volume

b) How do you find it?

(1) Create electronic repository

(a) Internal website, by dragging onto it, logged on

(i) Full index search

(a) Chronologically

(b) Internal word search

(ii) When serving, just post it to the website

(a) Saves trees

(b) Immediate

(c) Cost

(d) Place in one’s own repository

B. Discovery

1. Lots of email

a) Debate re: whether email b/t client and attorney waives privilege (b/c it could be intercepted)

(1) Evidence code § 952

(a) Not waived

2. Now you want all documents

a) What’s the worst thing that could happen?

(1) They give you everything.

(a) However, tech has changed how everything is done

(i) 5 gigs of email

(a) lots of boxes

(i) better way, loaded it up, came up w/ a list of search terms for privilege

(ii) then gave it to the other side

(iii) they put it into a database.

(iv) There was a side effect of what their database, which turned everything into gibberish.

(v) That is not very useful.  Because you show it to the witness, and all they see is gibberish, and they don’t know

3. Things have changed, volume has changed

a) Process of ‘98 and ’99 don’t any more

4. Traditional depo – taking notes

a) Today

(1) Hit space bar and annotates the line

(2) Annotate as it goes

(3) Upload it to the internet and have both the deposition and the audio being fed in real time

(4) Searches

(5) Parrot back what the witness says

b) Also videotaping of depo

(1) Must advise that they are going to be videotaped

(a) Must now think about dress

(2) Notice

(a) Video – no say, only notice- can raise an objection

(i) But the CT will usually allow it

(b) Internet – may be opposition

(c) Real time – not usually a problem

C. Technology has made it easier, balanced everything out, b/c now it is easier for small time people to do it

VI. Recap

A. Where we’ve been

1. Electronic crime/ privacy

a) Cybercrime in sense of terrorism

(1) Threats to infrastructure

(2) Government reactions to prevent it

(a) Preventing the bad guys

(i) Privacy issues involved

b) Cyber crime from individuals

(1) Identify theft

(a) Harms from individuals, not from government or corporations

2. Intellectual property issues 

a) Trademark domain names

(1) Resolution mechanisms

b) Patents and trade secrets

(1) DVD’s and trade secrets in CA

(2) DMCA, Sony, Universal v. Remeriez (flip side of DVD’s and trade secrets)

(3) Napster

3. How technology affects litigation

a) Real-time stenography

b) Internet repository

c) presentation

B. Where we are going

1. Free speech

a) Free speech

(1) ACLU v. Reno

(a) Re: CDA and ban on indecent speech

(i) The notion that one can regulate speech on the internet has strong political strength, and Congress does not leave it alone

(2) One of the big issues – How do you define what is an appropriate community standard on the internet?

(a) What happens when you publish something in Moreno county, where there is a low standard, and it is downloaded in a more conservative neighborhood 

(i) How do you have a reasonable community standard in the context of the internet

b) Libel 

(1) Mr. Zarin – libeled, but w/o a remedy

c) Software

(1) Programming as speech (DeCSS)

(a) Raises issue of when is something that is posted on the internet is speech, and thus entitled to full 1st amendment protection?

(b) And when is it something different and therefore subject to regulation 

(i) CT’s have tried to tackle this issue by asking, does this speech do something?

(a) Though the DeCSS glossed over it, in other situations, i.e. encryption software, this argument has been used

(i) Is the software speech?

(ii) Or is the software a tool?

2. Regulations on eCommerce

a) What kind of legislation can be enacted that would be both (1) constitutional and (2) effective to regulate spam

(1) If not, is there a proper litigation approach that can address spam?

b) ADA, should the ADA apply to the creation of content on the internet?

VII. Guest Speaker

A. David M. Corwin, MPAA

1. General

a) Trade association of 7 groups

(1) Jack Vallenti – boss o MPA

(2) Ratings

(3) Anti-piracy division

(a) Has grown in size – 50% of MPA budget

(b) Has gone through lots of change

(i) Before, divided into geographic areas

(ii) Now, divided into:

(a) Internet division

(i) Hardware

(ii) Streaming

(iii) Downloads

(iv) P2P

(v) Circumvention devices

(b) Optical disc

(c) Civil 

(d) Criminal

(i) Usually dealt w/ video cassettes, but now it is not that important

(e) International

(i) 5 different regions w/ their own managers

b) 2 branches

(1) MPA – international

(2) MPAA – US branch

2. Recent campaign – TAP (tactics against internet privacy)

a) Going after sale of DVD’s on eBay

(1) Investigative unit

(a) Goes on eBay and starts to buy DVD’s

(2) US investigative arm

(a) Asset check to check on the monetary value of the target

(3) Goes to the internet division

(a) Sues them

(i) Don’t want to go to trial,

(a) 90% have settled

(i) Money is not the issue, just want to try and get the big fish

(ii) Cooperation

(iii) Get all the pirated DVD’s

(iv) Communications

(4) Optical Disc Division

(a) Person gets a DVD and does not stamp it in their own house, but takes it to a stamping factory after hours and gets it stamped.

(i) There is a unique stamp for each stamping factor

(b) Does research and try and figure out where it came from

(5) Asian Arm division

(a) Goes after the source

b) What are they going after?

(1) Bootleg DVD’s

(a) How do you know?

(i) Too new (i.e. Gangs of New York)

(ii) Region codes

(iii) Combination of subtitles

(iv) Typos on the cover

c) Shouldn’t eBay be policing itself?

(1) Yes, but they or the other auctioning site are not doing it

3. Copyright law

a) What does a copyright mean?

(1) Exclusive right to perform and distribute

b) 2 types

(1) Civil

(a) Own the copyright

(b) It’s been infringed on

(2) Criminal

(a) Willful

(b) Infringed for commercial gain

(i) OR done on a very large scale

(a) Why criminal?

(i) Pirates don’t usually don’t have money and therefore makes more sense to go via civil route

(ii) State pays and so it is cheaper for MPA

(iii) Restitution may be available

(iv) h/w will probably not see it

c) Defenses

(1) Authorization – if copyright holder says it’s ok

(2) Fair use

(a) General purposes 

(i) Educational purposes

(ii) News reporting

(a) Professor teaching a class on Brittney Spears and shows a clip

(i) Most likely be ok and be immunized, but not 100%

(iii) Parody (though may not be in the statute)

(b) 4 prong test (a very touchy feely test, allows judges to decide anyway that they want)

(i) Purpose and character

(a) Commercial use 

(i) Napster shows that that does not need to have money exchanging hands right there

(ii) Napster also shows that advertisement can satisfies

(b) Transformative use

(i) Usually the least important factor

(ii) H/w if creative, then the CT will probably give it more weight

(c) How much has been used?  Is it a little clip or the whole work?

(d) Effect on business model of copyright holder

(i) Usually the most important 

4. P2P

a) Napster

(1) 2 issues

(a) End users were infringing

(i) CT dealt w/ this very quickly

(b) Whether Napster was responsible

(i) Must show either:

(a) Contributory

(b) Vicariously

(2) This was an easy case

(a) The technology was set up so that it was easy to show responsibility and involvement

(b) The documentation said, “pirated material”

b) Kazza 

(1) More difficult

(a) Very robust 

(i) Technology is different b/c of the use of super nodes

(b) Not saying “pirated materials”

5. Computer Countermeasures

a) Thwarting P2P process

(1) Anti-trust issues, where it deals w/ the commercial realm and goes away from the piracy realm

B. Reno v. ACLU

1. The only SC case specifically oriented to internet law

a) One of the oldest case (1997)

(1) Really helps to clarify the proceedings below

(a) Was decided by the proceeding below

(i) B/c of the finding of fact

(a) Can only be overturned on clearly erroneous standard

2. Communication Decency Act

a) This was a piece of the telecommunications act of 1996

(1) Huge omnibus bill that had nothing to do w/ the CDA

(a) Got snuck in, not a lot of legislative history

b) Was this controversial?

(1) On the one hand, it is mom and apple pie

(2) Did they think that it was controversial at the time?

(a) Placed a 3 judge panel to deal w/ any challenges of the law

(i) Why?

(a) So that a liberal judge wouldn’t find it unconstitutional (prevent forum shopping)

(b) Direct appeal by right to the SC

3. 3 different cases

a) Ginsburg – banning sale of publications to minors that would be offensive to them

(1) Distinction

(a) Commercial transaction

(i) Whereas CDA prevents distribution at all

(b) Narrow and there would be waivers

b) Pacifica

(1) George Carlan’s 

(a) Why was this permissible and what was the distinction

(i) Time, place, and manner distinction

(ii) Administrative agency and expertise

(a) Regulation was there and was the norm in radio

(iii) Intrusiveness 

(a) Ease of access of children

(i) Harder to get porn on the internet back then, but today, it is easier to do, which raises an interesting question:

(ii) Should constitutional questions turn on the level of technology?

(iv) Small fine

(a) Whereas in CDA, there was criminal prosecution, w/ imprisonment and a criminal fine

(i) Putting criminal prosecution into statute changes the nature of the game

c) Renton

(1) Zoning ordinance that did not allow naughty places in certain places b/c of secondary effects

(a) Not the impact of the speech itself, but b/c of the fact that the speech is going on

(i) Keeps the bad people in one area

(2) Cyber-zoning

(a) Requires that everyone play by the same rule

(i) B/c the CDA does not have any defense available, if a minor sees it, then you are liable, even if you did everything to prevent the minor from seeing it

(b) What’s the secondary effect involved?

(i) There is nothing involved, the government is trying to protect the people from the speech itself

4. Miller test

a) 3 prong test – constitutional 

5. Technology

a) There was no technology that would prevent minors from getting it, and also allow adults from getting it

b) Is there any way to determine the age of the listener/surfer?

(1) No, and therefore cannot tie law to that

(a) Then what happens when the technology changes and that allows it in the future?

(i) Does that mean that the constitutionality of the law will change depending on technology

6. There is a knowledge requirement, that the person will know that there is an underage listener that will be hear it

a) Heckler’s veto – imminent incitement to violence is not protected

(1) By making a big enough fuss under the imminent incitement to violence, the heckler can shut someone up and stop someone else’s first amendment free speech

(a) Therefore go into an “adult only” chat room, and say, “my 6 year old child is here w/ me” and that will shut everyone up

7. Many adults are wary of getting it b/c they are afraid that their children will be exposed to porn and therefore will cause the internet to b/c static

8. Concurrence/Dissent – O’Connor and Rehnquist

a) O’Connor wrote Renton, and therefore believes that cyber-zoning should be permissible

9. Turned on the ability of congress to write a law that prevents indecent speech on the internet

a) CT says that the internet is entitled to full first amendment protection

(1) What if Congress made a law that said that it is a crime to post information that deals w/ national security issues?  That you cannot post any material on how you are going to inspected at the airport?

C. Free Speech v. Reno

1. Or can you simulate your child pornography?

2. Long tenant of the law that says that the law does not love the pornographer

a) Even more so when it deals w/ child pornography

3. History of porn

a) The previous laws dealt w/ actual children being involved in the porn

(1) The justification was that the children making the porn was being harmed, the victimization of the children

(2) The last law dealt w/:

(a) The storage and transfer of child pornography on the computer hard drive

(i) The mere possession of the material was a criminal act

(a) Which is different from obscenity law in general, where you can have it, but can’t traffic it or sell it

4. What does this law change?

a) “Appears to be” or “conveys the impression” that a child is involved

(1) What about an 18 year old playing the part of the child in “Tin Drum”

(2) Synthetic actor that is playing part of a child

5. Imagery that is being regulated is that of the mind

a) Sophisticated technology that makes thought imagery, then this would be a crime

6. Justification was to protect actual children

a) If the animation no longer is harming the children, then what is the justification for the law

(1) Then what is the justification?

(a) If they see it, then they will want to do it

(b) If they have it, they can use it to entice other children to do it

(i) What is the problem w/ this argument?

(a) They are directly regulating speech and if they could show compelling government interest, then may be permissible

(i) H/w the government was not able to show that anything was true

7. Ferber analysis and other cases

a) There were identifiable victims

(1) But in this case, there were speculative harms

D. Regulating Speech on the Internet

1. Library and filtering software

a) Problem is that the software is over inclusive in what it filters

2. New lawsuit, there is a hostile environment
E. Zeran v. AOL

1. Facts

a) Right after OK city bombing, posting of Π’s name and contact w/ information w/ objectionable content for t-shirts and other products

b) Π lives in Seattle, doesn’t even have an AOL account and has never used their bulletin boards

c) After the first posting, contacts AOL and says that it is defamatory

(1) Take it down

(a) AOL took it down

(2) Post a retraction

(a) Retractions was against their policy

d) Next day, “ZeranZZ033”

e) Π calls AOL again

(1) Take it down again

f) Files lawsuit against radio station (filed in OK city)

g) Filed another suit against AOL

(1) Filed in OK – but there is a problem, b/c of jurisdiction

(a) No one is located in OK

(2) Motion 

(a) Transfer

(i) Granted 

(b) Dismiss

(i) Deferred, stating that the issue of whether the complaint sates a claim should be resolved by the transferee forum

(a) AOL withdrew its motion and filed a motion on the pleadings

(c) Motion on the pleadings – pursuant to Rule 12 (c)

(i) No dispute of material fact

(ii) Moving party is entitled to judgment as a matter of law

(a) Everything is for the Π (the nonmoving party)

h) Note: not every wrong can be redressed

i) Motion on the pleadings, needs a trump card – CDA

(1) SC did not throw out the entire CDA, only those portions that deal w/ indecency

(2) § 230 (c) – no interactive computer service shall be treated as the publisher or speaker of any information provided by another party

(a) ISP’s were very worried that they would be liable for speech by other posters

(b) If the section is titled “Protection for ‘Good Samaritan’ Blocking and Screening of Offensive Material”

(i) But his complaint is that AOL has not done anything like “blocking” or “screening”

2. Issue

a) Preemption

3. Analysis

a) Publication liability – first case of offensive material

b) Distributor liability – know or reasonably should have known that something is libelous, that continued distribution is publication

c) Preemption – so we have a state law cause of action (defamation) and a CDA 

(1) Has Congress expressly preempted the field?

(a) No, b/c CDA says that any state law that is not contrary, still has effect

(2) Has Congress implicitly preempted a certain field?

(a) Impossibility

(i) There is no issue of impossibility

(b) Conflicts

(i) Cubby – held that Compuserve was liable for defamatory statements only if it “knew or had reason to know of the alleged defamatory statements”

(a) This would be in direct conflict to § 230 (c)(1)

(c) State law acts as an obstacle to federal goals

(i) What is the intent?

(a) Stratton-Oakmont, Inc. v. Prodigy Service Co. – held that ISP was a publisher and therefore liable, b/c ISP had reserved right to edit the content of what was posted.

(i) Therefore Congress passed § 230 (4), which stated that  its goal was to remove disincentives 

(b) AOL even says that even if we acted maliciously, leaving it up there b/c we didn’t like the person, we are not liable

(i) The facts are not here for us to decide on that and so we are not going to go there

4. Matt Drudge case 

a) Clinton hater and posted “news” re: Clinton and other members of Clinton’s advisory team

b) Sued AOL and Matt Drudge

c) Later discovered that AOL was paying Matt Drudge

(1) Has the line been crossed so that AOL should now be liable?

(a) Federal CT held that CDA did apply and therefore AOL was not liable

5. DMCA – safe harbor provisions

a) ISP will be exempt from copyright violations for third party posting of copyrighted material on the ISP’s servers

(1) Think about the difference re: getting protection for the ISP under DMCA and the CDA

(a) There are a lot more hoops under the DMCA for ISP to get protection

(i) Policies must be in place

(ii) Terminate content

(iii) Terminate users

(a) Why the difference?

(i) No opposition in CDA, but lots of lobbyist in DMCA context

(ii) Think about who the parties are

(iii) CDA

(iv) ISP v. individuals

(v) DMCA 

(vi) Record industry v. Napster

6. Why isn’t this mystery poster found and sued?

a) Judgment proof?

b) Technologically infeasible?

(1) Since AOL is a pay-for-service, there should be a way to track them, b/c you would want to get the money from that person later

c) Who are the targets that is most common for the posters for these bulletin boards?

(1) CEO’s of publicly traded companies

(a) These CEO’s would try to find the identity of the “anonymous” posters

(i) Tried to get discovery of these posters via 3rd party subpoenas

(ii) Filed the case against “Doe”

(a) Huge case law, re: whether ISP should turn over the information – what is the issue?

(i)  Be notified so that you can quash the subpoena

(ii) Why?

(iii) First amendment free speech and history of protecting anonymous writing

(b) Some CT’s have said that before they quash the subpoena, they are going to see whether there is merit of the claim

(i) Which is unusual, b/c the standard for filing a claim is very low, just a good faith belief that they have a claim

7. Zeran – CDA § 230 (c)

a) The provision that wasn’t struck down by the SC

b) This provision dealt w/ publisher liability of an ISP

(1) There is no liability for an ISP who publishes something by a 3r party

F. Junger v. Daly

1. Junger

a) Professor at a law school

b) Posts a website where he wants to publish source code for encryptions software

2. Regulations

a) Export Administration Regulation – licensing scheme for export of munitions (dual purpose and military technology)

(1) Need a license to export

(a) For software, the definition of “export” also includes publication of the software on the Internet

(i) Unless steps are taken to restrict foreign access to the Internet site

(b) Printing out the source code and mailing it out are not considered to be “export”

(i) PGP – printed out the source code, mailed it to Norway, who scanned it, then digitized it and then they posted it on their site

(a) Therefore they were able to get around the “export” provision

(ii) Why is there an exception for paper?

(a) Because paper looks more like a books

3. What is his claim?

a) That it is speech (actually a chapter in the book that he is writing)

4. TC – held summary judgment for the government

a) This is just conduct, and therefore the government is allowed to restrict it

5. Analysis

a) Does something become speech b/c a very small number of people can understand it

b) Why isn’t this just speech and that is the end of the story?

(1) It is expressive conduct

(2) It is also in functional, in the proper context

(a) CT says that this is like “O’Brien” and the draft burning

(b) Then the CT says that the harm must be real AND that the regulation will be alleviate the harm

G. Yahoo v. La Ligue Contre Le Racisme

1. Fact

a) US CT ruling after a French CT ruling

b) Parties

(1) Π – Yahoo! (Δ in the previous suit in France)

(2) Δ – French group (Π in the previous suit in France)
c) Yahoo! Auction sites

(1) Sale of Nazi paraphernalia 

(2) Links to other sites

(a) Anti-Semitic sites

(b) Modern Nazi sites

d) French CT

(1) Issues a order to Yahoo.fr telling them that they have to do certain things

(2) Also issues an order that says that Yahoo.com has to make it so that French residents cannot access the prohibited material

(a) Yahoo.com says that it is not technologically feasible

(i) Does this opinion turn on whether or not it is technologically feasible?

(a) No, says that that is not even an issue

2. Analysis

a) Does this opinion turn on whether or not it is technologically feasible?

(1) No, says that that is not even an issue

b) CT is very deferential to the French CT

(1) Says that  we are not doing…

(a) Do the French have the right to determine what is proper and improper speech?

(b) Will we just overturn the decision of what the French CT’s have said?

(2) Instead just says that we are going to decide this issue and say that a US CT cannot issue the same ruling

c) What is the reason that no US CT can issue this order?

(1) This is viewpoint restriction and therefore subject to strictest scrutiny

(a) Absent real and immediate present danger

d) Then the question becomes one of dancing around the issue and what did the French argue after that?

(1) That they were not going to pursue the case further, and therefore it is no “actual controversy”

(a) We have not filed anything against Yahoo.com in federal CT to try and enforce the judgment and therefore no “actual controversy” 

(i) Δ have not taken steps available to them under French law to seek withdrawal of the order 
(b) We would have to take steps determine the final dollar amount and therefore 

(i) However the penalty is retroactive, and therefore since everyday that Yahoo.com does not comply, damage is incurring and therefore there is harm

(a) And therefore there are grounds for the granting of declaratory relief 

H. Hypothetical
1. What if the Δ is not AOL, but is someone that publishes something on a website that originated from another 3rd party

2. A publishes a defamatory article.  B sees the article and publishes on bulletin board on AOL.  From Zeran, we know that AOL is not liable.  So the question is whether B is liable for posting something that is defamatory?

a) Does the CDA give this person a free get out of jail card

(1) 230 (c) – says “user” and therefore since B is a user of AOL, seems to be covered by the section and therefore does not seem to be liable.

(a) What is the definition of “user”

(i) If term is unambiguous, then use the plain meaning of the term

(ii) If term is ambiguous, then must try and find other meaning

(a) This is Barret v. Rosenthal

(i) TC dismissed the case on demur

(ii) AC decision is pending

(b) What was congressional intent?  Was it to protect the simple person that was typing in information?  That really doesn’t sound like a plausible definition of congressional intent.

VIII. Spam

A. Typhoon, Inc. v. Kentech Enterprises

1. Facts

a) Hacking into servers to send spam to other people.

b) Case was filed in 1997.

2. Notice that the complaint was very teachy.

3. Different strategies that can be taken

a) Throw everything up against the 

b) Selective

(1) What’s the harms in throwing everything up against the wall?

(a) Loss of credibility

(i) Client

(ii) Judge

(iii) Opposing side

(a) Don’t want to give things for the opposing side to just knock out of the ballpark

4. Federal Causes of Action

a) Electronic Communications Privacy Act 

(1) Prohibition on preventing access to communications

(a) In this case, had to take down servers, installing filtering software, and so there was a brief time of other people not having access

b) False Designation of Origins and False Description

(1) Trademark dilutions 

(a) In this case, sending out the span under the name of someone else, and therefore trademark dilutions

c) Misappropriation

d) Misappropriation of Name and Identity

e) Trespass to Chattel

(1) Email servers were the property of Typhoon

(a) Interference w/ possessory interest in personal property

(i) This is not conversion

(a) B/c there was no change in title and the property was not destroyed

f) CA Statutory Unfair Competition

(1) 17200

(a) H/w remedies are very limited

(i) Injunction

(ii) Disgorgement and restitution

5. This case did not go to trial

6. How about the Computer Abuse and Fraud Act?

a) What does “access” mean?

(1) Hacking, and therefore there was no hacking going on here (this is one interpretation)

(a) H/w in this case, since there was only routing of email going on, was not “hacking” and therefore was not “access”

7. Why federal court?

a) Novel case, and therefore wanted someone that had the time and resources to look at it (this is the type of case that would get drowned out in state courts)

b) This was also a diversity case

c) Federal courts would have a better understanding of ECPA, then the state courts

8. Of some marginal utility

a) Neither party ever spammed again

B. CA Statute re: Spam

1. Where did this statute come from?

a) Part of the B&P code

b) Junk faxes and snail mail

(1) Legislature determined that part of the problem of junk faxes is that it shifts the burden to the receiver

2. Who does this law target?

a) Any person or entity doing business in the state

b) Spam must go through servers in CA

c) Recipient must be in CA

(1) What’s the point of this?

(a) To avoid the dormant commerce clause

3. Should this be protected under free speech?

a) This law doesn’t ban spam, just regulates the form that it is in

C. Ferguson v. Freindfinder

1. TC – CA law is unconstitutional (violation of dormant commerce clause)

2. Facts

a) Ferguson – just a regular Joe

3. Cause of action

a) § 17538.4 – anti-spam statute (this is a dormant commerce clause case)

(1) 2 factors

(a) Does it discriminate against interstate commerce?  Does this burden outsiders for the benefit of insiders?

(i) No, actually, the insiders are probably under more of a burden

(b) Does it place an unreasonable burden or something (what is the test?)

(2) What is the conundrum?

(a) Trying to meet all the different requirements of all the different states and some of the requirements may conflict and will be difficult if not impossible to deal w/

(i) Pennsylvania and ADV-, instead of ADV:

(ii) Also CT noted that there is lack of evidentiary support for the conflict, that it is only a theoretical conflict

b) § 17200 claim

c) Trespass to chattel

d) Negligence

(1) CT toss this out to b/c this is intentional conduct and therefore cannot be negligence

D. What is a good way of litigating spam?

1. Identify top 100 spammers in the country and file a “trespass to chattel” claim against in a class action suit

a) Punitive damages, are they available?  If you act maliciously, but then that would be hard to prove and convince a jury of

IX. American with Disabilities Act

A. Access Now, Inc. v. Southwest Airlines, Co.

1. Issue – whether the website was a “place of public accommodation”

2. Analysis

a) Public accommodations – enumerated list, and website not listed (but then again that is not surprising, b/c this was a 1990 act, and therefore websites did not exists)

b) Huge amount of traffic and business going through the website

3. What did Π’s do before filing the lawsuit to try and get Δ’s attention?

a) Nothing, they just filed a complaint, w/o even asking Δ’s to comply

b) There is another reason to sue first and talk later

(1) If you don’t act now, then your evidence may disappear

4. Is this website a place of public accommodation?

a) “Who wants to be a Millionaire” – if your fingers are not fast enough, then you are being discriminated against – held that the discriminatory screening mechanism” was not permissible

(1) What was the public accommodation?

(a) The brick and mortar studio

(i) The website is not a physical space, but what is the physical space that you want to go to?

(a) The airplane, but that is not enumerated, and is actually exempt

5. There is also alternate means of getting a ticket
5. 	P2P connection and requests song


4. 	P2P connection transfer of song





3. 	Make a request to Napster server for list of other computers w/ a song


4. 	Receive list of computers that have the song





1. 	Log onto Napster server


2. 	Upload list of files on computer to server
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Maritz, Inc. v. Cybergold. – where the user can exchange information.





Compuserve v. Patterson. – enter into K’s w/ residents of the foreign jxn that involves the knowing and repeated transmission of computer files over the internet, then p. jxn is proper.





Bensusan Rest. Corp. – just posting information on the website is passive, not sufficient for satisfaction of DP analysis.
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1. 	Download software from Gnutella website


2. 	Turn on computer and the computer looks for other computers running Gnutella software


3.	Makes a request to computer for song


4.	If song does not exist on that computer, that computer then asks other computers if they have the song


5. 	P2P connection made and file transfer made
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Gnutella website
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1. 	Download software from Grokster website


2. 	Turn on computer and software logs into “Supernode”


3.	Computer uploads songs onto supernode director


4.	Makes request to supernode


5. 	P2P connection made and file transfer made


6.	If no songs on supernode, then request transferred to another supernode
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